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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law �§�8�9�9�-�~� State Technology Law §l08) 

N_ofbfity. �~�i�C� I �.�r�~� 
StreetAdrhess: j C,"-et1 'B)uet 
Oty: J.J'>S �~� n �~�f�!� \ e'\ Sta1e!C A. Zip Code: t:tOOI(p 

Sedor (p:we select one): [ ]LocalGovemment [}State Government []Federal Government 
[ J Not-for-profit �[�~�m�m�e�r�c�i�a�l� [ )Educational 

Type of Business (pIea5e select oae): []Biotech/Pharm []Education []Finandal Services 
[ ]Health Care {]Insurance �[�]�R�e�t�a�i�1�/�.�I�n�~�t� r ]Telecom. [ ]Transportation 
rv[Other J>.&\TAL S£f(VtC6 S COMfAtW'1 

Peuons Alfectecl: Total: Co"2. , 
NY residents: .SS Dates: Breach Occurred: �- �-�=�-�c�=�.�.�.�.�t�-�=�-�-�-�+�-�:�-�-�-�-�-�~� 

Breach Discovered: �-�4�~�-�+�4�~�-�-�+� .... �I�I�o�.�o�o�a�~� 

, c.ra:li>r �t�v�t�o�"�,�,�~�,�~� seNice s. 
Description of Breach (pleue select All that apply): [ ]Hacldng incident; 
[Y1Stolen computer, CD, tape, etc; []Lost computer, CO, tape, etc; [JInsider wrongdoing; 
[ ) other ,specify): [Attach additional descriplian jf necessary] 

Infonnation Acquired (Please select ill that apply): �[�~�a�m�e�;� �[�~�N�;� [ JDriver's license no.; ( -. 
[ ]Acx:ount numberi [ ]Credit or Debit card number; [ ]Other (spec#y): �a�.�d�d�r�e�~�s�e�~� �~�l�e�~� 
�n�L�c�!�'�1�~�J� . ,9A1e? oS= 'b1clh, �~� �~�y� �·�I�.�,�~�f�t�o�n� 

Manner of Notifiattion to Affected Persons (AHac:h Cap,y): [l'1Written; �[�~�c� (emaU); 
[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previOUS (within 12 months) 
breach notifications; _______________________ _ 

Credit MoDitorinS or Other Service Offered: �[�~�e�s�;� 
Service: nAt. sem:"t>' flu,. 
Submitted by: D ig,n< liolland 
Firm Name (if other than entity): 
Telephone: "3\0" '2..c> '2.. - v=rOO 
IJaIed, 10 I �~�1�2�J�X�8� 

{ ] No; Duration: j �~� f 
Provider: �.�:�r�:�~�C�(�s�i�C�\�~�S�.� 

Title: c..hte} FinGt1cA\ �~� 

Email: d hollgnd Q? SCJ\eJ11Q.tic. �c�.�,�~� 

Rev. 11120107 
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Complementary offer for identity theft protection service 

At our expen.~e, Schematic would like to offer you a free 12-month subscription to a credit monitoring and 
identity theft protection service called ITAC Sentinel™ Plus. This service will give you access to'a copy of 
your credit report. monitor your credit files at all three major credit reporting agencies, and notify you of 
certain suspicious activities that could indicate potential identity theft. This program is provided by 
Intel'Sf'lCtions be., a leading provider of identity theft protection and recovery services. 

ITAC Sentincl™ Plus featUres include: 

• 3-Bureau Credit Report 
• 3-Bureau Daily Monitoring &::. Notify Express· Alerts 
• 3-Bureau Credit Analyzer 
• 3-Bureau Credit Scores and Analysis 
• Quarterly Credit Update with Updated Scores 
• IT AC Victim Assistance 
• Card Theft Protection 
• Credit Education Specialists 

• Up to $20,000 identity theft insurance at no additional cost to you· 

!fJ'.,,2,~ wish to take advantage of this comprehensive monitoring service, you must enroU by &il1l..J 
ggDl~ [Did we decide on a date for this?] , 

How to enroll in ITAC Sentinel™ Plus 

To activate this coverage please visit the URL listed below and enter the redemption code. 

URL: www.itacsentinel.comIXXXXXX 
~emptiOD Code: .. ·XXXXJboocxxx 

When logging on to enroll, you will need to provide the following information: 

• Mailing Address 
• Phone Number 
• Social Security Number 
• E-mail Address 
• Redemption Code 

Again, we apologize again for any inconvenience and urge you to enroll today. If you have any further 
questions regarding this incident, please contact your local Talent team representative. 

*Insurance underwritten by Travelers Casualty and Surety Company of America and its property casualty 
affiliates, Hartfurd, cr 06183. Coverage for all claims or losses depends on actual policy provisions. 
Availability of coverage can depend on underwriting qualifications and state regulations. Coverage not 
available for residents of New Yark. 
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You also have the right to place an initial "fraud alert" on yoU' credit file. A fraud alert lets 
creditors know that they should contact you before they Opell a new account in y<?ur name. You can 
do this by calling anyone of the three credit reporting aFnri~ at the numbers listed' above, which 
will let you automatically place fraud alerts with all three age!lCies. The fraud alert will stay on 
your account for ninety days. After tha~ you can renew the: alert for additional nincty-d~periods 
by calling anyone of the three agencies. Note, if you plan on s/grling up for IT AC Sentinel PIllS, 
don't place afraud alert until after enrollment. Thefraud alert ctPJ Nnliel' )'Ow enrollment . 

... 
Whatever steps you choose to take, when you receive a COP] of your credit report, make sure to 
look it over carefully. In particular, review the report for 8CCo()1.IIltS you did not open. inquiries from 
creditors tlmt you did not initiate, and any inaccurate peraomJ information, such as home address, 
employment or social security numbers. 

If you see anything that you do not understand, call the credit lIgency at the number listed on the 
report. If you do find suspici0US activity on your credit report:, the next step is to call yom local 
police depart:l4ent and the'Federal Trade Commission, and fille a report of identity theft. We 
encourage you to always be vigilant about protecting yourself from fraud and identity theft. 

For additional information on how to avoid identity theft, pltlaSe contact the Federal Trade 
Commission and _ Attorney General's Office at: 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Avenue, NW 
Washington, ~C 2058,0 
www.fic.gov 
1-877-382-4357my: 1-866-653-4261 

If you have additional questions about this incident or for ad~tiDnal assistance, please contact the 
Talent representative in your local office. 

Please trust that we take the protection of your information vclY seriously. We apologize for any 
inconvc:nience this may cause you, and sincerely hope that nc. one will be directly affected by this 
incident. 

Sincerely, 

" ;. 
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Ot}tober 1Df1l2008 

Dear 1IUIi.~ 

As we informed you earlier this week by email, Schematic recently discovered that the security of 
some personnel files has been compromised. This letter is intended to give you additional 
infonnation 8bout what happen~ and outline steps that you can take to minimize the risk of 
identity theft. 

On October 22, 2008 an employee's laptop computer containing files with your personal 
information was stolen. The files likely contain your name, address, telephone number, social 
security number, date ofbirtb, and salary information. 

At this time, we 8l'C not aware of any improper use of the information contained in the files. That 
sai~ we 1ake any loss' of private data very seriously and have taken steps to help protect you and 
your person8.J. information. We have 8lTanged to offer you identity and credit monitoring services 
for one year, at Schematic's expense. If you wish to take 'advantage of this offer, please review 
the ITAC Sentinel™ Plus enroUment details ineluded with this letter. , 

We are also ~mplementing additional quality controls to avoid similar incidents in the future. These 
controls include enhanced security measures that limit remote use to specifically designated 
individuals (or files). 

You should also know that everyone has the right to obtain a free copy oftheil" credit-report once a 
yearfrvm each credit reporting agency. You can do this by contacting one of the agencies listed 
below, by visiting www.annnalcreditreport.com. or by calling'toll free 877-322-8228. Hearing 
impaired consumers can access TID service at 877-730-4104. You ~an order one, two, or three 
reports at the same time, or you may stagger your requests over a 12-month period to keep an eye 
on the information in your reports. 

The three credit bureaus are: 

Equifax 
877-478-7625 
www·equifax.com 

3,1.57 S, La C:<!nega ~,!,;d. 

Los Angelas. CA g();)Hi 

3to 202 2900 
f;~ ,llO 202 2910 

Experian 
888-397-3742 
www.experian.com 

TransUnion 
800-680-7289 
www.transtinion.com 
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