
"1·=. .I. _, 

. / ..• 1..'- __ _ 

North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 
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Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO: 
Breach: 1st Source Rank 
Address: 100 N. Kichigan St:. 

South B~nd. IN 46601 
Telephone: (574) 235 2000 
Fax: 

Consumer Protection Division 
NC Anorney Gener:ll's Office 
9001 Mail Service Center 
Raleigh, Nt 27699-9001 
Telephone: (919) 716-6000 

grif£ith@lstsource.com Toll Free in NC: (877) 566-7226 
FAX: (9J9) 716-6050 

• 7 

Date Security Breach Reporting form submitted: May 29. 2Q08 
Date the Security Breach was discovered: Hay 12, 2008 

Estimated number cfaffected individuals: 193 •. H5 _._._-----
Estlrnated number orNe residents affected: 267 

Name of bllsirtess maintaining or possessing information that was the subject of the Securit:, Breach, if the 
business that experienced the SeclIriEy Breach is nor the same entity as the business reporting the Security 
Breach (pursuant to N.C.G.S. § 7S-65(b); _ __ ' 

Describe the circumstances surrounding the Security Breach and state whether the information breached was 
In electronic or paper fonnat· See attached notification lette:ra. 

Regarding electronic intbnnation breached. state whether the information breached or potentially breached 
was password protected or encrypted in Sc.lme mllnnC~. Ye§ If so, please describe the security 
measures protecting the information: Passvord-~p~r"",o,-,t; ... e ... c...,t""e"",d,"",, ____________ . ___ _ 
--.. ---.~.----- .. - .. ~------~~---------
Describe any measlires taken to prevent a similar Security Breach from occur-ring in the futurc: ___ _ 
.~ Security controls are being add~d 1=0 the systems affect:ed_ 

", 

Date affected NC residents were/will be notified: Kay 29. 2008 

If there has been any delay in notifying atfected NC residents, describe the circumstances 'iurrounding 
the delay pursuant to N,C,G S § 75-65(a) and (c»): 

--- .... _ ... _ .. __ .. _.- .. ---... -...... ---_. __ ._--
If the eelay was pursuant to a request from law enfol'ctnl('~t pu/,guant to N.C.C.S. § 75-6S(c), ph:ase include the 
,""ritten request or the ~gntemporan~Qus memorlllldum, 

HO\l' NC residents were/will be notitled') IJjwritten notil,;c 
(pursuant to N.C.O.S. § 75-65(e» Delectronic notice (email) 
Please- IIUnet1 coPy of the notice if in wrimH form 01' .. copy or Dtelephone notil;fi! 
any ~cripted notic:e if in telephonic form. Dsubstitute notice 

Signature: 
Contact Person, Tit! 
Addres:::: 

--+':rJ'~,.",.,aw. ....... f-""--r-,~~~:=;,,-~~-- Date; 5~29~08 
~~~~~~~~~_~n~e~r~a=l~C~o~u~n~g~e~I~ _____ . __________________ __ 

n St •• South Bend, IN 46601 
,:(different from above) ._. ____ ...... _ ...... _ ... __ .. 
l'cierhone: 574-235 21l91L_ .. __ Fa;-.;;_._ .. __ .. _ .. ..... - ..... _. __ Email:-3dffL.la~1&t.sgurG8.-4GIa 
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Date 

rCustomer Name] 
[Address) 
[City. State, Zip] 

Dear (Customer): 

57..:1. 2·35 203.3 

On May 12, 2008, we discovered a computer systems breach at 1 st Source Bank. 
We immediately began working with law enforcement agencies and with an outside 
computer security fitm to investigate the incident. The anackcrs penetrated our computer 
defenses and gained access to some of the 1 st Source Bank debit and A TM card 
information on our systems. fortunately, if you arc receiving this letter and, in addition, 
are a cardholder, we have determined that the information on your debit card or A TM card 
was not exposed, 

We also have found no evidence that any personal identity information we have 
about you was targeted. accessed Or copied by the attackers. Although the attacke's gained 
entry to a portion of OUr system with some of your personal data. including your social 
security number, the evidence and the prior experience of law enforcement and of our 
computer security consultants with these atta~ker~ point to credit and debit card 
infbnnation as their target and not personal idel1.tity information. 

We are taking this matter very seTlously. We have blocked th~ method of 
unauthorized access. We also have strengthened our security controls and our 
arrangements with Our vendors to prevent this trom happening again. 

This incident should remind us all of the need for vigilance. Theft of credit card 
al1d personal identity information cnntinues to be a growing problem. 1st Source Bank will 
continue to devote substantial resourceS to protect against these types of attacks. Here w'e 
some additional steps you should take or consider for fmiher protection: 

• Rep0l1 any su~picious account activity immediately. Stop by your banking center, 
call your banker. or call our client service line at (574) 235-2000 10 report a 
suspected problem. 

• Review your bank account activity regularly, which can be done quickly online at 
1 stsource.com. 

• Change your password frequently if you have online bankin.g (click Tools 1n right 
hand cornel' and follow the prompts). 

• Place a "fraud alert" on your credit files. Note that if you do this, you will have to 
go thn')ugh significant security procedures to obtain credit or new loans. 

• 1£ you think that your personal infom1ation is being improperly used in ani maImer, 
you can also contact the Federal Trade Commission at 1-g77-ID-THEFT (877-438-
4338). 

Over' 
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• Monitor your cret1it reports, We recommend that you periodically obtain a credit 
report from each of the nationwide credit reporting agencies and have any 
information relating to fraudulent transac,;tions deleted. Consumers may obtain a 
free credit report annually from each of th~ three credit bureaus. You can call the 
bureaus listed below or go to annualcreditreport.coJ!l, the official site authorized by 
the three credit repol1ing agencies to distribute the free credit reports . 

Equitax 
800-525-6285 

• 
Experian 
888-397-3742 

TransUnion 
800-680-7289 

We sincerely apologize for any concems this may cause you, and have taken steps 
to prevent this type of incident from happening again. Again. if you have concerns, please 
do not hesitate to talk with yO\lr personal banker or feel free to contact us at 574-235-2000 
with any questions or wn(;(:rrtS you may have. Thank you for understanding. 

Sincerely. 

~~ 
Wellington D. Jones, ITT 
President 
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