
Nodh Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

~" ~ .'. :1.~ .,;:: '".\ t.· '~.'."'.'; ~,.', ,'.:" i.?");:::', .C :.' .." ' T . -of!' t . , 'f < ' . - - - - . - -' LL~'-:l3 ,_.:f' 1 ... ~I.L;'1:5~ng .:L'~.i.·(;~1'~i"1. n)Jl. (\1 "'~;;:(j :J) ~f·lt. 

Stljjc~'~~ 1...~>.~.L .. Xprcss .. :~·:t.<; J. C~IT ~:o('npi~ny 
,Address: 1 elT Drive, LivingstclIl, NJ 07039 
Tdel1hone: (973) 535-3583 
Fa",: (973) 740-5087 
Email: jandepp-rosentha!@cit.com 

P -l .. L ,,'l~ ·i __ ~ r ,-jR~1i TO~ 

Con.SUi,rer I;, .,~'d;llD Division 
NC AttClme} Gell~I'JI's OHi.(c 
9N) 1 :'-1,1i1 SerVlle Center 
RaJ.:i!;h. NC ~7rl9l)-9001 
'1 dq~llOn(': 19(9) 7 Ui.(iO(J(J 
Toll Free I NC: (lin) 5M-722fi 
LA...X, (91':; j -, [,·6050 

, ...... -----~~- .,,-... ,~,------

i)al<.: St:CUr1ty f:)reach Reponing Foml submitted: January 29,2009 

Date the SecuriLy Breach was discovered: December 11. 2008 

Estimated number of affected individuals: Approximately 37.385 
L:lilmlted ll~ll:!lbe: of aftl;:f~t;,;cl indi"iduals 1/1 Nonh Cifo!inil, Approxirnartly 111 

~';~H:~~: uf bU;)latcs5 m;1 t!lI2.'I1111¥ Of possessing Jnt~)fJn3licJD lLit l', ,"; tile ;;lit~e_ . .'r :"", ~ ~'8W tty 
bre<1ch, if the bUSIIlC:i5. thill experienced the Security Bre~ch is not the same emity ~iS the busine:>s 
I't!f!l)rting the Security Breach (pursuant to N.C.G.S. §i5-65(b); American Education Services 

Describe the circum:o;t,mces surrounding the Security Breac.h and state whether ,he information 
br~ach,.~d W,1~ in dr;'ctronic or p8per fomnt: Cenain rt':r,~onal ;nf0n11<lt;,,!' ""'~'·':C; 'r.' ""~',:, Stmiem 
L02.n Xrrc~~ ~;{I.tdcnt ItO([11 diJta was; inadn;rtently tnmsmitkd to 3n unauthorized parly. The 
i:';~-'.~!_~(cLl:k}il. \ ..... ~.,,; i:-.~ ··1:::1~~1'~ :-!~'!;'!rL /lr.:1Cil(.~.~1 [:d!jcatlt)n ;)~,r\;;.:'#.·'" ·_~n:.. af;] ,~.~:~L !; ~<~:)T~.$S·~~ 

s{,Ivi~c pr~)Vidcr$. inadvertently tmnsmi([cd l'cr1ain personal information of affected individuals to 
another studem loan lender with which American Education Services contracts. That lender hilS 

indicated that it destroyed all of {he infonllation it mistakenly received. 

R~g]rdil1g elccin':oic i.n[;,rmfltion 1-'reaeh~d~ ',t(t,e v'hcther the irfclrrnJt~~';-i ':. .. -;1'1 ". pr-,f(>ntially 
i"re:".cll;e;Q W~~ P.:l.~S\)i- ;)f'.i ~}!c'tecl:(cd (lr c.ncryptcd in some manner: Vc-;, If SCI. I'lease: descrihe the 
::~'.;':.l!t,; !1'.~;lii.:Ur.;~, i"f(,~~(;;;ng t1:e mf,)~"r,,,:i,.j;l The Giila l.'<"b';; :.u:)~'_'-i ;.) FrJP <".:71:' }:':~ ;r '1'<lS 
inadvertently tran$miti~d to the ttnaurhorizcd pouty in a fonnat that wa::; readable by that party. 

Describe any measures taken to prevent a similar Security Breach from occurring in the futU/'e~ We 
are working with AES to ensure that this type of event does not happen again. 

: f ti, e~e hac, b::'Ul ~l,,:' d iJ1 :lotifyir,g ;)ff¢~;:A.d NC restd;;~it", elr.,'[ '11<: tb c ci' nm'~' ~e,<; 

SUITOlUlding the deJay (pursuant to N.C.G.S, §75-65(a) and (e»: NiL\. 

If t.hl; delay was pursuant to a request from Jaw enforcement purw3m to NC. U,S, 75-65(c), please 
include the written rcqul;S! or the contemporaneous memorandum. 

T [;,U :-·JC rt:nj~Ht, '.;cr~:/'.).'ill he nutillc,J" 
~ ~jU.~·~iJ;.~.n! t~) ?·\;,(~,G.S G 75 .. 65(e,Y.~ 
P]t:,j:;(: attach a copy of d1::: 110tice if in wfitlcn form or a copy of 
A.ny scripted nolie' if in telepbonic form. 

~,~~- (h:-f:::~'~nt fror:n :1bt";'.:~.~j 

x w'[iH(;J1 ll·.!tice 
II e!ectmr'lotic:e (email) 
Ot~~le;}L, -,.,-Z 

~ substitllte notice 

D"tc; January 29, 2009 

Telephone: 973-535·3583 Fax' 973-740-5087 Email: janel,epP-IOstll1hal(i!:l-Jl.c:om 

r 4ci330" I 



" 1 ,/ ~:3" -,!! 11') 1':; : 1.:; j:, 

S tudentloarXPre~' 
ft, CIT C(!Mlpar.y 

~,>;'~~r .. ~~\:fE);, (~:lJ~6..,t\j1c:" 

",AGDi." 
I(ADD2» 
HelTY», <~STt\ IE,> I,ZIPln«(ZIP2)) Jil.I1Uil.I)' 30,2009 

\V" ~e,:('mly became aVo'are of"an inrid,~nt involving ~<':rtain personal information related 10 some Student Loan 
Xprl;gj, ir;c. S[Ucienl kall d;Jta. n·,/: ~"r,·j.-:e pro\'i.;kr f,)( J't)\Il' IC,;,'tn(~}. Amc!'ican Education S;n,i-;:';5 (hAES"), 
inadverrenrly rransrnilled a report which cOlllained your personal information to another stud~ll! loan lender wirh 
whi.;h A£S contracts, Thall¢ndcr has indicated thal·it destroyed all ofth; information it mistake-nly rece.ived. We 
have no evidence (hat any of the infcrmation has been used in an unauthorized manner K i co, ~". c ';' . "l,:·id~nt. 
The inf<)rl11arion AES ilHldV¢t!¢ntly scnt to the unauthorized recipient rr:;c,; ~"~;,, . ~;G;: tai 
SecuTir)' numbers, daies ofblnh, and j"to;maliofl spf'eific to you.r student jUdi'! ;~~COl!nL We arc lAu:;.jng with AES 
('') ;.ti'.l: step3 to help en~ure thut thj~ type of incident docs not happen in the fulure. 

""'" I''''!7;fe! thflr lhi,:; illl.'l;J<;r,( m,lY ",ffect you. We take our obligati,)n to safeguard personal inforl1J~Iion vef)' sedously 
and, therefore, we are alerting you so you can take steps to prorec[ }'ourself from possible identity theft. We 
encourage you to remain vigilant and regularly review and monitor your aCCOlint statc:mcnt5 (or,-! cedi' [·:pom. The 
aU3chcd Reference Guide provides details on these and other steps you may wish (() cOllsL1p' 

Yo:! :If;:~ ('milled under L.S. law to one fr<!f) credit report ul1nl.lally from e"Cil of the three national cn:dij bureaus. To 
~:r.~t-·- ~-')I'r Hee Cl'?:Jir rCr,Jf{. V{3;: "'··i'\'-;\'~.a~nuak,rcJirrt'"PdltCGj)llJ'- caU i(.)Jj~f;te (S77) 322 .. 8228. 

To funher assist you, we recommend that you register for credit monitoring, which we have arranged to provide at 
no dla(~.; \0 )lVII, Th¢ attach1;d Reference Guide provides information On how you can registe.r for tlw credit 
monitoring and recommendations by the FS, Federal Trade Commi!'.sion on how to further Fro'tec~;-c ""~e'f a[lainst 
id,~;.;tiiy n-::nd. You nlil; ,,150 \y~;Tlt to place 11 fraud <11;;11' <1T sC'-curhy !i'(',:~c ' .. :, - ..... 

\l/i; hme this infom,,cHi,)!l i:, uX.ful to you If you have questions rcgarding thi, incident, please call AES's 
dedicared Customer Serviee sl:tff ~t 1-800-214-9320 between. Th¢ hour:; 0[8:00 am and 5;00 pm EST. 

Again, we regret an~ inconvenience this may cause you. 

" .1 
--- .. ~~.J ~'/J 

I 
IJ~_~.,,--

David Harmon 
Ex¢cmive Yke Pr~sjdcnt 
Srudent Loan Xpress, fne. 



" eucuragl" mdiv;dii:l", recdvlng Siu>Jeill Loan Xpress's ietler of Jallliary 30, :::009 to take the 
to II owing steps: 

Order Your Free Credit Report To order your free credh report, visit ,I,ww_crmllJlcreditrepott.com. 
call toll-free at 877-322-8228. or complete the Annu:tl Credit Report Request Fi)rn I~r' 11'11': US F~de(al 
Tcac.'·; CCltllni.~';i':;l;S v.::b":t: ;'i 1,",'·'v'.\,f,:c.l1,c.' :nj \"(,::.:1 :t to r\r'.lt~,' Cl',;di' R:Pl:,:; Ri. : ';;:~L-·':I:;:e. j",C), 
80:': ln523!. J-'\ Ua!1t:.', Ci ,\ 30'1·1 ~-52~ L -Q(' rot COf\lal~t [hQ The>,;" en'clir buref,Hls ir;,Jividuilllv_ They 
provide free annual credir reports only through the website or toll-free number. • 

When you receive your I;redit repoli. review it I;arefully und look fur accounts yOu dori'r n:t!)gni7..~" Look 
in Ihe "inquiries" section for names of creditors fi'om whom YOll haven't re{ju;;sted creoi1. Some 
companies bill undf;'r n:mles other than their store names. TIle credit bureau \"i" 1:-2 Q'-I,o r.' [t'l' Y,111 when 
f~::i-'- ;~ ~h~ Cdjc. lo{~~,-!n iLt~ ~lpc"r~;l-~~n:1J i;!t:-J~'j~iJ.l1c~l-:" seCl[on for JIl) in11rcurl~C;eS if! th,~ 'nt;)rnlrttion (such 
:L~ ;'c:'l'· home ,;~'J,o:",,; D;':~ S,x::J.l Stcurii:; n'-ll.l;'L~) Errors in this in f:mn2.tion 1:131' be ~ warning sign of 
possible identity theft. YOli should notify the credit bureaus of any inaccuracies in your n:pl.)rt, 'vyhc!hCr 
c.iiJ~ to em)r or fraud, a.s ';\)0n a.~ ~()"s;ble $0 [he information can be investigated and, if found to be in 
error, corrected. If there are accounts or charges you did not authorizE:, immediately notify the 
appropriate credit bureau by telephone and in writinIJ. 

:r ::'<1') Find if~,~!'~. y(,;_--,- L:.~,i)"l--! ~jl1(.~.2·.i·)t:!{1d '::~i1 .\;,.;'~::':> '>-'~:['I,}r: ':~,1~.: Iht, ~rf -I~~ h~~;e'-lus '}1' .. I~ '- r - ,I. ~':" -.:":,~., Ort the 
r2:)art~ Credit bl.l'erc1.1 staff v.;ill revl';;'w your repmt with you If the inform8t iO!1 can': Ii explained, then 
YOLI \vill need to call [he creditors involved. Information that can't be explained also should be reported 
to your local police Or sheriffs office because i[ may signal criminal activity 

R~g~t:P:.r_ for C .. .!!!!.t)~/!Q~!.tQ!Lng. We recommend that youregistel' before May 31 1009 ftlr Equit:'lX: 
Cr'!clit ',Vatchn1 (~oJd \,~ich 'eve have :arran~ed t,,) provide at no dl~Tge tn you_ Lit-dit \\ ,,-,('11 vtiIJ proviJe 
~':; ',,·j;ll Z7l.:-i ~:~::-~l:y ')~' .. ~~Tl.~~·'>~~ ~~;-. ;~n!" to C~!.:tEg,.:~:·; t'J.) i,)U[ l:r::dit ~~;.' [:,~.<1 Lf'!p ;.'01 L~ .~l=fr d <.h:' !;. ~")nU~nt 
of your Equihx credit tilt_ The key features a!1d benefits are liste,d below, 

Equifax Credit Watch provides you with a I year membership service: 

'Jl Cf)i,i!prei~en~lh,e ([('iii! file r:lon;tGring Of)0Uf .Equif·~x '~.r(::!!: rl~';,>--"' "S11~' j .:' . _,(/"II ~!-~,)q )~\~ban:;es 

[0 yom ere-eEt me. 
,. Access to your Eyuifa.'£ Credit Report™, 
~ $20,000 in identity then protection with $0 deductible, at no additional cost to you (certain Jimitatioll5 

and exclusions may apply): 
" 24i7 Jjlll>. agenT ('\J';;f()Jtler Sl!rvi~1;' 10 (lSsisr )/()u in 1l1'IderstarH:ling The cnntent Of your EquinD< credit 

ini<it'm2tion, to p:-c'.'id;:; p-:r;cH1(\lized idenl!t)' theft victim W: o:iSt3W8 :md in initiating .1;1 investigation 
;.~!f lnr.~_,c.'i.."'un!re fnf:~·<in~1~;!~.'n 

Identity Fraud ExpenSe' ReimbUrSement Master Policy underwritten by Traveler'; Casualty and SureTY Company 
-~' ",.1 :i ;,' ,:\ ~,.~ i:~, i--':'P :~:~.:;; J!Ti!:at<::::, E.'·:-; r,""i. CT Of,! 8, l <'0' .. ~"":,, fc·- ~l' :::" :,.-_ . ,-' ' '-- -~. ~"':')t''1d.' 'W 

~-:,:,,"j:- "1~ ~Ul ;(:\" ~i .. -;n:::: _~."...';?! !:-1b~nty u f covc'.'"aZr: l';·ij; dtp-end l.!1 -:~. ~L' Dr:,:~, .1'... r:(ir~£ q,j~~.Lt~cal~;)i' 0.nd $tate 
'-;':'~!-i'\-';!C;r-!'~, '-~<!~ i!"':':~Ihrrh~ fJl rt.:::'I"~':':nt,5 {):·>·:[~Vl "'{~}rk.. 
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if (; ',V to Inro,lI. Equl!:Lx has a simple Interner-ba3i;d verIfication alld fnrollm.;>qt proeess, Visit; 
'.; .. , ..... ~-.. ~ ;,:·~'):H:-.,~~r:; ~.;~~~~ ... ~::. >' "-.,, l."~ 

~ ;1115.' Ill:::; 

.. Step I - Registration: Complete the form with your contact information (name, addr~$~ and e-mail 
addre.s:;) and did~ the "Continue" button. The informarion is provided in Cl o ... ~·~' l.~' . 

• Step 2 - Verify '{our Identity: Complete the forn) with your SOLia~ .:lcLu,-ilj I 1:_~i-J·[~.C\. ";..J.ie of bll1h, 
t~l\!ph()n<;! n\lmot:rs; create a USer Name ~nd Pa!}Sword; agree to the Term3 of Usc; awl click tl:c 
"Confifwe" butto,1. Th", ~Y')!l'rn will fISk you up to tvvo security queS[j.:H1S 10 verify your identity. 

,oj ':\.~JsJ.~:~C;rG~j--..:~~{~!..:~il~:)~ L)uf<ng ib~ '~l~\:'~=:~~ ;,:~:_lr' Pf::;';t;'~":'i pi'"':- ~ ;'';'i. tlv~ f:~n{1Vl~ng ~:··Y'110tion;11 ((Ide: 
«XPCODE)) in [he "EmET Promotion Code" box. After entering your code pross the 'Apply Code" 
button and then the "Submit Order" butmll at the borrom oflhe page. (This code eliminate'S [he need 
to provide a ;redit card number for payment). 

• Step <} ~ Order CMfirmation; CI ick "View r-.1y Product" to access YOUr Equifax Credit Report. 

To sign up for U.S. Mail dcljv~ry, dial 1-866-937-8432 for access 10 the Equirax C:rcoit Watch ;Wlornated 
CTh.JUmer1I pr0ces:,. Note rh,,1 ail credit repom: arid ~,-luuwill he St:r:t L.l you via U.S. Mrtil only. 

• Step I - Promotion Code: You will be asked to enter your promOlil1n code as provided ilbove. 
• Step 2 - Customer Information; You will be a'5ked to enter your home tf"!~."~ :,;':' "ber, home 

address. name, d:1t~~ ':)fh~~r.h 3.n~ Sac;:!! S~curj~y NUl~11:let'. 
• Sle, :; - PermiS1.12k..Pm.QQ?5: You will1it a.,hd ttl provide EquiflU'; with your permission to access 

yQ~r credit f:l~ Jnd to monitor your file: WithDllt your agl'eement, E(l'.Iifax eMMt proce;s your 
~nri]llrnel1t . 

. • Step 4 - Order Confirmation: Equifax will provide a confirmarion number wilh an explanation that 
you will receive YOlJf Fulfillment Kit via the US. ~,rlail (when Equifax is able iC 1c,:f; ; i '~'r idenTi[y) 
O[ \i Customer Care letter with furIher instructions (if yom ij~'":;~'~ ',: ,;;; the 
infcrn13rior provided) Pk1:}'~f~ 2.1l~)\~/ up to to bt1.~iness. days to 'i'( (t~i"'+w-'(! rhi$ ~nf.).Acr..a~i,:n 

(,~.I!.!:a~Lm~ U.~. FcdcuLl)ade Cornmis1ij~,!!. If you detect any unaurh.)rizc-d !f,insac:!ions in your 
financial account, prumptly notify your credit card company Or financial institution. If you detect any 
ineidcn[ of identity thefl or fraud, promprly r~p()rt th~ incident to your local law ~t1fOtC"I'IlI:'\( '1ulh()rjti~::;, 

. your state Attorney General and the Federal Trade Commission. If yO\..! b.;!Jievl; }) ;i "~'7t'I~;: !las bel~ll 
stolen, the U.S. t'ederal Tnde Commission ("FTC''') recommend, th;<t y'~" q~ .. ' . 

, CIQ2e tb~ aCc')~~nts tilE" Y\)1.J h;lve confirmed or believe have been tamp .... r"d with or opene.d 
fraudulently. l)$~ t,",l; FTC's rD Theft Affidavit (available at www.ftc.gClv/idtheft) ~'thell you 
dispute new unauthorized accounts. 

.. rile a local police report, Obtain a copy of the police report and suomi! it to )",!!" ,"'~1;10r, 2nd 
a.ny others thdt may req~i[e proof of the jdenrltj [lidl U;iO)L. 

':, ".' em 1i:<1"n mort: abeJilt h::m to pj~,t.;'.;t yourself from bc(oming t! victim of identity thett by wntacting 
the t=",C: 

Federal Trade Cornmi5sioil 
Consumer Response Cemer 
{Ge: ~(:nn:~yl\.'3ni2. t\.Vtl1u.~:;~ l~"vv' 

1 .f)77·lDTHEFT (438.4338) 
wVo,'W,ftc.goy/idtheftl 
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~'J!t~LaXrll!!d.!'lttrton._Yg_I!LCn<iilI:He. To protect yourself from possible idertitv th~ft. consider 
placing a fraud alert a~ yow' crediT rile. A fraud alert helps protect YOll agdi,;:;I the .~0,;siblli[y of an 
lel;':)'!i!}, lhi.!':f op":ning ,.e\.~ credit accounts in YOl:[ name. When a merchant checks the credit history of 
someone applying for credit, the merchant gets a notice [har the appl irant may he a vidrn of idcnriry 
theft. The aleli notifies the merchant to t2lke steps to verify the identity of the applic2Iot. You can repon 
potential identity theft to all rhr'e<! of [he major credit b\.lreau:l Ity calling any Ont: of the t,)ll-fr'ce fraud 
numbers below. You will reach an automuted telephone system t\1at allours you te· 13t; yc·'j~ tile IViih a 

Experian 

Tr:l~.sUn;'if'l 

(,,0, lLJX 740241 
Atlanta, GI!()rgia J0J74-024I 

P.O. Box 9532 
Allen, Texa5 75013 

Pr?.Hd \ ii'rim AS$;SlUnCc DiviSi()n 
P,O. Box 6790 
Fu\ \erIon, California 92834·6790 

8T1-478-162:; 

800-680-72))9 

Place :I Sprurity Fr~_on Your_~r(ldLt FiI~. Yr)1,J may wish to pia!;!;! ;l "~ecl)rjty fr~t'l';" ,)n V{'(Jr credit 
tlJe. p... ~ccudt.·v -fU:',~2,~ g·'~:(h·'r;~J!'''' .~\ ill pre1;;:;.J ('~-~d~tors frl::rn a(·.::'?:.;;·~~ng v(·ur cf~dJ ~i.>e at ti!,: tj-jree 
m~,iQfl'N;de credit bu~ea(:~- "\ithol~t your con<;elll. You call request il secu;';ry freeze L;~ conwcring the 
~r~dlt bure-iHls ilL 

Equifax 

TransUnion 

P.O. Box JOsng 
Atlanta, Georgia 3{)348 

P,O rh":·. "S51 
Allen. Texa~., 750 IJ 

fraud Victim Assistance Division 
P.O. Box 6790 
Fullerwrl, Calif()m,i;l92834-6790 

www.equlfax.com 

www.transunion.com 

'T';-'., <r~·~l~~ t'!<d~'3US f~1<~:;, ,c1~~: .. ·~~~:: :~i: r'::h::;:)n~h;,=~ r,·.:~_ ~,:~ ~:d~\··~~. ~~\ frF:""~ ,~~ :.rc~.tr HCF··'~:.;-··1: 3""~ -"-f_~' rE~r:ire ~hat 
){lU pmvidt: prope.r idf:nl ificmioTi prior to honOrIng your request. 

f'oz' MI1ITIAnd ReSidents. Yt1U can obtain information from the Mal)'lal1d Office of the Attol'lley 
General abom sreps ),.'Oll ('an take to help prevent identity theft. Yml can contact lhe Mar:,v'l:inrJ Attorney 
Ge:n0ra\ 31: 

Consumer Protection Divisio~ 
200 S1. Paul Place 
Baltimore, MD 21202 
888-743-0023 


