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North Carolina Security Breach Reporting Form
Pursuant to the Tdentity Theft Protection Act of 2005

. o Poi i des ¢ SR TO!
Gttion Atfeciad by the Consaraer Ficiaction Division
'\‘ SheBlett ‘ L2 CIT Sompany NC Attorney Gengral's Ofhice
Address: 1 CIT DI e, Ll\’lt’lgbtun, NJ 07039 9001 Mail Service Center
Telephone: (973) §35-3583 Raleigch. NC 27699-9001
Fax- (973) 740-5037 Telephone: (919) 716-6000

Toll Free INC: (§77) 566-7226

Email: anet enp-rosenthal(@cit.com :
18 PI (@ett.co FAX (9155 " 0-6030

iZate Secunty Breach Reporting Formy submitted: January 29, 2009
Date the Securily Breach was discovered: December 11, 2008

Estimated number of af ( ted individuals: Approximately 37,385
Estimated number of affected individuals in North Carolina: Approximately 211

?\ i Pl

“rarne of business maintaming or possessing information thal was the sabjes ol Lic L souity
greach, if the busimess that experienced the Security Breach is not the same Lmilv as the business
reporting the Security Breach (pursuant to N.C.G.S. §75-65(b). American Educanon Services

Describe the circumstances surrounding the Security Breach and state whether :he information
breached was in electronic or paper fonmat: Certain personal informatinp ra'=t=gd *~ 27wz Stdent
Loan Xpress student loan data was inadvertently transmitted to an unauthorized party. Thc

N oy
iovtimn Amencan Bducaton Services, one of 30 der 1 ONSTOSE

sarvice provi dcrb, inadvertently tmnsnnl‘ui certain personal information of affected indmdudl:. 0
another student Joan lender with which American Education Services contracts. That lender has
indigated that it destroyed all of the information it mistakenly received.

tremie 11m mmation hreached, state whether the infirmating “hed -eosptentially
O ut ste hg ar encrypted n some manner: Yes. 1f so, piease de*cr.hr‘ the
o .3*’”" midsures profeciing the mformalion The data was sulject Lo PGP ecoryps” Bt 2 was

inadvertently transmitted to the unaunthorized party in a format that was readable by that party.

‘L:Z'nr mg ele
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Deseribe any measures taken to prevent a similar Security Breach from oceurring in the future: We
are workmg with AES to cnsure that this type of event does not happen again.

Dat= affected NC restdents wara/will be notified: Janvary 30, 2009

ing el stad WO residents, deacribe tha choumrst oes
sunomldmg the delav (pursuant to N C C S. §75-65(a) and (¢)): N/A

If the delay was pursuant to a request from law enforcement pursuant to N.C. G.5. 75-65(c), pleasc
include the written request or the contemporaneous memorandurn.

o MO residents wers/witl be notilied? X owrillen mHice
o NOGS 8 5 B M electior ' notice (email)
Flease attach a copy o1 the notice 1f in writien form or a copy of G SR

Any scripted noticp if in telephonic form. o substmne nouoe

Date; January 29, 2009

s Co smipliance
MY G030

31 gnaware: ___
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‘elcpnonc 073 535 3583 Fax: 973-740-5087 Email: janel.epp-rosenthal@cii.com

T46EI0v ]

BAAQD DR § T




VISR T 1A T R a7 T A5aE CIT i‘,‘;"jup

r-
>
i

st

Foutiung

kS

\IIESS

A CIT Campacy

CERTAME, «l NAME

.‘.E.'[.J i
«ADD2»
«ClTY», «STATE» «Z2IP1n«Z1P2y January 30,2009
Dear «FNAMEs (I NAME,-
We recently hacame aware of an incident invulving certain personal information related to some Student Loan
Xprass, ine. student loan duta. The sarvice provider for your [¢an{s), American Education Services (*AES”),
inadvertently ransmitied a report which contained your personal information to another studant loan lender with
which AES contraets, That lender has indicated that it destroyed all of the information it m:stakenl) received. We
have no evidence that any of the information has been used in an unauthorized manner ¢ 3 f7s ST meidant.
The informarion AES lmdvenently sent to the unauthorized recipisnt v s : : enz Secial
Security numbers, dazes of blrth, and information specific to your studeat ican accouni. We are wok mg with AES
to take stepa to help ensure that this type of ingident docs not happen in the fuwre.

We regret that this merdent may affoct you, We take our obligation to safeguard personal information very serfously
and, therefore, we are alerting you so you can take steps to protect yourself from possible identity theft. We

encourage you to remain vigilant and regulariy revicw and monitor your account statements erd credit raports. The
attached Refercnee Guide provides details on these and other steps you may wigh o consider

“ou sre entiled undar .5, {aw to one free cradit report annually from each of the three national credit bureaus. To
crdes vour tres credit repom, o anpualorediveport.cam o call wll-free (877) 322-8228.

To further assist you, we rccommend that you register for credit monitoring, which we have arranged to provide at
no charge 16 You, The attached Reference Guide provides information on how you can register for the credit
monitoring and recommendations by the U.S. Federal Trade Commission on how to further pretzet vouezalf againgt
wdentity fraud. You may wlso wunt lo place a fraud alert or securky focze e nn 20 7

r

We hope this infosmarion i uscfal ta you. I yon have questions regarding this incident, please call AES's
dedicated Customer Rerviee staff at 1-800-214-.9320 betwaen the hours of §; 00 ant and 5:00 pm EST.

Again, we regret any inconvenience this may cause you.

Siagersly,

— t
o ~._} C*;_',,/{'i /J # j‘f""*“"v-\
David [Harmon
Executive Yice President
Student Loan Xpress, Inc.



s encourage adividuals receiving Stadeat Loan Xpress's letier of January 30, 2009 to take the
foliowing steps:

Order Your Free Credit Report. To order your free credit report, visit www.annualeraditreport.com,
call toll-free at 877-322-8228. or complete the Annual Credit Report Request Forr ar the 11.8. Federal
Teads Commizsion’s vk v fregey and mall o Aruat Cradin Ropoo Rey, 1 Seevize, 2.0,
RBox 103281, Atlanen, G4 34)?1:'!&5’.’.81, Do pot contact the Ihree (_‘.r{‘,di[ buoreaus individually.  They
provide free annual credit reports only through the website or toll-free number.

When you receive your credit report, review it carefully and look for accounts you don't recognize. Look
in the “inquiries” section for names of creditors from whom you haven't requested credit, Some
a.owxp'weq bili mdca names other than their store names. The credit buraau wil! b= atls 1 ! yon when
e it the case. Loo raoinal i mation” section for any inaccuracies in the 'nfarmation (such

sial Security number). Errors in this information may be » warning sign of
ossxblc identity rheft You shou]d nonfy the credit bureaus of any maccuracies in yout report, whether
dua to error or fraud, as soon as possible so the informartion can be investigated and, if found to be in
error, corrected. [f there are accounts ar charges you did not authorize, immediately notify the
appropriate credit bureau by telephone and in writing.
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: ad oy snart 24l e cee D Breons a7 e p o hee oRan on the
rumw Crad t burezy staft will review y@ur report with vou. If the information can’s b« explainad, then
you will need to call the creditors involved. Information that can’t be explained also should be reported
ter y our local police or sheniff's office because it may signal criminal activity.
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Register for Credit Monitoring. We recommend that you register before May 31. 2009 far Equifax
{ redit »V:m*h”" Gold. which we have ?rran&ed to provide at no charge o you. Credit W aich will provide
v v an Searl st to changes o your aradin filz & L‘; helpvan to uade ke content

oF Fonr Equifm{ credit file e key features and benefits are hstud below.

Equifax Credit Watch provides you with a | year mermbership service:

“oefaa af changes

preqensive credit fle monitoring of yow Tquifax credlt reps
albiy Crcd:t tile.

58 alerts and seslomizabio aferis oy

® ACi:P::S to your Equifax Credit Report™,

= $20,000 in identity theft protection with $0 deductible. at no additional cost to you (certain limitations
and exclusions may apply).”

s 2477 ljve agent Customer Service 10 a3sist vou in understanding the content of your Equifax eredit
inim“nation to provide narsonalized identity thetft victim gosistance and in Initiating 22 investigation
o inacourare inf
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Id"naty Fraud Expense chmburs:mcnt Mastcr Pohcy undcmrmcn by Travelers ’“awam and Surety Company
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_your state Attorney General and the Federal Trade Commission. If you bdlen: ¥y

Howio Enml! Fqu?mx has a simple [nternet-based verification and enrollment process, Visit:

LR TR RSTVILES 2

+  Step | - Registration: Complete the form with your contact information (name, addrﬁu 3nd e-mail
address) and click the “Continue” button. The information is provided in a sa~i=? 2 1o pane

e Step 2 ~ Verify Your Jdentity: Complete the form with your Social Sccurio rvembe., daie of birth,
telephone numbers; create a User Name and Password; agree to the Terms of Use: and elick the
R ‘Onf nue” button. The system will ask you up to two security questions 10 venify your identity.

o Een 3 - Order v Duwing the ches’ out” prosesy, provids the following pronotional code:
«}LPCODE» in the “Enter Prommnon Code™ box. After entering your code press the “Apply Code”
button and then the “Submit Order” button at the bottom of the page. (This code eliminates the need
ta provide a credit card number for payment).

»  Step d - Order Confirmation: Click *View My Product™ to access your Equifax Credit Report.

Suni

To sign up for U8, Mail delivery, dial 1-866-937-8432 for access to the Equilux Credit Watch automated
ercilment process. Note that aif credit reporis and alerts will be sent tuyou via U.S. Mail only.

»  Step I - Promotion Code: You will be asked to enter your promotion code as provid=d above.

+  Swep 2 — Customer {nformation: You will be asked to enter your home se!=72r= v ber, home
address, name, date of himth and Sozial Security Number,

¢ Sigp 3 - Permisyible Purposs: You will be asked to provide Equifax with your permission o access

vour credit file and to monitor your filel Withaut yvour agreement, Equifax cannet procass your
enroilment.

"o Step 4 - Order Confirmation: Equifax will provide a confirmation number with an explanation that

you will receive your Fulfillment Kit via the U 8. Mail {(when Fqu]fa\ 15 ab' *n ?‘frfﬁ- sl identity)
or a Customer Care letter with further instructions (1f youy danyn: oo Ul Lsiag the
information provided) Please allow up te 10 business days 1o receive thig indurmaden

Centact the US, Yederal Trade Commission, 1f you detect any unauthorized transactions in your
financial account, promptly notify your credit card company or financial mstitution. If you detect any
incident of identity theft or fraud, promptly report the incident to your local law enfcrcem‘:-sﬂ[ authorities,

i+ has been

stolen, the U.S. Federal Trade Commission (“FTC™) recommends thar yoie tots b EbS

s Cloge the acenunts thal you have confinmed or believe have been tampered with or opened
fraudulently. Use the FTC s ID Theft Affidavit (available at www . fle.gov/idtheft) when you
dispute new unzuthorized accounts.

»  Tile a local police report. Obtain a copy of the police report and submit it fe y ooe creditors and
any oihers that may require proof of the identity thefl eriinc.

Yo pan learn more about how 1o protect yourself from becoming 2 victim of identity theft by contacting

Federal Trade Commission
Consumer Response Center
€65 Fenasy bvania Avenus, NWW
. e

.

141,11 D E03%G

877 FDTHEF {438-433%)
www. fte.gov/idtheft/
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Place a Fraud Alert on Your Credit File. To protect yourself from possible identity theft, consider
piacing a fraud alert on your credit file. A fraud alert helps protect you againsi the possibility of an
identity thisf opening rew credit accounts in your name. When a merchant checks the credit history of
someone applying for credit, the merchant gets a notice that the applicant may be a victim of identity
theft. The alert notifies the merchant to take steps to verify the identity of the applicant. You can repon
potential identity theft to all three of the major credit bureaus by calling any one of the toll-free fraud
numbers below, You will reach an automated telephone system that allows you t¢ Tag veur file with a

. Tar » i ea o s g
frand alart at 271 thres Bursnus

connfan 240, Hox 740241 B77-473-7625 Wy gqui fax.com
Atlanta, Gegrgia 30374-0241

Experian P.O. Box 953;2 888-397-3742 www experian.com
Allen, Texas 75013

Tramaiinion Fraud Vienm Assistance Divigion 800-880-728G WAL PR G RGN COM
F.(. Box 6750
Fullerton, California 92834-6790

Place a Seeurity Freeze on Your Credit File. You may wish to plat,e a security frzeze™ an »cur eredit

file. A gecnrity freon erally will prevant creditors from acseasing your credit [ie ab the tiree
natonwide credit burears without vour conseni. You can requést a security freeze by contacting the
cradit burgaus at.

Equifax P.O. Box 105783 www equifax.com
Atlanta, Georgia 30348 '

W X HErian GO

|y
Exosrian

TransUnion Fraud Victim Assistance Division www transunion.com
P.O. Box 6790
Fulierton, California 92834-6790

; £ i 0% o nlase o fresss oo veur sooovnt, as? ey require that
you pravide pmper ientification prior to hononnf“ your request.

For Maryland Residents. You can obtain information from the Maryland Office of the Attorney
General abour steps you can take to help prevent identity theft. You can contact the Maryland Atioraey
Genaral a1

sAveviond Office of the A e,
Consumer Protection Dwmm
200 St. Paul Place

Baltimorc MD 21202
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