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North Cal"olina ~urity Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

P.02/04 

Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO: 
Breach: Aon Consulting, Inc., 
Address: 200 East Randolph Street 

Chicago, IL 60601 
Telephone: 3;;,..1;.,;;2;;...-3;;.,.;8;..;;1....,;-2;;,.;64;...;..;;;;.2 ____________ _ 

Consumer Protection Division 
NC Attorney General's Office 
9001 Mai I Service Center 
Raleigh, NC 27699-9001 
Telephone: (919) 716-6000 
Toll Free in NC: (877) 566-7226 
FAX: (919) 716-6050 

rax: 312-381-6708 
Email: bobbie gregg@aon.com 

Date Security Breach Reporting Fonn submitted: .;...Jun....;..;,.-e_I_8..<... _20_0_8 ___________ _ 

Date the Security Breach was discovered: :..:.M=:;aJ/..y-=3-=02...' 2=-0:;;..:0:;.:8~ ____________ _ 

Estimated munber of affected individuals: .:;..57.:...,: • .:..16;;..;0;.....-______________ _ 

Estimated number ofNC residents affected: .;:.1;;..;52=--_______________ _ 

Name of business maintaining or possessing information that was the subject of the Security Breach, if the 
business that experienced the Security Breach is not the same entity as the business reporting the Security 
Breach (pursuant to N.C.G.S. § 75-65(b): ...:..V....;:e.;.:ri=zo.;.:n:;;...;:;C~o.:;;;.mm=uru=· c~a;;.;.;ti;,.;;o~n;;;,ls,~I::;;nc~. __________ _ 

Describe the circumstances surrounding the Security Breach and state whether the infonnation breached 
in electronic or paper format: An unencrypted laptop, on which was stored a file that contained 
the surname and first name plus social security number of57,J60 individuals was stolen on May 30,2008. 

Regarding electronic infannation breached, state whether the infonnation breached or potentially 
. was Pas·sword protected or encrypted in some manner. Yes If so, please describe the security 
measures protecting the information: The computer was protected with a password containing 9 
characters: 4 lower case letters, 4 nwnbers and a special character. 

Describe any measures taken to prevent a similar Security Breach from occurring in the Aon is in 
process of installing encryption software on all laptops. 

Date affected NC residents were/will be notified: on or about June 23,2008. 

Ifthere has been any delay in notifying affected NC residents, describe the circumstances surroWlding 
the delay pursuant to N.C.G.S. § 75-65(a) and (c»): 

If the delay was punuant to a request from law enforcement pUBuant to N.C.G.S. § 75-65(c), please include the 
written request or the contemporaneous memonmdum. 

How NC residents were/will be notified? 
(pursuant to N.C.G.S. § 75-65(e» 

Please attach copy of the nome ifin written form or a copy of 
any scripted notice if in telephonic form. 

X written notice 
electronic notice (email) 
telephone notice 
substitute notice 

Signature: ~ m~ Date: June 18, 2008 
~~~----~~~~~---------------Contact Person, Title: President and Chief Privacy Officer 

Address: 
(if different from above) 

Telephone: 312-381-2642 Fax:312-381-6708 Email:bobbie.gregg@aon.com 
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Aon Consulting 
Privacy Office 
49 Wireless Boulevard. Suite 140 
Hauppauge, NY 11788 

P.03/04 

Bobbie McGee Gregg 

Vice President & Global Chief Privaq Officer 

Impacted Person Nume 
Itnpactw Persoll Street Address 
Impacted Person City, ST 99999 

JII.,"III' .. I.IIII'tll •• ,.I",.II .. IIfIII,.I,'II,'JI,II.',.11 

Dear GivenName: 

June 23.2008 

We are writing to infonn you that on May 30, 2008. It htptop containing company data was stolen from one urour employees. 
The laptop may contain personally identifiable intonnation relating to you, specifically your name <lnd Social Security 
nllmber. This infonnation was collected from you by Aon during the testing process for a position with Verizon. The 
appropriate security and police personnel were contacted and a police report was filed. You may obtain a copy of the police 
report by cunttlcling me at the address below. 

The laptop was passw()rd protected, and at this point it appears that the theft was a random criminal ael. We have no reason 
to believe that any of the infonnation olllhis laptop has been accesscl) or misused. The laptop, however. has not been 
recovered. To help pmlect you against the potential consequences oflhis incident, we have taken the following steps: 

We have partnered with ConsumerJnto.com#-, an E,'(perian~' company, to provide you with two yeaI':) of credit monituring at 
no cost to you. This credit monitoring membership includes an initial 3-bureau Credit Report. It will enable you to identify 
possible frauuulent use of your infonnation. 

Your credit monitoring product, Triple Advant"geS~\ will identify and notifY you of key changes that may be a sign of 
Identity Then. Your complimentary membership iucludes: 

o One 3-Burcau Report when you sibTfl up 
o Unlimited accC!ss to your Experian Credit Report and Credit Score 
o MonilOring of all three of your national credit reports every day 
() Email alerts when key changes are identified 
o $25,000 Identity Theft insurance provided by Virginia Surety Company, Inc.' 
o Access to Fraud Resolution Representatives 

You have ninety (9(}) days to activate this membcrsillp, which will then cOl1tinue for 24 months. We encourage you to 
activate your credit monitoring tnembcr~hip quickly. To redeem your Triple Advantage membership. ph:asc visit 
l1tt['J:iI['JllfIOC['collsumerlnfo.comfas; and enter the code provided below. You wilt be inst-l'Ueted on how to initiate your 
online membership. 

Your Credit Monitoring Acc~s Code: [insert Experian code] 

Please call Conslimcrinfo.com. Inc.·s toll frce Custom~~r Care Center at I-H66-579-71 09 if you have any questions ()r need 
further assistance. The Customer Care Representatives arc available from 9;00 a,m. 10 l):OO p.m. ET, Monday through friday 
:md from 11 :00 a,m. to 1l:00 p.m. Saturday and SWlday. 

Given the mcrCill:icd risks and sensitivity surrounding identity theft, we ur<Jc you to be vigilant for any signs ofidclltity thctt. 
You should carefully review account statements and you ill"), wish to monitor your credit history by monitoring your cn:Jit 

• Due 10 New York state law restriclions. identity theft insurance cannot be otTered to residents of New York. 

:l,m Cmpt)/'cllion 

lOll F ... sl R.ntlolpJ. Street • <.1,ic",so. lIIin,>i~ f;OIlf) I 

Id: 312.JilUnll· fax; 312J81.<'i708 • '~'.ll~.Q!L£!!m 
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report. Always report suspected identity theft to your local law enforcement agcocy and contact ConslJmcrinfo.com. inc. 
inllnedialely for Fmlld Resolution A~sislance. For more infonlUltion anoul detecting and dealing with identity tht!t't "Isil the 
Web site of the Federal Trade Commission at hup:/!www.consumcr.gov/idthcftl. You can also contact the FTC by tclcphonc 
at l-lIn-ID-THEFT (I-Il77-438-4331() and by mail addressed to Federal Trade COlllmission, Consumer Resp<)flse Center, 
600 Pennsylvania Avenue, NW, Washington, DC 20580.·· 

Aon takes the security of personal information seriously. We actively review our security procedure!! to ensure the protec.lion 
and the safeguarding of proprietary information. We are in process of adding encryplion software to ,Ill our Illptop compulCNO 
tu prevent unauthorized access to laptop conlents. We regret that this incidt..'flt oc(:urred and apologize for the inconvenience 
to you. 

You may also contact the credit reporting companies at: 

Equif:u: U.S. Consumer Services, Equifax Infonnation Services, ltC, P.O. Box 740241. Atlanta, GA 30J 74. 
To report fraud call (888) 766-0008 or to order copy of credit report, call (800) 685-1111. 

E}(perilln: Experian Security Assistance. 1>.0. Box 72, Allen. TX 75013. To report fraud call (8X8) 397-3742 
or to order copy of credit report call (888) 397·3742. 

TrunsUnion: P.O. Box 6790. Fresno, CA 92834. To report fraud calt (800) 680-7289 or to order a ':0PY 
of credit report call (877) 322-8221$. 

You ha"e the right to place a security freeze on your credit report, which will prohibit the credit reporting companies from 
rcleasing allY information in your crc.>dit report witlJOut yuur express approval. You mlbt contact each of Ihe three major 
credit reporting companies separately, and you will be charged $5.00 by each company to place andlor remove the freeze. 
unless you are the victim ofidcntily fraud. 

Please lIote that the Security Freeze may delay, interfere with or prohibit the timely approval of any subsequent requC!.t or 
application you make that involves access 10 your credit report. This may include, but is not limited to. lIew loans, credit, 
mortgages. insurance. rental housing. employment, investments. licenses, cellular phone service, utility scrvicl'. digital 
signature service, Intemet credit card trall .. 'lactions and extension of credit al point of sale. If you wish 10 apply for a new 
.:rcdit account or other credit relationship, and the prospective lender or company needs to access your credit rep0l1. you will 
nced to either r("'01ove or temporarily lift the Security Freeze. 

You can access intormatioll from each of the three national credit reporting eompanics explaining their processes for 
rcqucMing a S\.'Curity freez~~ on the internet as follows: 

Experian Qlfj),·/ty'tfw,experian. {'omlcna.~/lI1!f!l'l!u:{p/slateslma.h(ml 

Equifax httg;llww,¥.f(lui/iJ,\.£oml 

Tr:msUnion hl1Jl·/(wwlf.tl·gn:,union,c(Jm/corpol'grdpE"rsona/IVaudldt!nljO'Thr/t/prev(·nting/sl'cur iQ'Fl'ee:e.pa1,{e 

Sincerely, 

~ 'trrdk lktt-
Bobbie Mc{j(,.'C Gregg 
Aon Corporatilln 
Chief Privucy Offict.'1' 

•• Residents of the Slate of Maryland may IIlso visit the website of the Otlicc of the Maryland Attorney Gencrul31 
hltp;!/wwW,O!l,I:.state.md.lIs/idlheIVinliex.hlm. :.J.nd can c;ontact the Office of the Maryland Attorney General hy telephone at 
(H88) 743-0023 loll-free or by mail addres!>ed 10 Office of the Attorney General. 200 st. Paul Place. Baltimore, MO 21202. 


