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North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Busigess Ow m:.}g or Licensing Inﬁ)émmon Affected by the PLEASE SUBMIT FORM 170
Breach: Tner AR AN NC . Consumer Protsction Division

Address: ] ) ) NC Attomey General’s Office
Meline, TL_{o) eSe Ii’ia‘& _ . 9001 Mail Service Center

Telephone:  _309-"FA (- H55) T T Raleigh, NC 27699-900]

Fax: o0~ 484 - 1A ' Ielf:phone: (919) 716-6000

Email: dgu n\gs NSkl @ [ Ho Com Toll Free in NC: (877) 566-7226

FAX: (919) 716 6050

Date Security Breach Reporting Form submitted: fD | Bl j (900&
Date the Security Breach was discovered: S ?},/_;_;gb . / 2008
Estimated number of affected individuals: a5, 0.
Estimated number of NC residents affected: _ DR

Name of business maintaining or possessing information that was the subjsct of the Secunty Breach, i the
‘business that experienced the Security Breach is not the same entity as the business reporting the Security
Breach (pursuant to N.C.G.S. § 75-65(b):

Descnbc the circomstances surroundmg the Scc urity Bre: ach and state whether the information breachcd Wwas
electronic  or , ] [ o Jer, ari Ve,
t i I cx,n Inten ) o 1 \A .

Regarding electronic mformamn breached .s‘l'ate whether the information breached or potL,nnal]y breached

was password protected or encrypted i some manner. . If so, please describe the security
measares protecting the information: _ee . ’}_LX)VE

Describe any meammas taken tq preventa smnlar Security Breach from Q‘_curn_ug in the future;

Date affected NC residents were/will be potified: &Q(u\_ \\“QK.LS Weel

Ifthere has been any dclay in noufymg affected NC residents, degeribe the cjreumstances- qurmundmg

T the delay was ptn-suantto arequest frof law en.fon:ement pursuant to N.C.G.S. g; 75-65 (c please mclude the
written request or the contemporanequs menteranduii.

How NC residents were/will be notified? %}Vﬁttcn notice
(pursuant to N.C.G.8. § 75-65(¢)) electronic notice (emajl)
Please attach copy of the notice if in n or 4 copy of Dtelephone notice

any scripted notice i i te’l’ep, Dbubshtute nonw

Signature: AN
Contact Person, Title: ¥ Y
Address:

(if diffcrent from above)

Telephone: _X{p{)- '4'(291 4’0@5]‘@: a0 - °1 YA ASE D) Fmail hoan ,dwpﬂ:ﬂ' DI Ceny
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Fiserv Health - Affected Individuals Letter (Rocetving Equifax)
Pinal .

October 23, 2008

Fiserv Health = Affccted.__lii:dividi_igli Letter (&

<Name>
<Address Line 1>
<Address Line 2>
<City, STATE>

<Date=
' Dear <NAME>,

[ am writing to inform you that a laptop computer and a portable hard drive were stolen recently
from a Fiserv Health employee’s personal vehicle. Unfortunately, certain files saved on the
stolen equipment contained some of your personal information. For details on the type of
information, please see Aftachment A to thig letter.

Fiserv Health is a company that helps businesses and their health insurers administer employee
health benefits. The company has launched an investigation into the mattcr, which occurred on
Septembert 25, 2008 in San Antonio, TX, and is working with local law enforcement autborities
to recover the computer and portable hard drive,

The facts as determined by the company’s investigation so fat suggest that this was a random
theft and that the personal information was not speeifically targeted. The laptop was password
protected and data encrypted. However, information on the portable hard drive did not have the
same profections.

Fiserv Health takes this matter very seriously. As a precaution to help you detect any possible
misuse of your personal information, we are offering you one year of free “Equifax. Credit
Watch™ Gold with 3-in-1 Moritoring,” which includes identity theft insurance, fraud alerts,
Equifax counselors, and routine credit reports from all three national credit bureaus. We have
also enclosed further details and information on how to access this service.

In addition, we have gstablished a dedicated hotline that you can call if' you have any questions.
The hotline - (888) §77-8241 — is open Monday — Friday from 9 a.m. ET to 8 p.m. ET and on
weekends from 10 a.n to 4 p.m. ET.

If, at any time, you find suspicious activity on your credit reports, please file a complaint with
the FTC at www fic.gov/idtheft or call (877) ID-THEFT (R77-438-4338). Your complaiat will
be added to the FTC’s Identity Theft Data Clearinphouse, where it will be accessible by law
enforcernent agencies for their investigations. It is also advisable to notity all three national
credit reporting agencies should you notice any suspicious activity, as well as your local law
enforcement or state Attorney General’s office.



UCT-31-2U08 Ul:1U PM UnitedHealth Group 86070256370

* Confidential - Not for External Distribution™

Fiserv Health — affected Individuals Letter (Receiving Equifax)
Tinal

Qctober 23, 2008

Protecting personal information is very important to Fiserv Health. We are reinforeing our
cxisting policies and practices with eniployees and evaluating additional safeguards to help

revent a similar incident from occurring in the future. We deeply regret any incorvergence or
concern caused by this incident.

Simgerely,

XXX

b
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Fiserv Health — Affected Individuals Letter (Receiving Equifax)
Final

October 23, 2008

INFORMATION ABOUT HOW TO MONITOR AND PROTECT YOUR CREDIT

If you do not have a subscription to a credit monitoring and protection service, we would urge
you to take the steps outlined below in order to safeguard vour personal information.

You are entitled to receive your credit report from cach of the three national credit reporting
agencies once per year, fres of charge. You may obtain your free annual credit report from each
of the national credit reporting agencies by visiting www annualcreditreport.com, by calling

(877) 322-8228 or by mailing your request to Anmial Credit Report Request Service, P.O. Box
105281, Atlanta, GA 30348-3281.

When you receive your credit rgport(s), review them carefully. Look for any inacsurate
information and contact the appropriate credit reporting agency to notify it of any incomect
information, ineluding accounts you did not open; requests for your credit report from anyone
that you did not apply for credit with; or inaccuracies regarding your personal identifying
information, such as yowr home address and Social Security number. If you see anything that
you do not understand or that is incorrect, contact the appropriate credit reporting agency using
the contact infomnation on the credit report or listed below: '

Experian Equifax TransUnion

P.O. Box 9554 P.O. Box 105788 P.0. Box 6790

Allen, TX 75013 Atlanta, Georgia 30348 Fullerton, CA 92834

888-397-3742 888-766-0008 800-680-7289 or
888-909-8372

If, at any time, you find suspicious activity on your credit reports, please file a complaint with
the FTC at www.ftc.gov/idtheft or call (877) ID-THEFT (877-438:4338). Your complaint will
be added to the FTC’s Identity Theft Data Clearinghouse, where it will be accessible by law
enforcement agencies for their investigations, Tt is also advisable to notify all three national
credit reporting agencies if you notice any suspicious activity, es well as your local law
enforcement or state Attomey General’s office.

To fiirther protect you from the possibility of identity theft, each of the national credit reporting
agencies provides the ability to place a fraud alert or security freeze on your credit files. A frand
- alert notifies any creditors that access your credit report that you may be the victim of frand and
requires them to take additional steps to protect you from fraud. Placing a fraud alert is ag
simiple as calling the numbers above for each or any of the eredit reporting agencies and
requesting that a fraud alert be placed on your credit file. In addition, you should closely

monitor your banking and credit account statements for suspicious activity on your existing
accounts.



