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North Carolina Security Breach Reporting Form 
Pursuant to the Identity Th~ft Protect .• on Act of 200S 

Teh:phone: 
Fax: 
Email: 

Date Security Breach Reporting Form submitted: .-.. ~ 

Date the S~curity Breach was discovered: qlf}5L~lJtJ3 
Estim.ated number of affected individuals: 

Estimated numb~r. ()fNC residents affected: 
f • 

Nam~ of business maintaining or possessing infOIUlation that was the subje9t of the Security Breach, ifthe 
'business that experienced the Security BreaCh is not the same e.utity as t1{¢ busiues:J reporting the Security 
Breach (pursuant to N.CG.S. § 75-(5?(b): __ -'--_~~ __ ~ __ ~_~~~ __ ---,.-

D~scribc the c1rCllJlls1auCeS surrounding the Security Breac . 
electrQnic ap format: -e1v.-l-.L!·-¥-l~e~""'SIjH;~:==':~~~~fl-'I-~~~o...J......~ 
at D 

. I -
Regardin~ electronic l.:ri.formation breached/ s!<lte whether th~ iuformatlon breached or potentially breached 
was passwor4 protected or enorypt~d in some Illimner. . If so, please describe the security 
meaS'ure~ protecting the information.: ---='&=o"eL=~A,-,-lx> ......... ....,v,-",'l __ -=-_.~~~_-,-____ ..".....~ ___ _ 

Describe any mea.rur~s taken :prevent a similar Security Brea,cl1 from Qccurring in the future;_---;--.,~ 

.. £.Pl p\.DI_ltL Yiolttb.d l~.i~~n,) ~) .. \e<{S._.~nd .~'~~~LOa~ .. 

Date affected NC residents were/will be notified: \?t.cef-.\\-- . '-\-h"S LOL.ek.... _ 

If there luis been apy delay in notifying affected NC r s' dents, de~cribe the c' cumstancessuftounding 
t~e delay pursuant to N.C.G.S. § 75-65(a) and (c)): C..l'Qfi.:: .0.. cd. (' 

.. [) _. ~. OLW'fYl~' ·o.>H'. -. c:JR. \ . 
. the dehty was pursua)lt fo a request ftQm law eniorcement rSQan.t to N"C.G.S. § 7S-65( c , please indude the 
written .. equest or the contempor~eQUS llu:moranchHiI. 

How NC residents w~re/wil1 be riQtified? 
(pursua:tl.t to N.C.G.S. § 75-65(e)) 

Signature: 

3/'..0 

Contact Person, Title: ~:!-L~'-'r--L~~iL..t.*Tr~4~-t;;-:!~~~~~~~~~~--.::.~~c 
Address: J 
(if different from above) . .. _ .. ._ 

Telephone:~Q-l0d, ~1 ~a'{: 2 [PO - SOd. -105'1 OJ~maiI: briM d ll'ffrfl1 . ~ (J.Be.- fay) 
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" Confidential- Not/or External Distribution'" 
Fisery Health -Aftected Individuals Lblttrr (Rcc;eivi.ng Equifa..'[) 
Final 
9ctober 23,2008 

Fisetv I:1ealth ~ AftectedJndhidttals Letter JRecehdilg EgtIifal.l . ,_.- ,. .. .. . ..... 

<Na.....-ne> 
<Address Line 1 > 
<Address Line 2>­
<City, STATE> 

<Date> 

I Dear <NAME>, 

I am. writing to inform you that a laptt)p COmputer and a portable hard tin ve were stolen recently 
from ~Fi3erv'Hea1th employee's personal vehicle. Unfortl:U1ately, c(:irtain files saved 011 the 
stolen equipment conta1ned some of your personal informatiOli. For details on the typ? of 
intonnation, please see Attachment A to thjs letter. 

Fiserv H~;llth is a company that helps businesses and their health insurers administer employee 
health b~nefjts. TIle company has launched an in·v~::;tig(j.tioll into the mattcrj which Qccu.t.r:ed Qn 
Septemb~t 25, 2008 in San Antonio l TX~ and is working with locaJ law enforcerTIt[mt authOlities 
to reCOVf;lf the computer and portable hard dri vt;:, . 

The fa,cts as deter:minl'ld by the ~ompany' s investigation so t~t !:,u,gge.st that this was a random 
theft and that the persona] infonnation was not specifically targeted. The laptop was password 
protected and data encrypted. However, information on the portable haTd drive did not have the 
same prot~ctions. 

Fiserv Health takes this matter very seriously. As a precaution to help you detect any possible 
misuse of your personal infoflnaticm~ we are offering you ot\e year of free "Eql1ifax Credit 
Watch ™ Gold with 3~in-l Mollitoring," which In.dl,.~cles identity theft insllrallCe, fraud alerts, 
Equifa.""{ coun8elors~ and routine credit reports from all three national credit bureaus. Wf; have 
also enclosed further details and intOI'tnation on how to access this service. 

III addition, we have ~stablished a dedicated hotline that you cap call if Y0l,l have any questions. 
The hotline - (888) 877-8241 - is open Monday- Friday from 9 a.m. ET to 811.m. ET and on 
weekend,.:; from 10 a.ln. to 4 p.m. ET. 

If~ at any time, you find suspicious activity on your credit reports, please file a complaint with 
the FTC at W\.vw. ftc. gov/idtheft or call (877) ill-THEFT (877-438-4338), Your complaint ,,,ill 
be addt;!d t() the FTCs Identity Theft bata Clearinghouse, where; it will b~ fiC;:(:~$sibJ~ by law 
euforceri.lent agencies for their investigations. It is also advisilble to notify all three national 
credit reporting agencies should you notice any susplciOlL'S activity, as well as your local law 
enforc~ent or srate Attorney General's office. 
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'if: Omjid>!ntial - Not f"" Exttrnal Distribution W 

Fiserv Health - Affected Individuals Letter (Receivlllg E<;Juifax) 
final 
October 23,2008 

Protecting personal information is very important TO Fiserv Health. Weare reinforcing our 
existilig policies and pnu;tice.s with ~lli.Ploy~es lil).d eV\ilqating addibonal safeguards to help 
prevent a similar incident from occurring in the future. We deeply regret CU1Y iUGOrivenie.nc¢ or 
concem caused by this incident. 

Sincerely~ 

2 
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* Colf/We1ttial- Nut fur ~ JJ.iroffJ_R * 
FiMrv HoAllb - M&ooM Individ~ 'Lmrr {Re~.~u:} 
FizIaJ. 
~Z!,2OOS .. ~-. -.. "." ... -" - -: . ...:---- , ".- ......... ~ .. 
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.A'P!£!!!tIIV. 
a_,j'."'M!~Il~,~W'Mi.' 

7 I 11) 

'. , 

. " . 



· Oct-31-200B 01:11 PM UnltedHealth Group 6607026570 

-k CUllfidlmtial..,. Notfor fi;xwrnal Distribution 1; 

Fisenr Health - AffeCTed lndividuah L~tt~r (Receiviug Equlfax) 
Finoil 
October 23,2008 

~.lORWIATION ABQLTT J{I<?~ TO MONITORA~'W PROTECT YOUR CREDIT 

If you, do not have a subscription to a credit monitoring and protection service, we would urge 
you to take the steps outlined below in ordt:r to safeguard your personal information. . 

You are entitled to re~el ve yOlJ.T;" cr.~dit report from ~a\ili of the thr~e liational credit reponing 
agencies once per year., fref:': of charge. You may obtain YOI,lT free illillual credit report from each 
of the national credit reporting agencies by visiting wwv..' _annua1creditreport.com, by c(ll1ing 
(877) 342~8n8 or by mailing your request to Annual Crec;l.i.t Report Request Service, P.O. Box 
105281, Atlanta, GA 30348-528 L 

\,y-hen you rec~ve your credit r<}port(s), review them carefully. Look for any irti19r,:Llt~tf;! 
Luformation and I;oniact the appropriate credit reporting agency to notifY 1t of any inconect 
information, including accounts you did not open; requests for YOUT credit report from anyone 
that you did not apply for credit with; or 1naccuracies regarding your personal identifjing 
information, such as your home addres~ and Social Security number. If you see anything that 
YOll do not und~stand or that is inconect, contact the appropriate credit reporting agenoy using 
the contact infollnation on the credit repon or listed below: . 

Experian 
P.O. Box 9554 
Allen, IX 75013 
888-397-3742 

Equifax 
P.o. Box 105788 
Atlanta, Georgia 30348 
888~766-0008· 

TransUnion 
P.O. Box 6790 
F~ll1~on, CA 92834 
800-680., 7289 ~)r 
888·909·8872 

11~ at any t1m~, you find suspicious activity on your credit f9ports, please file a compl$.iut with 
the FTC at ,",rww.ftc.goy/idtheft or call (877) ID-THEFT (877438..4338). Y(}~lr vomplaint will 
be added to the FTC's identity Theft Data Clearinghouse, where it will b~ accessible by law 
enforcement agencies for theiT investigations, It is also advisable to notifY all three nation.al 
credit reporting agencies ifYQtL nQti~~ any :;wspi<,;ioU5 activity. as well as your loca.ll\lw 
enforcement or st~te Attorney General's office. 

To further prot~ct you TI(llJJ the PQ~sibility of identity theft, each of the national cr~dit reporting 
agenQi~s provides the ability to place a fraud alert or security freeze on your credit files. A fraud 
ale';rt notifies any cteditors that access your Gredit report that you may be the victim of fraud and 
requITes them to take additional steps to protect you from fraud. Placing a fra\1d alert is a~ 
simpi e as c.uling the numb ers above for each or any of the credit reporting agencies and 
requesting that a fraud alelt be placed on your credit file. 1n addition, you should closely 
monitor your banking and credit account SLatements for suspicious activity on your existing 
accounts. 
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