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A.ddress: 

Telephone 
Fax: 
Email: 

15;53 15415748277 DAt'1IEL MCCARTH\' 

North Carolina Security Breach Reporting Fonn 
I 

Pu.rsuant to tbe Identity Theft Protection Act of 2005 I 

PLEASE SUBNUT FORM TO: 
Consmner Pro~on Divi,sion 
NC Attorney acmerai's Office 
9001 Mail ServiCe Cent;r 
Raleigh, NC 27i99-900 1 
Telephone: (919) 716-6000 
Toll Free in N~j (877) 566-7226 
FAX: (919) 716-,6050 

Date Secu[jty Breach Reporting Form submitted: Ja,,~ 2.5 ,"],.COq--5UN€__ _; ~J , un:t. Date the Security Breach was discovered: 

Estimated number of affected individuals: 

Estimated number ofNe residents affected: __ --"'0<-.....:!11!e..'--_______ ~-____ _ 

Name of business maintaining or possess~ng information that was the subject of the Secu!-ity Breach, jfthe 
business that €xperiencec the Security Breach is not the same entity as the business reporting the Security 
Breach (pursuant to N.C.G.S. § 7S-65(b): -AC-$ ~OlIERMwteiN:C O~-:2 

Describe the circumstances surrounding the Security Breach aJ:I.d $tate whether the information breachtd was 

in~ or paper furm., ~~EI9l'rTdM • ~ 

Regard~ng electronic information breached. state whether the information breached or p4tential1y hre.a.obed 
was password protected or encrypted in some manner. ~ If so, please describe the security 
m~uresprotecting the information: ~ ~~ 

-rHe: e?{.;tE1Wh .... ij)(g12 De.W·~ lAW rR6wow ~. _ 

. .1 , 

pescribe any measures taken to tlrevent a similar SecuriTy Breach from occurring in the future:_~ __ 
AC6 l~' ?f)tJ~U("T1JJl?J 1<BFf?$~H1th f&lVAOf UA. f.J/1J&.."-_~.~ _____ ~ __ ,~ :' . 

Date affected NC residents were/win be notified: 

If there has been any delay in notif)ring affected NC residents. describe the circumstances surrounding the 
delay pursuant to N.C.GS § 75~65(a) and (c»: ... ___ t 

If the delay was pursuant to a l'eq\J~t from law enforcement pursuant tu N.CG.S. § 75-65(Ct please include the 
written reQ,ue5t or' the cont~roporaneous memorandum. '; 

. , 

How NC residents were/will be notified? Nwritten notice . 
(pursuant to NC.GS § 75-65(e)) Delectronic notice (email) 
Please attach copy of the notice if in w.·itten form or a copy of Dtelephone notice . 
any scripted notice if in ttl~pbonic fonn. Dsubstitute notice 

Signature: 
Contact Person. Tit! 
Address: .' ____ *-----.-.6'"---""Sc.&.W .......... I:L.-l'-'----_--I.........."l<Z-LJLI!!!'!'"----1~w:L_=_=' 
(if different from above) 

Telephone: ?11." hrM -e21k Fax: 21C..-e6lI JiW Email: peNJtf" ... ~~ .. It\6a"" 
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-. 

Date) 

Name 
Street Add,.ess 
City, $tate, Zip Cork 

Dear [ l 
This letter is to inform you of the theft of a luggage item from an employee pf A,CS 
Government Systems Inc. during a.irline travel. We are inform\ug you of ~~s t.b~ft 
because the bag contained a hard drive thai may have il1cluded your name, address, date' 
of birth, aDd social security number The information was obtained from the State of 
Delaware Court System, in conne~tion with information technology services V\C~ is 
currently providing to the Courts. .ACS is conducting a continuing investigation into the 
theft, and a police report has been tIled. 

There is nQ ~vi.dence any personal information that may have been on. the hard drive has 
been improperly used However, it is always a good idea to protect againstpossi~~e 
identjty theft. As a precaution. we recommend you carefully and regularly re-t>iewall 
your credit card and other financial information. If you find any unauthorized or 
suspicious activity, you should contact your credit card company or bank immediately. 

To help you in this regard, we have informed the three major credit bureaus of this 
jncident and taken several steps. Yau may want to take advantage of one or mote of the 
following options: 

• Sign up for free "fraud alex:t": At your request, the three major credit burhus will 
place a free "fraud alert" on your file letting creditors know that they shquld, take 
extra steps to confirm your identity before granting credit in your name, (PJfase n~t~ 
that this may make it more complicated for you to get new credit as well.) , A fTa1,ld 
alert tells creditors to conract you before they open any new accounts or change your 
existing accounts. If you would like to place a fraud alert, contact any o,e of 1!he 
following bureaus and that one will inform the others: 

Credit Bureau I Toll-Free No. Website I, 
Experian 888-397-3742 W\vw.exDerian.com/fraud ~ 

Equifax 877-478-7625 \.vv.'W. equifaxcom/cre9jit- ! 
report-customer- . 

I service! (and then click , 
! on "How do I set ut\ a , 
fraud alert?") 

1 Tran,Union 1800-680-7289 

I~--------.----~----

. wWW.transunion.cQID 

I ~~ 

" 

i . J ' 

\ '. 
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• Sjgp up for free credit monitoring' You ,viII be provided with credit monitdring for 
the next year Under this program, you will be alerted about any important changes 
to your credit repon. We are providing this service at no cost to you for one ,tear, but. 
you do have to sign up by October 31, 2007. To do so, please see the information 
attached to this letter about the Equifax Credit Watch™ Gold with 3~in·l Monitoring. 

:, 
• Request a cOQY of your credit report: You are entitled to a free credit rep~rt every 

twelve (12) months. To request a free credit report, call 877-322-8228 or order on­
line at W'vwannualcreditreport.com Call the credit bureau immediately i~you\ee 
any inaccl,lrate information or accounts that you did not open on the report. 

d 
• For additional information on how to protect yourself against identity theft, you may 

wish to visit the Federal Trade Commission's website at \vww.consumer,go'VfidtheN. 

i 
If you have any questions or concerns about this situation) please call us. We ha.ve set up 
a toll~free help Hne at 866-567-7095 to help you. There will be people answ~ring the 
help line from 9 a.m. to 6 p,m. eastern time, l\·fonday through Friday, from Monbay~!July 
23 until August 3, 2007. After hours calis will be returned on the next business day .. 

Finally, please accept my apology tor any inconvenience or concern.. this situation may 
cause yOU. Protecting personal information is very importa,nt to us. 

Sincerely, 

Name & Title 

, ,I 
I 

4 
I 

, 
}. 

~ i • 
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Equifax Credit Watthn1 Gold with 3-in-1 Monitoring 

EquiJax Credit Watch will provide you ,vith an "early warning system" to change$ to 
your credit file and llelp you to understand the content of your credit file at the three 
major credit reporting agencies The key features and benefits are Ij~1ed below. 

Equifax. Credit Watch provides you with a 1 year membership service: . 
Q Comprehensive credit file monitoring of your Equifax) Experian, and Transq;lorj., 

credit reports with daily notjfication of key changes to your credit files from iihy 0f 
the three agencies. 

o Wireless alerts and customizahle alerts available 'I 
C OM 3-in- 1 Credit Report and unlimited aCcess to your Equifax Credit Reportl'M 
., $20,000 in identity theft insurance with $0 deductible, at no additional cost te>You t 
o 24 by 7 live agent Customer Service to assist you in understanding the conterA of 

your Equifax credit information, to provide personalize identity theft victim 
assistance and in initiating an investigation of inaccurate inform.ation. 

How to Bnron 
Equifax has a simple Internet~based verification and enrollment process. 

Vi5it: ~J)Jy'$~[YiS:~2:.~~if~?L~Qml.trj 
Consumer Informat;on: complete the form with your contact jnfonnati0~ (name, 
address and e-mail address) and click "Continue" button. The information is 
provided in a secured environment .\ 

2. Identity Verification: complete the form with your Social Security Nunll)e~, date of 
bjrth, telephone #s, create a User Name and Password, agree to the Terms orUse and 
click "Continue" button The system will ask you up to two $ecu~jty qU~$tions to 
verify your identity. . 

3. Payment Information: During the \'check out" process, provide the following 
promotional code: ~'> in the "Enter Promotion Code" box. (rip space~, 
include da:sh) After entering your code press the "Apply Code" button. andthen the 
"Submit Ordd' button Il.t the bottom of the page. (This code eliminates the need to 
provide a credit card number for payment) I; . 

4 Order Confirmation: - Click "View My Product" to access your 3-in-l Credit Report 
and other product features. 

To sign up for US Mail delivery of the product, dial 1-866-937-8432 for a(jc~ss ~o the 
Equifax Credit Watch automated enrollment process. Note that all credit report, and 
alerts will be sent to you via US Mail only. 

1, Promotion Code: You will be asked to enter your promotion code as shown hbo\le (no 
spaces, no dash) 

2. Cw~tomer Information: You will be asked to enter your home telephone number, 
home address, name, date of birth and Social Security Number. • 

, ' , 

., 
'I . 

. 1. I 

, I 

I', 
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AFFILIATED COMPUTER SERVICES} I~C 

A c s FAX TRANSMITTAi~ 
PLEASE DELIVER THE FOLLOWING 

TO: Kim D'Arruda, Assistant Attorney General 

PHONE NUMBER: 

FAx NUMBER: 919-716-6050 

FROM; P~ndope McCarthy 

DATE: J uly 25~ 2007 

NUMBER Of PAGES BEING SENT (including cover sheet): 

~ESSAGE: Attached is a Securiry Bfcach Report along with a Press Release a~d 
Norificadon Letter. 

Tbankyou! 

WARNING - PRMLEOEo AND CONFIDENTIAL MATERIAL 

PAGE 131/137 

The information contained in this trans:action is confidential and i~ if1~$n<:1fi!d only for the us~ Oflf' I ,qi/!::: Wi ) 
entity named above, The Information may also be legally privileged. This transmission is sent n trust, fOl .iJL 
sole purpose of delivery to the intended recipient. If you have received this transmission in error, Oll tare hereby 
notified that any use, dissemination, distribution or reproduotlon ofthiS transmission is strictly prQhibited. If you 
are not the intended recipient, please immediately notify us by telephone at 541-574-8276 to ~rrange for the 
return of the transmission and any copies thereof to us at our expense. Thank YOll. 
If you have problems receiving this telecopy please call: 541-574-8276 

. l:r 

I ~ ,i 

., r: 


