
North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

Name of Business Owning or Licensing Information Affected by the 
Breach: Quixtar Inc. 
Address: 7575 Fulton Street East 

Ada, MI 49355 
Telephone: (616) 787-6093 
Fax: (616) 787-5624 
Email: jennifer.j.miller@alticor.com 

PLEASE SUBMIT FORM TO: 
Consumer Protection Division 
NC Attorney General's Office 
900 I Mail Service Center 
Raleigh, NC 27699-9001 
Telephone: (919) 716-6000 
Toll Free in NC: (877) 566-7226 
FAX: (919) 716-6050 

Date Security Breach Reporting Form submitted:-!<.Ju""n~ee....l",-,Io..>.,...!:2:..:::;0-",-0",-8 ____________ _ 
Date the Security Breach was discovered:---=.cMC!o!a,...y'-'2"'-7!...>,-"2...,0'-"0""8 ________________ _ 
Estimated number of affected individuals:~9~0:.:.!4 ___________________ _ 
Estimated number ofNC residents affected:---"3c.:2'---__________________ _ 
Name of business maintaining or possessing information that was the subject of the Security Breach, if 
the business that experienced the Security Breach is not the same entity as the business reporting the 
Security Breach (pursuant to N.C.G.S. § 75-65(b):~n:!:::.ot!:..:a~p~p~li~ca~b~le!::.._ ___________ _ 

Describe the circumstances surrounding the Security Breach and state whether the information 
breached was in electronic or paper format:--..!:!se::::.:e:...a=t:.:::ta::::c~h:.:::.ed::::..=c.:::.ov.;...e~r'-'l~ett""er==__ ___________ _ 

Regarding electronic information breached, state whether the information breached or potentially 
breached was password protected or encrypted in some manner. Yes If so, please describe 
the security measures protecting the information: Ouixtar stores profiles of its users in files that are 
user name and password protected, and bank account numbers are stored in encrypted fields. 
When bank account numbers are displayed, they are masked with just the last few digits 
showing. Social Security numbers are not viewable on the website. 
Describe any measures taken to prevent a similar Security Breach from occurring in the future: See 
attached copies of notification letters 

Date affected NC residents were/will be notified:---"-Ju""n::;:e:,...1::.,;1o..>.,...!:2:..:::;0-",-0,,,-8 ____________ _ 
If there has been any delay in notifying affected NC residents, describe the circumstances surrounding 
the delay pursuant to N.C.G.S. § 75-65(a) and (c)): investigation of scope of breach. 

lethe delay was pursuant to a request from law enforcement pursuant to N.C.G.S. § 75-65(c), 
please include the written request or the contemporaneous memorandum. 

How NC residents were/will be notified? IKIwritten notice 
(pursuant to N.C.G.S. § 75-65(e)) Delectronic notice (email) 
Please attach copy of the notice if . Dtelephone notice 
of any scripted notice if in tel Dsubstitute notice 

Signature: ____ ----:~~'--lo.~e:::~r---_--_ Date: -------------
erk, Director and Associate General Counsel, International/Core Legal 

Address: (see above) 
(if different from above) 

Telephone: (616) 787-6742 Fax: (616) 787-5624 Email: jon.sherk@alticor.com 



June 11 , 2008 

Gear IBO 

nn May 30 wE.~ sent out <'rr''lii (~ommunicatIC\nS a, lG i)( ,,,1ed a "INi lelL'S ~bvV" article at}jlxtar,CfJf;. 
9xp:dinlng t:·e', Quixtar haej discovered SOrT,e fraudlj!8il~ <..:;tivity i'1ni .. :,-;-: Gompro'l"::3ed , t:::c:; :0:: <-~rill 
passwords of some Indeoendent, Business Ow~ers, Ccinr:f then vie 12\18 pi,'ced c8116 to il')dE'!)endenr 
Buc;iness Owners we know were affected by this incid:.;;t, inr:lu(':'19 yO!.,-

Wa have determined that an intruder was able to arcess your Quixtar account usinr;l vOur 180 
identification number and p::tssword combinatiorl, whict I we believe were obtained from an external 
web site. The intruder then changed the bank account information in an effort to divert your Quixtar 
bonus income. We assure you that the security of QUlxtar.com has not been compromised nor was 
this person able to access your credit card, bank account or sociai secunty numbers. as this Information 
is not viewable on our w'Jb site. Also, please b~3 assured that no bonus i)ayments have ')een lost and 
that you will receive all nayments to wh:ch you are entitled. We ar8 taking the precaution ~his mOllth of 
issuing paper chGcks for any IBO whose b,mking deposit 'nfurmation has ehangoo in any way since Maret,. 

To protect your account. \Ve scrambled your password on June 4, 2008, effective IV barring access to 
your account by the inti uder if you have not logged ::In since then, you will find that or YOlJr next Itisit 
you will need to createi:t 1'1',';111 password. following the prompts provided. We apologize for the 
inconvenience this may Gause. but we wanted to do d;1 we could to prctect your account information. 

Unfortunate!'" crimina! 0' tivl!V on the Intern:?: ITledns trat ""8 ::}! 1 ,ave;' te USc caution Or. !t'le follnvving 
pages are SOrTle sU~1ges)ons, guidelines, :H1d rO,')u;~:8S tor' your use 

We take this inGident very sP';:)usly and will r:':~ntinue ir'V'·,~ti~F'j",:,:\j ,ho Ilave providea 'nlC>rrnation 

Illay notice some c1.an~e,s;· the QU!>:~'ar site as 'Ie lI'r,~'\;mt;,lt adelltional pt(ltfJ,;til.-l\s to saleglJard your 
personal information, 

It you have any question[;. f..i'edSe contact Customer Support at 800-253-65UO Mondav through Fr!day 
8 a.m. to Midnight and Satl', :ay 8:30 a,lll. to 5 p.rn, ET. 

Sincerely, 

~c~_. 
Steve Lieberman 
Mapaging Oiredor 

5101 Spaulding Plaza, Ada, Michigan 49355 
paGe ~ of ,) 33503f 



SUGGESTIONS & RESOURCES TO PROTECT YOUR PERSONAL INFORMATION 

• Make sure you have up-to-date anti-virus, anti-spyware and firewall software on computers you use to access 

Quixtar.com or conduct other transactions. After running scans using this software, you should delete any viruses 
found, and then you may want to again change your password and verify that all account information is accurate. 

• You should use separate passwords at different sites, so that if that information is discovered at one site, it 
does not put you at risk at all other sites where you also use those passwords. Use strong passwords that 
include numerals and upper and lower case alphabetical characters. It is advised that you change your 
passwords every 30 to 90 days. 

• Be cautious about websites that you visit and any attachments to e-mail messages you receive, even when they 
appear to be from people you trust. These attachments or linked websites may appear legitimate but may actually 
contain malicious code that exploits vulnerabilities in operating systems that are not kept up to date. Some sites 
can plant malicious software on your computer that can track your every keystroke. Also, you should be suspicious 
of any e-mail that asks you to click on a link and provide user name, password, or account information. 

• If you have children who use these computers, talk to them about the risks of downloading "free" games, using 
file-sharing programs, or clicking on pop-up messages. A good source of information about how to protect 
yourself from these kinds of risks can be found at http://www.ftc.gov/bcp/menus/consumer/tech/privacy.shtm, 

provided by the Federal Trade Commission. 

• Remain vigilant for identity fraud. You should monitor your bank and credit card statements and you may want 
to periodically review your credit report. You are entitled to a free copy of your credit report every 12 months from 
each of the three national credit bureaus, and if you stagger these reports, you can obtain a free report every four 
months. To request a free report, please visit the annual credit report website at www.annualcreditreport.com. or 
call 877 -322-8228. See the attached credit bureau information sheet for more information about each credit bureau. 

• If you suspect someone may be trying to use your personal information to commit fraud, you should report such 
activity to your local law enforcement agency and to the Federal Trade Commission. If police reports have been 
filed in connection with such activity, you may have a right under your state's law to obtain copies of such 
reports. You may also obtain a security freeze on your credit file by sending a written request to one of the credit 
bureaus - see the attached credit bureau information sheet for more information. The security freeze will prohibit 
third parties from accessing your credit report without your authorization. 

nage 2 of 3 33503F 



CREDIT BUREAU INFORMATION SHEET 

Address for requesting 
Credit Bureau Phone security freeze 

Equifax 800-685-1111 Equifax 
www.equifax.com Equifax Security Freeze 

PO. Box 105788 
Atlanta, GA 30348 

Experian 888-397 -37 42 Experian 
www.experian.com Attn: Experian Security Freeze 

PO. Box 9554 
Allen, TX 75013 

TransUnion 800-916-8800 TransUnion 
www.transunion.com .I\ttn: TransUnion Fraud Victim 

Assistance Department 
PO. Box 6790 
FUllerton, CA 92834 

Informat~ needed to request ~curif;Y freeze 
""': ""\,,, . . . , 

Name. address, date of birth, Social Security Number. 
proof of current address (such as a current utility bill); 
payment of any applicable fees. If you are a victim of 
identity theft, you must also include a copy of police 
report. Identity tileft report. or other government law 
enforcement agency report. 

For more information. visit the Equifax security freeze 
information page at: 
http://www.equifax.colTl!cs/Satellite?c=FF)CContentF100t& 
cid=11 f152m975981 &pagename=5-1 %2F5-1_Layout 

Full name, Social Security number, date of birth; current 
address and previous addresses for the past two years; a 
copy of a government issued identification card, such as a 
drivers license, state or mintary ID card; a copy of a utility bill, 
bank or insurance statement; plus any applicable fee or a 
valid investigative or incident report or complaint with a law 
enforcement agency. 

For more information, visit the Experian security freeze 
information page at: 
http://www.exP!3ri~h.corWtt;'hsumerJseCurity_freeze.html .. :,,~. , 

Name, address, Social Security number, proof of current 
address (suctl as state issued identification card or driver's 
license), and a credit card number and expiration date to 
pay any applicable fee. 

For 'nore information. visit tile TransUnion security freeze 
inform",tion page at: 
http://www.transunion.com/corporate/personal/ 
fraud Identity Theft/preventing! securityFreeze. page 

------

Cost of security freeze 

No more til an $20 (plus any 
applicable tax) 

For more information about costs in 
your state. visit the Equifax security 
freeze information page 

No more than $20 (plus any 
applicable tax) 

For more information about costs in 
your state, visit the Experian security 
freeze information page 

No more than $20 (plus any 
applicable tax) 

Far more information about costs in 
your state. visit ttle TransUnion 
security freeze information page. 
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