North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Business Owning or Licensing Information Affected by the PLEASE SUBMTT FORM TO:

Breach: _ Plizer Inc o Consamer Protection Division

Address: 235 East 42nd Street NC Attorney General’s Office
New York, NY 10017-5755 9001 Mail Scrvice Center

Telephone: _(212) 733-6640 o Raleigh, NC 27699-9001

Fax: (646) 792-4565 Telephone: (919) 716-6000

Coit Canlion Wessel@phizar.com —= Toll Free in NC: (877) 566-7226

Cm e FAX: (919) 716-6050

Date Sceurity Breach Reporting Form submitted: _March 21, 2008
-~ February 11,2008

Date the Security Breach was discovered: e

Estirnated number of affected individuals: 800 o
Estimated number of NC residents affected: _2'1

Name of business mairgaining or possessing information that was the subject of the Security Breach, if the
husiness that experienced the Security Breach is not the same entiry as the business reporting the Security
Breach {pursnant to N.C.G.S. § 75-65(h}: _

Describe the circumstances surrounding the Security Breach and staie whether the information breached was
in electronic  or  paper format  _Please see attached response

Regarding electronic information breached, state whether the information breached or potentially breached
was password protected or encrypted in some manner. Please see [f so, please describe the security
meusures protecting the information: . altached response

Describe any measures taken ro prevent a similar Security Breach {rom ocewrring in the future:
Please see altached response

Date affected NC residents were/will be notifica: _March 20, 2008

[f there has been any delay in notifying affected NC residents, describe the circumstances surrcunding
the delay pursuant to N.C.G.S. § 75-63(a) and (¢)): N/A

1f the delay was pursuant (o a request from law enforcement pursuant to N.C.G.S. § 75-65(¢), please include the
written request or {he contem porancous memorandum.

Iow NC residents wereAvill be notified? Xlwritten notice

(pursuant 1o N.C.G.S. § 75-65(e)) [ lelectronic notice (email)
Please attach copy of the notice if in written form or a copy of Urclc‘)]1;,y1c notice

any scripred notice if in telephonic form. [ substiiute notice

Date: March 21, 2008

Siznature: L V)y-qj;, i

Contact Person, Title: Pete Lévitas
Address: Dickstein Shapiro LLP

Girdivierent from abeve) 1825 Eye Street, NW, Washington, DC 20006

Telephone: {202) 420-3495 Fas: _(2(_)_2_}_%_2.[_):2_2(.)_1 __[Emajl: levitasp@dicksteinshapiro.com




Q.

Q.

Addendum to North Carvolina Security Breach Reporting Form
Filed by Pfizer Inc
March 21, 2008

Describe the circumstances surrounding the Security Breach and state whether the
information hreached was in clectronic or paper format:

A. On February 7, 2008, the home of an independent contractor working for Pfizer, who

assists in arranging and planning ravel and meetings for Pfizer, was burglarized and
the contractor’s laptop was stolen. Some information about present and former Pfizer
employees and individuals providing contract services to Pfizer was stored on that
laptop. The police were notified immediately, but no arrests have been made, and the
laptop has not been recovered.

The contractor maintained an external back-up hard drive of the laptop’s contents,
and the forensic review of that back-up to date indicates that the information exposed
in electronic format included names and credit card numbers, as well as. in some
instances, credit card expiration dates, honie and/or business addresses, home and/or
business and/or cell phone numbers, personal and/or business e-mail addresses. hotel
loyalty program numbers and other travel and logistics information. The forensic
review is ongoing. but it does not appear that any passwords or PIN codes for the
credit cards were exposed. nor were any Soctal Security numbers exposed.

Regarding electronic information breached, state whether the information breached
or potentially breached was password protected or encrypted in some manner. If
so, please describe the security measures protecting the information:

A. The information on the laptops was itself neither password protected nor encrypted.

Ilowever, the lapiop itself was password protected.

Desceribe any measures taken to prevent a similar Security Breach from occurring in
the future:

Ao Phizer 1s doing an exiensive review of its policies and procedures to enhance and

improve data security and privacy protections. including limits o the sensitive data
that contractors can store and requirements for contractor laptop sccurity. to reduce
the risk of exposure of data on laptops. In addition, the company is evaluating its
privacy and data security program and making changes that will further enhance its
protection of privacy and 1ts handling of sensitive information.



DICKSTEINSHAPIRC e

March 19, 2008

Honorable Roy Cooper

Auorney General of North Carolina
Department of Justice

9001 Main Service Center

Releigh, NC 27699-9001

e Recent Laptop Thetl

Dear General Cooper:

[ aw writing 1o give vou notice of'a recent data security incident involving an independent
contractor working tor my client, Pfizer Inc (“Pfizer™). On February 7, 2008, the home of the
contractor, who assists in arranging and planning wravel and meesings for Pizer, was burglarized
ard the contractor’s laptop computer was stolen. Some information about present and former
Plizer employees and individuals providing contract services 1o Pfizer was stored or that laplop.

I'he police were netified immediately, but no arrests have been made, and the Japtop has not
been recovered, Pfizer has been working with the contractor to assess the information contained
on the stolen japtop. The centractor maintined an external back-up hard drive of the lapiop’s
cortents, and from the inital examination of the back-up it appears thut the laptop contained
information about approximetely 800 individuals, including approximately 21 residents of your
state. The forensic review to darte indicates that the information included names and credit card
numbers, as well as, in some instances, credit card expiration dates, home and/or business
acdresses, home and/or business and/or cell phone numbers, personal andior business c-mail
addresses, hotel loyalty program numbers and other travel and logistics information. The
forensic review 1s ongoing, ~ut it does net appear that any passwords or PIN codes for the credit
cards were exposed, nor were any Social Sceurtty numbers exposed.

The lz=ptop war password protected. At this thne Plizer s not aware that any person has
inappropriately used any exposed information, but the Company 5 continuing to monitor the

srualion,

Pliver is planning 10 send notfication letters to ail affecied individuals within the next few davs
o nlonn them about the data loss and provide information about the types of daza exposed, as
described above. Plizer has also notified the three major national credit reporting agencies about
the incident. In addition, Pfizer has arranged to provide all affected individuals wizh the
opzortunity 16 sign-up for 2 full Z-vear pacicage of credit-protection services and identity ther
msuranee, Jree of charge
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DICKSTEINSHAP, KOs
Henorable Rey Cooper

March 19, 2008

Page 2
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izvents of this natare are untortunate and difficult to avoid, and Pfizer is grateful that nobody was
inured during the robbery, Plizer continues its ongoing efforts to enhance and improve data
security and privacy proteciions, including requirements for contractor laptop security and Hmits
on the sensitive data that coniractors can store, to reduce the risk of cxposure of data on laptops.

L have artached a draft copy of the notification ietter that is being sent 10 affected individuals in
vour state. Please do not hesitate 1o corract me i1 can provide you with any additional
mifurmation,

YVery iruhy veurs,
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(202) 420-2209
nashb@dicksieinshapiro.com
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Pfizer Inc
735 Fast 42" Street
New York, NY 10017-5755

March 20, 2008

Sample Name
Sample Address
Sampie City. State, Zip Code

Dear { i

We are wriling to let you know that a laptop stoien from a Pfizer contractor's iocked home on February 7, 2008
unfortunately cortained some of vour personal information alang with persnanal information belonging ta
approximately 800 present and former Pfizer employees and other individuals providing services to Pfizer. In
particular, the laptep contained names and credit card numbers (mostly Corporate American Express card
numbers), and in some cases, other perscnal information. Law enfarcament was promotly informed and is still
investigating. We are monitaring the matter and if there are significant developments, we will it you know.

YWe are not aware of incidents of fraud or identity theff resulting from this data loss. However, we want you &
be alert to the possibility and we encourage you fo take advantage of the support services that Pfizer is offering
10 help protect your identity and guard you- credit,

Both Phizer and our contracior deeply regret this incident and any concems it may raise. We hope that this
letter, and the assistance that we are offering, will answer your questions and provide practical support.

What Information Was Exposed

Ve are stil! analyzing a back-up copy of the data Categories of infarmation identified so /a1 rciude.
“Name *Credit card account number

~Credit card expiration date (month and year) “Office and/or Home Address

“Cffice, Home and/or Cellular Telephone Number *Office and/or Home e-mail addresses

We also have identified hate! loyalty program account numbers and other data. such as liotel preferences and
other travelogistics information. Please note that Sociai Security numbers, credit card PIN numbers or
passwords do not appear to have been exposed. Since the laptop was not linked to a Pfizer computer system,
vie go not believe there is risk to other information about you that may be stored on Pfizer systems.

What Pfizer Is Doing to Help Protect Your Privacy and Security

Pfizer has notified the three major U .S credit bureaus, your state Attorney General, and other officials where
reguired by law.

Pfizer has also retained identity Safeguards ("1D8"}, a speciafist in credit security and identity theft protection, to
offer you two years of credit protection ang restoration services at Pfizer's expense. (Please see page 2 for
registration instructions . including the registration deadling) The IDS services include the foliowing:

¢ Credit Monitoring: 1DS will provide credit monitoring that gives you unlimited access to your TransiUnion
credit report and score and will notify you of key changes in your TransUnion credit report.

* Routine Updates: You wili receive ongoing email or text alerts on your celluiar phone about key changes
to your credit reports from all three major credit agencigs. Even if veur credit repc 1o oo nstchange, you
will be updated monthly or weekly (as you choose).



* Fraud Resolution Representatives: DS will provide expert guidance if you suspect that your personal
information is being misused.

» Insurance Reimbursement: iDS wili arrange $50,000 of (dentity Theft insurance from a designated third
party insurer. NOTE: due fo New York state law, this coverage is unavailable in Nowe York.

More Strategies To Help Guard Your Credit and !dentity

Moritor your account statements and credit reports for unusual activity.

¢ Piace a “fraud alert” on your credit file so that creditors are told to cantact you before opening or changing
an account. Since your Social Security number does not appear to have been exposed, a fraud alert may
not be as useful as in other situations. If you would like one anyway, the service is free and easy to
request, when one major credit agency places an zlert, it notifies the others to do so, ioo. Please note:
you will be asked for your Social Security number. In general, in other circumstances, you should not give
that number oLt

Credit Agency Fraud Alert Toll-Free No. Website
Equifax 1-888-766-0008 :
Experian 1-888-397-3742

TransUnion 1-800-681)-7289

« Reguest a free credit report annually from each major credit agency. Checking your free credit report
nelps reduce risk from new accounts and may provide early notice of a potentiaf fraud cor incident of identity
theft. To order, visit www.annualcreditreport.com or call toll-iree (877) 322-8228.

« (Call the credit agency if you do notunderstand something on your credit repert. if you find suspicious
activity on your credit report, call your local police or shetiff's office and file a report of identify theft. Keep a
copy of the report — you may need it for creditors. You aiso should file a complaint with the Federal Trade
Commission at www ftc.goviidtheft or at 1-877-iD-THEFT {1-877-438-4338)

= Check your credit reports requiary. Identity thievas may hold personal informatine f2> = tims betore using
‘t. Periodic checking can heip you seol problems and address them quickly.

Remember, the IDS credit protecticn services package is free to you. To register for credit protection
support services, contact the Identity Safeguards Call Center at 866-310-5602, Monday Friday, 9 am -
9 pm (ET). The registration deadline is September 30, 2008. To enroll, vistt v

enter the access code provided below, disregarding any pricing information.

Your Access Code: [insert access code]

Pfizer and its contractors are serious about data security and protecting the privacy of perscnal information.
Ptizer has announced additiona! security requirements for contractors, and we are alsc impiementing additionat
standards and procedures for handliing sensitive personal and othar information

Again, we regret any inconvenience and encourage you to take full advantage of the Pfizer-sponsored services
and other resources 1o protect your personal information. if you have guestions, please send an emait fo
ep crgyy or cail our Helpline mailbox at 212 733-0226.

RO ¥

Chief Privacy Officer
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