
North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

Name of Business Owning or Licensing Information Affected by the 
Breach: __ Pfi~~c ____ ... __ . __ .. _ .. _ 
\ddress: 235 East 42nd Street 

New York, NY 10017-5755 
Telephone: (212) 733-66<10 . ___ ._. __ ._~ ____ . 
Fa,: 
Email: 

(646) 792-4565 -;..,..-,.,.:----.'77'-.........,.=---;:----------.. -.-- - .. -
Carlton. Wessel@pfizer,corn 

.~ZE2 =-
Dilk Security Breach Reporring rorm submitted: March 21,2008 

PLEASE SVBMJT FOR!VI TO: 
Conslllllcr Pmlertio!1 Division 
NC .'\rtorney Gener(ll's Office 
900 I Ivfa:] SCfV ice CCl!ter 
Raleigh, NC 27699-9001 
Tekphone: (919) 716-6000 
Toll F:ee in NC: (877) 566-7226 
F,\X: (1,119) 716-6050 

D'lle the Secllfity Breach was discovered: 

Est imake! number of affedeu indi vidua[s: 

__ .. ______ =~~ ?T~<:1ry !,~, ~~9.8_ ... ___ _ 
800 ------_._._- ._--

Estimated number ofNe residents affected: 21 _ ...... _ .... _.-_ ... --.-----------
>.Jame of business maintaining or pos~essing infofmarion that \vas the subject of the Security Breach, if the 
business that experienced the Security Breach is not the S(lme entity as the business reporting the Security 
Rreach (rursnant to yc.G.S. § 75-65(h): _._. ___ ..... _ ... _ .. _ .... ___ . 

.. --.-... --.-----~-.--- ... --.-------------
Describe the circumstances surrounding the Security Breach and s(4lc \Vlldh~r til(; inJUlTllation breached 'Was 
in eiectronic. or paper formal' Please s~e at1aGb~.g_[~S.PQDS.~ __ .___ _~ .. _______ _ 

--.-.. -._ ... -._-----_._--------------------------_._-------
Regarding electronic informati011 breached, state whether the inIormation breached or potentially breached 
was password protected or encrypted in some manner. Please see If so. please describt! the security 
measures protecting the in [ormalii.111: ._._.__ _ . a.,ttaG[lecj re~pQ.[l~_~__ _ ______ . __ ........... _ .. _____ . ______ _ 

... --_._---_.-._-----_ .. ----- _ .... _._. __ .. _._---_._._---------------------
[)c~;crihe any measures taken ro prevenr a similar Security Breach li'()Jll OCCUlTing in the future: ____ _ 
E'lea~,-~ see attached response 

Dak affected NC resi(knb \\CfeiWill be l1otified: lA.~!.ch .?O ~1008. ____ . __ " ... ___. __ . ______ . ___ _ 
Tfthere has Ix:en any delay in notifYing aikcted NC residents. describe the circumst:mces surrounding 
the delay pursuant to N.C'.O.S. § 75-6"(a) and (e)): NiA ___________________ _ 

lfrh(~ deJa)' was pUl'suant to II relluest from law enfnrcement pursuullt to 1'.C,G.S. ~ 75 .. 65(c). please include the 
written r('(luest or the cOlltemllorallcous lIIemol'3ndum. 

I low .\JC residents were l \, i II be nulificd ') ~written notice 
(pursuant to r\.C.C.S. § 75·65(e)) r"lelectronic notice (cll1(liJ) 
P[C<.lSl: attaeh eop~ of the notice if ill ~Hittcn form or :1 copy of C'ltclcphonc notice 
any scripted lIotiee if in telephonic rOl·nt. r __ l,ub;:;tiluk rtutiel' 
~,_ ............ ____ ._ ... if t_ _. _. -- = 
Si::;llatun:: . _/f-6~'.}{:::!:..'i!.~ ____ _ 
CC'lHacr Person. Title: Pete Levitas 

_ ______ ! bk: t\.·1arch 21, 2008 

.'I.dJress: Dickst~!Q_$h~pir::.o_ LLP 
(;1 .Hkrcllf tr()n ab(l\l') 1825 EY~_!3~re~t,_ ~\'Y..~..\fyEl_~hjng.t....:o_'_n'_'_._"D'_C~2==_O=_0=_O=_6:;__:_:_-_=_...,..,_~__:___:---
Telephone: (202) 420-3495 ra\.:J?Q.~..t4~.Q:2?91. [mail: 1~_vi1~3.2@gj~~steLns~ap~o.com 



Addendum to l\'orth Carolina Sccuritv Breach Reporting Form 
Filed hy Pfizer Inc 

!\ .. larch 21, 2008 

Q. Describe the circulllstances surrounding the S~curi1y Bre:uh and st3te whether the 
information breached w:tS in electronic or paper format: 

;\, On Fehruary 7, 2008, the home of an independent contractor working for Ptizer, who 
assists in atTanging and planning travel and meetings for Pfizcr~ \,,'as burglarized cmd 
the contractor's laptop Wi:lS :,-tolen, Some information about present and fonner ptizer 
employees and individuals providing contract services to Pfizer W(1S storc:d on that 
laptop. The police \-vert: notifie.d imrnediatcly, hm no arrests have been made, and the 
laptop has not been recovered. 

The contractor maintained on external back-up hard drive of the laptop's contents, 
and the for~ilsic review of that back-up to date indicates that the information exposed 
in electronic format included names and credit card numbers, as well as, in some 
instances, credit card expiration dates, home and/or business addresses, home amlior 
business and/or cell phone numbers, personal and/or business e-mail addrl':sscs. hotel 
loyalty program numbers and other travel (lmllogistics information, Th~ torensic 
review is ongoing, but it does not appetr thal any passwords or PIN codes for the 
credit cards were exposed. nor were any Social Security nWllbers i;xposcd, 

Q, Regal'ding eler.tronic information breached, state whether the infnrmation breached 
OJ' potentially hreached was password Pl'otccted or encrypted in some manner, If 
so, please describe the security measures {lrotectin~ the information: 

A. The inf"l1rmation on the laptops '-','as itsc:lf neither password protected nor encrypted. 
However, the laptop itself v .. :as pass\vord protected. 

Q; Dcscl"ibc any mcasllI-cs taken to prevent a similar Security Bn.'ach from occurring in 
the future: 

A. Pfizer is doing all cx.tcnsi\"~ review <.,f its polici.;:::; and procedure:-; to enhance and 
improve data security and priytlcy protections. including li!Tlil~ ,W) rhc ~;cnsitjvc data 
that contractor:; can ~!(lre and ['equirements for contractor laptop security. to reduce 
the risk or exposure of data on laptops. In addition, the company i:;; c\'aluating it.<: 
priyacy ~llld dala s~curily program and making chang,cs that \viII fun her enhance its 
protection of prj vac), and j ts handl iug (If ~ellsitj Vi.' j nfOJ'mation. 



DICKSTEI N S HAP I ROLl!' 
1~:~5 l:\e Sti ~~t i-:Vv' I '~~..ra~hi:'f:t(1J!.:Jc 2GL'~1€<'J·l~)J 

i:..:. 1'1:.':2) "12~:'12C.'; : ~,\." :,2G:l.: 'i:2U-:2:2t)"l I J:I..;:!>",c.;iw:iu:)!,() ,_:,::. 

\'brch ]9, 2U(J~ 

HOJ:Orable ~oy Cooper 
.'\:tixney Crcner:.ll of North C:.U'olina 
Department of Justice 
9001 ~hin St>rvic(' Ce;'lt>T 
1~.(;leigh, '[\:C 27699-9001 

Dear General C-,oper: 

I am \witing to give ~'ou not!cc of a recent data security incident involving an ind;;p'~ndc!1t 
contr:lctor working for r.l)' ellent, Pfizer Inc ('·Pfizer"). On rebr~lary 7,2008, the home of the 
cuntr1ctor, who assists in arranging and plar:.ni:1g travel and mee,ings for Pfizi;;r, W1iS burglarized 
I.'tl:d the cont!'actor's laptop computer .... V,IS stolen. Some iilforrnation ;lhout presem up.d former 
P!I!:c:r C;;lP!O:vecs and individuals ;)[ovidir:g contract services to PEzcr was stored Ol~ tbnlaptop. 

j'h~ pulice \\en: D\.!tilied ;nlmediCi:ely, Ddt no arrests have been made, and :he i<!pl0p nus no. 
been recovered. Pfizer ba~ bl.:en wL)rking \vith (lie cClltra~tor to assess the information contalI1cd 
(Ill nl(;': stokn 18PWP, The contractor maintained an extern:;1 back-cp hara drive oflhe !aptop's 
COl:tC!1IS. and from the init:al cxarr:.ination of the bucK-up it appears that !lie laptop con~airled 
infon11at:on 'lbout approxlIm\tely 800 individuals, mcluding approximately 21 residents of yow' 
slale. The forensic review to date indicates that the infi.lrmation included names iL'1d credit card 
numbers, (\~ wdl as, in some instances. credit card expin!1ion dates, home and/or husiness 
acdrC'sscs, home and/or bt.si!1eSS and/or cell phone numbers, personal andior b:lSillCSS c-Illail 
;:dc\!csses, holel loyalty program numb:.~rs and Olher travel nnd logistics information TI1e 
Cll!"cnsic rcvic\'V is ongoing, ::ut :1 does not appear that any passw\)rJs or PIN code> for the credit 
ca,ds were exposed, nor \Vere .:l:1y Social Security numbers cx~~oscd. 

The L,pll'P \·vm ra~sw(.'rJ prclkck'd. Allhis 1ilflC PfiLl:f" is n~'t ;}\\',It'e t~i;lt :my person h~lS 
inappro~ri"tel) L:scd any ('''posed mfom1:ltio!1, but the C\);l1pnny :s cO;ltir:uing to n1on;h.\r [he 
~ i 1.uat;\.Jr:. 

FJi:;:er i" planning hi send l1o!ific.:;lliol1 I<::!ter.'i to an "ffcClt'd individu3ls within the :Jcxt [c\\' day,; 
t" .:ll\:.'rJ[1 :hclTl about the data k,ss and ;:>ro\'ide infon~'lati0n aboe'J\ the types llf' da:<i exposed, ~lS 
descrihed a~10ve. Piizer hilS J!SO nn[:fi.:J the thn:c major TI::lional cn::dit n:rDrtin~ dgcncics about 
the incickllt. In addition, Pfiz.er leas arranged 10 provide all afkcld individuals wi:h th;: 
~)y;nrtlm;ty IU sign-up ro~" full 2-yc.ar pac;'~~ig(: oj crcdit-prOlccrion services and ideilt:ly thCI't 
!nSJral~Ce, j!.;(, of c::ar~e 



o [CKSTE INS H ,L\ 1-) 11< OLL' 
Honorable. Roy Cooper 
~'hrcil 19,2008 
Ptlg(; ::: 

i'::vC'nts of this naUre are unfor:unarc and difficult to avoid. and Pliz~r is gratefLd that nobody was 
in]lHCd during (he robbery, Piiz.cr con(i::'l!cs its ongoing eirOliS io enhaIl~C and improve dat~ 
;;ecurity and p,ivacy prot~c.lions, including requirements for contractor laptop security and limits 
on ,he sensitive data that con:ractors can swre, to reduce the risk of exposure of data on laptops. 

I have attached a draft copy or the nOlif:cation ietter that is being sent to affected individuals in 
your :;[aie. Plt:ase do not hesitate to eoUacl :ne if! can pro\'ide you \Vilh any adJi!iona! 
rnjr.1rmcil:CI11. 

Very en.!)' yGU~S, 

/"" ,/' ><~/v_,.J2 
/ v 

Bernard \:as~l 
(202) 420-2209 
DdSh b(iYdi c:ksto:;i nshiipi rO.com 

f.Ei.:iosurc 



"'",' 

Marctl20, 2008 

Sample Name 
Sample Address 
Sample City. State, Zip Code 

DearLr __________ ~J: 

Pfizer Inc 
235 Ea~t 42"" Stl-l')ct 
New York, NY 10017-5755 

Vve are writing to let you know that a laptop stolen from a Pfizer co', tractor's locked home on February 7, 2008 
unfortunately contained some of vour personal information along with f1p.r~()n81 infMn'atiol1 beiangil"'g to 
approximately 800 present and former Pfizer employees and other individuals providing services to Pfizer. In 
particular, the laptop contained names and credit card nlimbers (mostly Corporate Arr.erican Express card 
numbers), and in some cases, other pers(,nal informat'on, Law enf:Jrcemert was promptly informed and is shU 
investigating. We are monltoring the matt',r and if there are significant developments, we will fet yeu know. 

V.c are not aware of inCidents of fraud or loentity 'heft f8suiUng from t!1!S data loss. However, 'Ne want you to 
be ale1 to the possibility and we encourage you to lake advantage Of the support services that Pfizer is offering 
to help protect your identity and guard you· credit. 

30tt', Pfizer and cur contracto~ deeply regret this Incident ar.d any concerns it may raise. We hope that this 
letter, and tile assistance that we are offering, will answer your questions and provide pmctical support 

What Information Was Exposed 

We are 5:il; analyzing a bacf,-up copy of the data Categories at information identifito,j ;, _ ; =-iii::..:wdc 

"Name 
"Credit card expiration date (month and year) 
'Cffice, home and/or Cellular Telephone ~~umber 

'Credit card account number 
'Office and/or Horne /\ddrcss 
'Office and/or Home e-mail addresses 

We also have Identified hotel loyalty program account numbers and other data. such as Ilote! preferences and 
other travel/logistics information. Please note Ulat Social Security numbers, credit card PIN numbers or 
passwords do not appear to have been exposed. Since the laptcp was not linked to a Pfizer computer system, 
Vie Cia not believe It-Jere is (lsk to other Information about you tliat may be stored on Pfizer systems. 

What Pfizer Is Doing to Help Protect Your Privacy and Security 

Pfizer has notified the three major US ccedit bureaus, Yoi.lr state ArtornF.Y Gerera:, and other offiCials where 
reqt..ired by law. 

Pfizer !'las also retained Identity Safeguards (''I~S''), a specialist in credit security and Iden:ity trlEft pre-tection, to 
offer you two years of credit protection ana restoration services at Pf,zer's expense. (Please see page 2 for 
re'::Jistratior- instructions including the registration deadline) The IDS services include the following: 

Credit Monitoring: IDS Will provlde creellt monitOring that gives you unlimited access to your TransUnlon 
credit report and score and will notify "'OU of key changes in your Tral1sUniol) cr-edit report 

• Routine Updates: You wili I'ecelve OngOing email or text alerts on your cellular phone about key changes 
to your credit reports from all three major cleoit agencies Even if ycur credit ref., .~~ ;, '-.. )\ :-:In:~ge, ycu 
wdl be updated monthly or weeKly (3S you choose). 



Fraud Resolution Representatives; IDS will provide expert guidance if you sllspect that your personal 
information is being misused. 

Q Insurance Reimbursement: IDS wil! arrangp. $50.000 of Identity Theft insurance from a designated third 
party insurer NO TE: due to New '(ark state law, this GOVRmge is unavailable in No.'.' York. 

More Strategies To Help Guard Your Credit and Identity 

Mar.itor your account statements and credit reports for unusual activity. 

P,ace a ·'fraud alert" on your credit file so that creditors are told to contact you before opening or changing 
an account. Since your Social Security Ilumber does not appear to have been exposed, a fraud alert may 
not be as useful as in other situations. If you would like one anyway, the service is free and easy to 
request: when one major credit agency places an alert, it notifies the others to do so, too. Please note: 
you will be asked for your SOCial Sp.curity number In general, in other circumstances, you should not give 
tha~ number out. 

Credit Agency 
Equifax 
Experian 
TransUnion 

Fraud Alert Toll-Free No. 
1-883-7613-0008 
1-888-391-3742 
1-800-681)-7289 

Website 
1.'/~\1 ~~_ C! (:; i!: f ~~·t : .en I 
~:;'~':'y:J. s-:';J?":~ :j~ LLfQ.j.~_ 
y"\o\·"v .. • [;~;_!-!:s. ~~"ii\:·~_::.;-.. n! 

Request a free credit report annually froM eac.h major credit agency. Checking ~'ol1r free credit report 
helps reduce risk from new accounts and may provide early notice of a potential fraud or incident of identity 
theft. To order. visit ww\!v.annualcreditreport.com or call toll-free (877) 322-8228. 

Call the credit agency if you aD not understand something on your credit report If YDU find suspicious 
activity 011 your credit report, call your local pOlice or sheriffs office and file a report of identify theft. Keep a 
copy of tr.e report - YOll ~l1ay need it for creditors. You aiso should file a complaint with the Federal Trade 
Comrlissron at WINV" ftc.goviidtheft or atl-877-iO-THEFT (1-877-438-4338) 

C:lech your credit reports regularly. Identity thieves may hold personal inforrnafi'Y' r", " ';'ne before using 
'to Periodic checkin9 can help YOLI spot problems and address them quickly. 

Remember, the IDS credit protection services package is free to you, To register for credit protection 
support services, contact the Identity Safeguards Call Center at 866-910-5602, Monday - Friday, 9 am -
9 pm (ET), The registration deadline Is September 30,2008. To enroll, Visit ::i'.c:;-;.:'::t:'2';:!.f·.'2r::t and 
enter the access code provided below, disregarding any priCing information. 

Your Access Code. [insert access code] 

Pfizer and its contractors are serious about data security and protecting the privacy of perscnaj information. 
Pfizer has announced additional secunty requirements for contractors, and we are alsc implerr.enting addi:ional 
standards and procedures for handling sensitive personal and other information 

I\gaio. we regret any inconvenience and ellco~rrage you to take fu!i advantage af tbe Pfizer-sponsored services 
Grid other resources to plO',ect your person.)1 information. If you have questions, please send an email to 
:1·.";'" '>';:-' or (:;)j] our Helpline mailbox at 212733-0228. 

Si'lcerely. 
.".t : 

" .. -' I (:'j;" 
~[S2 M. Goldmal'. 
Chief Privacy Officer 

.) 


