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**AMENDS 08129/2008 NOTICE TO PROVInE NC RESIOENT IMPACT 
l~FORMATl()N** 

North Carolina Security Breacb RepQrting Form 
Pursuant to the Identity Theft Protection Act of 2005 

P.02 

Name of Business Owning Qr Licensing Information Affected by the 
Breach: BNY Mellon Shareowner Services ("8NY Mellon:') 
Address: 480 Washington Boulevard 

Jersey City, NJ 07310 

Telephone: =:;20~1W.l.6:::.!:!8~0.!.!!.2.u15~1 _________ ~ __ _ 

PLEASE SUBMlT FORM TO; 
Consumer Prot~rion Division 
NC Attorney General's Office 
9001 Mail Service Center 
Raleigh, Nt 21699-9001 
Telephone: (919) 716-6000 

Fax: ~20~1~.~6~~O~,4~6~lO~ __________ ~ ______________ _ 
Email: barbara.lubi4(wbnvmellon.com 

Toll Free in NC: (877) .566-7226 
FAX: (91Q) 116-6050 . 

Date Security Breach Reporting form submitted: -""S-"olepl!-'t"",em,-=b~er,-I!..!6~.-=2..,.O..l<.O","8 ______________ _ 
Date the Secudty Breach was discovered: _F_e::.:.b~r:::;ua=:.!)'..,t.....:2 .... 7 .... , 2::.;O:;..:O::..::8=--___ ._~-----_-__ 
Estimated number of affected indiViduals: Approxim.'l.tely 8 rnillion)ased on investigation 10 

gate (this group) 
Estimated number ofNe residents affected: i\p()ru~ imate\v Z~:!8~Q:.<.O(-,,--) __________ .. , .............. _. __ 

Name of busjness maintaining or possessing information that was the. siJbject of the Security 
Breach, ifthe business that experieI1ced the Security Breach is not the same entity as the business 
reporting the Security Breach (pursuant to N.C.G.S. § 75-65(b): Archive Systems. 1m:. 

bescribe the circumstances surrounding the Security Breach and state whether the information 
breached was in eloo~roni\! or paper fonnat: This form supplemen~ forms previously 
submitted by BNY Mtlloll OH Ma~h 26, 2008 and May 29. 2008. Tn March 2008, The Bank 
of New York.Mel1on Shareowner Services ("BNY MeHon") began notifyin~ certain shareowners 
of corporatiQn~ for which aNY Mellon provides trapsfer agent services ora potential informatiQ!!. 
sec·u(jty breach concerning the shareo\...,,~rs' personal data. BNY Mellon informed these, 
shareowner,., that its archive services vendor was unable to account for on.e of several boxes of 
data back'Up tapes, which contained personal information about these sharMWI1ers. being 
transport!@ to !in off-site storage facility. Commencing in May 2008, BNY Mellon notified an 
additional population ofaffeeted individuals with data on the tapes. This data was more difficult 
to analyze than the data involved it'! the initial mailings. 

BNY MellQn, through continued analysis of the data on th~ missing tapes and with the assistance 
of an outside forensics investigation fU'm that specializes in this area. bas identified addi.tiona1 
individuals to whom it will be providing notice, The additional individi.lttls' information is from 
network back-ups of employee work stations an_d. inc.~4des personal information relating to 
shareholde.r ae.co.unts and equity compensation p1an accounts maintained on behalf of corporate 
clients of BNY Mellon Shareowner Services. 

Regarding electronic information breached, state whether the information. breached or potentially 
breached was password protected or encrypted in some manner. No. Ifso, please describe the 
security measures protecting the information: The boxes containing the t.~lpes were locked in 
metal boxes with tamper evident tape. 
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Describe any measures taken to prevent a similar Security Breach from oecurring in the future: 
Data stored on back-up !aVes from BNY Mellon Shareowner Services' Nt:,," Jersey location is 
now being encrypted. BNY Mellon has replaced Archive Services with Iron Mountain to handle 
off-site back-up tape storage. 

Date affected NC residents were/will be notified: Mailil1~s began on AU,E;ust 28. 2008 

It there has been any delay in notifying affected NC residents, describe the circumstances 
surrounding the delay pursuant to N.c..a.S. § 7S-65(a) and (c)); BNY Mellon engaged in further 
forensic review of the data with an outside vendor to identify affected individua.ls. 

If the delay was purSull"t to;l r,quest from law enforcement pursuant to N.CG.S. § 75-65(c), please 
include the written request or the contemporaneous memorandum. 

How NC residents were/will be notified? 
(pu1'~uant to N.C.G.S. § 75-65(e) 
Please attacb copy ofthe notice if in written fllrm or a copy of 
any scripted notice if in telephonic form, 

1!1 wr:itten notice 
o e1ectronic notice (email) 
o telephone notice 
o substitute notice 

Signature: _ <I2J~. Date: September 16.2008 
Contact: 
title: 

Brendon M. Tavelli. Oil behalf of Bank of NY Mellon 
Associate Attorney· 
Proskauer Rose LLP 

Address: 1001 Pennsylvania Ave., NW, Suite 400S 
Washington, DC 20004 

Telephone: 202.416.6896 
Fax: 202.416.6899 
Email: btavelli@proskauer.com 

oIr"'AMf:Nns 08/2912008 NOTICE TO PROVIDE Sf.' RRSTm::Nl' IMI\"CT 
(NFORMA TIOl\i*;\: 

F'.en 
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PRQSKAUER ROSE LLP 
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1001 P9Ilnsytnlfiia A.venue, NW 
Suite 400 SWIh 
Washll'lg1OO OC 20004-25l:l 
Tlli8pIlooe 202.41&.5800 
Fax 202.41S.6t!99 

P.01 

N!WYOAK 
LOS .AI'JGE~E$ 
BOSTON 
BOCA RATON 
1'l~"RK 
New'ORLeAN$ 
PARIS 

Date September 16, 2008 Client·Matter 15331-00 1 

Total Pages (InCluding Cover) 3 

From Srendon M. Tavelli 

Sender's Voice Number 202.416.6896 Sender'S Room Number DC 

Sender's Email Address bmvelli@proskauer.com Main Fax Number 202.416.6899 

To: Consumer Protection Division Fax No.: (919) 716-605Q 

Company: North Carolina AttQlTley General's Office Voice No.: (919) 716-6000 

Mussage 

Please see the attathed * AMENDED * notice of information security breacb on behalf of BNY 
Mellon Sb.su-eowner Services and its clients. This form amends BNY MellonJs August 29, 2008 
notite to your office to provide the estimated total Dumber of North CaroUull residents 
included in the referenced group of affected individuals. 

ConflCltntlal1ty No.: Thi' menage i' r;onfiClential ana intended only for the ute of the addres.see(s) named above. It may contain 
l@9ally privilegod m.t.rial, Cill:l.mination, di:ltriblltion or ~pyin9 of Ihi:l mllSsagCl, other than by such addl1tllS~~(s). Js strictly 
prohibited. If you have received this mee8age In error, please Immediately notify U8 by telephone and retum tile original to us at tile 
address above. We will reimburse you for the cost of the telephone call and postage. Thsnkyou. 


