
North Carolina Security Breach Reporting FOI"m 
Pursuant to the Identity Theft Ptotecti(ltl Act of 2005 

N"a111e 1 rBusil1ess Owning or LIcensing Information ..-:\fff;1eted by the 
Breach klrlflNI~ -:I:" N1l'l\rJI\'jIC"';~1,.o 
Addre<;s' ~(..}(, Wll~t."~ '-1l..~cr =-------------------------~NQj{t,IJ.+f·'"!~ • ~...:I._.=iYJ:Io!IUelL_ _________ _ 
Telephone: 3l1·.aZS·815S" y.j9! 
Fax: 
Email. 

= ,. . -
Dat,= Security Breach Reporting Fonn submitted: 

Date the Security Breach was discovered: 

Estimated number of a.flected individuals: 

Estimated number of~C residents affected: 

PLEASE SURI\HT FORM TO: 
Consumer Protection Dlvision 
NC Attorney Oeneral's Ofnc~ 
9001 M::Iil ServjJ;:c C C1ltel' 
RaJc1gh, NC 27699-9001 
Telephone; (9J 9) 716-6000 
Toll Free in )JC: (877) 566-7226 
FAX: (919) 716-0050 

Name ofhusiness maintaining (jj' possessing informatiol1 that ,vas the subject oftbe Security Breach, if the 
business that experienced the Sec.urity Breach is not the same entity as the business repOlting t11e SecU1ity 
Bl'e('lcb (pl1fS\.Hmt to N.C.G.S. § 75-65(b): o,.·/lkr StstIfIet:5 ( 88'-11 ("",A1Ute' I'M.c flwtrc. ~""fT ""-. 

::T ..... ""/ffO'Mi)J!/J ~..; ",z" B i 

J)escrj be the CiTCUlTIstances sunounding the Security Breach and state wh ether the information breached was 
in electronic or paper format: C(1SJJr ~D:irs GArn~ Al"-l.4~r:o By 1C~1!~,J.,H6 A- S~I.. ~ ... .r~r,OnJ 
?noc.M-~ 11> bl'rOtQt." !'I1I'III0 cfl~c:: ~ till) . iX'? Q.nJi} , ;. 81W./*,,"j'SlI.t~ AAriK$~ f)~ ,,,,~J1I. -So .;r.,.F; "'/If ~J( ~ 

- f r. I 

Regardil1g eleetrol1ic info.wation breached, state whether the infonnation breached or potentially breached 
\Vas password protected or ei1crypted in some manner. riO; If SQ, please describe the security 
measures protecting the infonnation: 'fi& 1>t'1N) ~-+fT'( .'~fieS_ 1lki$"~"PM.. 1# ,s~~ 'f~ ... AS ~o .. r 
5&~ItITY S:Ne.L~IJINL fiijJtDDJll...b tf,,~i rnt:" 'GWFo .....,.~ N~J &i~f!TfiP . 

Describe any measures taken to prevent a similar Security Breach f'tom occUlTing in the future: Jv~ IJ.~ .s;,Jr 4;~ 
1]c ~/$ • /.I1Lc.. IJ~ flf:pl'Ow- rr vlllTil- wF ifJfA<C If !',rr "'itfr,"j ~$1. ~w1C -I ~-,..,I'TI7'J. 

5' 

Date affected NC residents '-vere/will be notified: 

If there h2S been any delay in notifying affected KC residents, describe the circumstances sutl'ounding; 
the dc1aYP1.lrsuant to KC.G.S. § 75-65(a) and (c)): ()ti.t.l'tr "];#.1 n6Wlh"'C> .... r """'!: F"<t'l"tr ~F -r1W' P/lI!n.f'c"i 

:t: .. c.L. . .(I: "~TW. A<-~nt IH.77JJ,J(, ~)tMfF,t! tfeM~ •• JI,/Il8Pl>lI.rHJ(, ;f~~.Itt~s 1i1.~. 
If jhe delay was pursuant to a request from law enforcement pur'Slhl.tIt to N.C.G.S. § 75-65(c), plell~e inc]ude the 
writtcn rcqm~st or the contemporaneous mcmornndltm. 

(if different rTOm above) 

Gj\~ritten notice 
0electronic llotj.ce (email) 
Dtekphone notice 
Dsubstitute notice 

TeJephone: ____ ~------Fax:---______ E:maU: ______ ~ ____ _ 



[INSERT LETTERHEAD] 

Date ----------------

Dear -----------------------

We regret to infonn you that an inc·idel1t has occurred which ma.y have compromised the security 
of a database containing some OfYOUf personal infonnation. 01, Friday, Jm11.1ary 4, 2008, 
Kn,Va11i 5 International leatned of a recent unauthorized intrusion in.to it!.' Kiwanis Family Store 
Web site and database, The perpeiratol' gathered personal iufonn.ation including names, credit 
card nnmbcrs, expiration dates, a11d bi1lil'l.g/shipping ~d01"e$$es by illegally accessing our system 
through the Tntel11ct. Kiwanis JI11tmational did not store, or have access to, 01.11 H1smoers' Social 
Security numbers and drivers" license numbers. 

Becarise yOll have purchased it~t11S thr01,lgh the Kiwanis Family Stote Web site, the following 
credit card was possibly affected: 

[INSERT CREDIT CARD TYPE]: XXXXXXXXXXXX[INSERT LAST 4 DIGITS] 

This act has put customets at rilik of credit card fraud and identity theft. Upon learning ofthe 
breach. we immediately shut <10\\'11 the Kiwanis Family Store Web site to prevent further 
unauthorized access. We have c011tacted both the United States Federal Bureau of Investigation 
and the Secret Servit;e. Tn addition, we are notifying all three consumer-reporting agencies of the 
Incident and that yOlll' personal infol1nation may b~ affected. 

COJ1Sllmers whose pcrsol1al1nformatiol1 J1l.l1Y have been compromised are advised to place a free 
90-day lTaud alert on thejr credit report and to review infotmation available through three 
consumer-reporting cOmpatt1es: 

o Equifax at 800-525-6285, vlIv.r1.v.equifax.com, PO Box 740241, Atlanta, GA 30374-0241. 

o Expcrian at 888-EXPERIAN (397-3742), ,v''''W.cxpcrian,co111, PO Box 9532, Allen. TX 
75013. 

o Tral1sU,iol1 at 800-680-7289, www.tTansunion.com. Fraud Victim Assistance Divi5ion, 
PO Box 6790. Ful.le1,1on. CA 92834-6790. 

A fhl.lld alert tells creditors to contact you before they extend credit, opel1 a new aCCQunt, or 
change your existing accounts. You should be aware that while most crcc1itQr~ will call you, they 
arc not obliged by law to do so; therefore, it is not fa1l-proofprotection. 



'"Ve advise you to continue monitori~lg your credit report with each of these consumer-reporting 
companies_ You may obt::lill a free credit report by calling 877-322-8228 or by visiting 
\\'W'N. ann lla1crcditrepo11. cam. 

In addition. we recommend that you repol1 the theft to your localla\.v enforcement agency- Your 
rlllancial institmion or other creditors may require the police report to clear you of any fhHldulcm 
ch~rgcs that may occur. You should report the theft to the Federal Ttc.ld~ Commission at 877-
438-4338 You also can fiJe a complaint with the FTC by going to .. iw"\-v.conslll11er_gov/idthdt. 
The FTC c()trlp1aint all~)ws the FTC to assist.1aw enforcement ... vith locating and prosecuting ID thieves. 
You also should contact creditors and, if r.equj red, provide them with a copy of an FTC ID Then 
Affidavit. Y 011 can obtain the affidn.vit at 
http:lh\-ww.ftc.gov/bcp!conline/pubs/credit/affidavit.pdf T11e FTC also has an action plat1 for 
combating identity tbeft located at http://\"\:ww.ftcgov/bcp/edu/microsites/idt11eA:. 

The [APPLICABLE STATE AGENCY TO COKTACT] also hal: valuable info1l11ation for 
victims of identity t11eft: 

[STATE PROVIDED 1IATERIAL] [STATE SPECJF~C IDENTITY THEFT SITE] 

We recommend that you coutact this agency I;It [IN"SERT PHONE NUMBER] or 011 the Web at 
[WEB .ADDRESS] for more information. ' 

Please remain vigilant by reviewing account statements and m,onitaring your free credit reports 
fOT ir,cidents of fraud and identity theft Kiwanjs Intcmational is conducting a vigorous 
investigation and continues to monitor the situation carefully. The International Office's 
business hours are 8:30 a,m. to 4:45 p.m. EST 'ytonday through Friday. Ifyotl have questions, 
please contact Me1nbcr Services at Kiwanis Intemational during these hoars at 800·549-2647 or 
317-875-8755, extension 411, as prompted. We greatly apologize fo1"1he inconvenience this 
may cause_ 

S incerc1y. 

Khvanis International 
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