North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name 7 Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO:

Breach. Kirlanis T urealarionae. Consumer Protection Division

Address: 2L LWeesy,gw TRALE NC Attorney General's Offics
Eraepteeis TN 28 2001 Mail Service Center

Telephone: 317. 825-8155 (8} Raleigh. NC 27699-9001

Fax: 307- 7% 0204 Telephone: (919) 716-6000

Ermail "oa.’ressp C ianis OF Toll Free in NC: (877) 566-7226

-t ‘ itaadif . D4 FAX: (919) 716-6050

Date Security Breach Reporting Form submitted: Tanunny 28 2008

Date the Security Breach was discovered: Tanwaey 4,258

Estimated number of affected individuals: 18,432

Estimated number of NC residents affected: S%o

Name of business maintaining ot possessitig information that was the subject of the Security Breach, if the

business that experienced the Security Breach is not the same entity as the business reporting the Security

Breach (pursuant to N.C.G.8. § 75-65(b): On-Ngr~ Svices |, B89F Lommeres fape Pitre. Suer K,
Tudigepaness o' {e24R '

Describe the circumstances surrounding the Security Breach and state whether the information breached was
in clectronic  or  paper  format,  CAEDr OO 5 Gkns ACESSED By Ruvware A S@ ZuIsTion
PRobtanm  To LATHER  Aamed Croe OW8 @ gy, F Blsiva Sl ARnAidS OF Lugppmims,  Tnfo WAS BE7monk Fotwy

Regarding electronic information breached, state whether the information breached or potentially breached

was password protected or enctypted in some manner, {55 If 50, please describe the sccurity

measures prolecting the information: _75 T AMrY defetT Hosp T 2:0Z PR VS STRS Trend_wAs Soad
Szeonity sameivbim BAlenOsls fhowevm e TwnFo_wts Altf Slayp1ED |

Describe any measures taken to prevent a similar Security Breach from occwrring in the future:_ we Ape Siur b
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Date affected NC residents were/will be notified: TmnEnpvey  TElid JAN.ZP 1903

If there has been any delay in notifying affected NC residents, describe the circumstances sutrounding

the delay pursuant to N.C.G.S. § 75-65(a) and (c)): Octny Tal Fimmo reT THE Fopd™ OF The” Plapmer!
Tmci, ok AliscTED, AFEY, DOt Srane SeR i ABMBs JlBPonTG  A090 A TS TSLETHER, .

If the delay was pursuant to a request from law enforcement pursuant to N.C.G.5. § 75-65(¢), please include the

written request or the contermporanecus memorandurd.

How NC residents were/will be notified? [vfwritten notice
(pursuant to N.C.G.S. § 75-65(¢)) [Vlelectronic notice (email)
Plcase attach copy of the notice if in written form or a copy of Dtclcphone notice

any scripted notice if in leleBi)Qnic form. Dsubstitute notice
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Signature: Date: [1ig.08
Contact Person, Title: (:Eﬁr-‘aq nies (1 CF DPERATI e O0ffrer

Address: L N
(if different from above) _xE A R g

Telephone: _ _Fax: Email:




[TNSERT LETTERHEAD]

Darte

Dear

We regret to infonn you that an incident has occurred which may have compromised the security
of a database containing some of your personal infonmation. On Friday, January 4, 2008,
Kiwanis International Jearned of a recent unauthorized intrusion into its Kiwanis Family Store
Web site and database. The perpetrator gathered personal information including names, credit
card numbers. expiration dates, and billing/shipping addresses by illegally accessing our system
through the Internet. Kiwanis International did not store, or have access to, our members’ Social
Securtty numbers and dtivers’ license numbers.

Because you have purchased items through the Kiwanis Family Store Web site, the following
credit card was possibly affected:

" [INSERT CREDIT CARD TYPE]: XXXXOXXXXXXXX[INSERT LAST 4 DIGITS]

This act has put customets at risk of credit card fraud and identity theft. Upon learning of the
breach, we immediately shut down the Kiwanis Family Store Web site to prevent further
unauthorized access. We have contacted both the United States Federal Bureau of Investigation
and the Secret Service. Tn addition, we are notifying all three consumer-reporting agencies of the
incident and that your personal information may be affected.

Consumers whose personal information may have been compromised are adviscd to place a frec
60-day fraud alert on theit credit report and to review information available through three
consumer-reporting companies:

o Equifax at 800-525-6285, www.equifax.com. PO Box 740241, Atlanta, GA 30374-0241.

Expcrian at 838-EXPERIAN (397-3742), www.cxperian.com, PO Box 9532, Allen, TX
75013.

C

o TransUnion at 800-680-7289, www.transunion.com, Fraud Victim Assistance Division,
PO Box 6790, Fullerton, CA 92834-67%0.

A fraud alert tells creditors to contact you before they extend ¢redit, open a new account, or
change your existing accounts. You should be aware that while most creditors will call you, they
arc not obliged by law to do so; therefore, it is not fail-proof protection.
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We advise you to continue monitoring your credit report with cach of these consumer-reporting
companies. You may obtain a free credit report by calling §77-322-8228 or by visiting
www annualcreditreport.cem.

In addition, we recemimend that you report the theft to your local law enforcement agency. Your

financial institution or other creditors may require the police report to clear you of any faudulent

charges that may cccur. You should report the theft to the Federal Trade Commission at §77-
438-4338. You also can file a complaint with the FTC by going to www.consumer.gov/idtheft,
The FTC complaint allows the FTC to assist law enforcement with locating and prosecuting ([ thicves.
You also should contact ereditors and, if required, provide them with a copy of an FTC 1D Thell
Alfidavit. You can obtain the affidavit at

hitp://www fic.gov/bep/conline/pubs/credit/affidavit.pdf. The FTC also has an action plan [or
combating identity theft located at http://www.ttc.gov/bep/edw/microsites/idtheft.

The [APPLICABLE STATE AGENCY TQ CONTACT] also has valuable information for
victims of identity thelt:

[STATE PROVIDED MATERIAL] [STATE SPECIFIC IDENTITY THEFT SITE]

We recommend that you contact this agency at [INSERT PHONE NUMBER] or on the Web at
[WER ADDRESS] for more information, , '

Plcase remain vigilant by reviewing account statements and monitoring your free credit reports
for incidents of fraud and 1dentity theft. Kiwanis Infernational is conducting a vigorous
investization and continues to monitor the situation carefully. The International Office’s
business hours are 8:30 a.m. to 4:45 p.m. EST Monday through Friday. If you have qucstions.
please contact Member Services at Kiwanis Intermational during these hours at 800-549-2647 or
317-875-8755, extension 411, as prompted. We preatly apologize for the inconvenience this
may cause.

Sincerely,

Kiwanis International
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