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North Carolina Security Breach Reporting Form 
Pursuant to thc Identity Theft Protection Ad of 2005 

Name of Business Owning or Licensin~ lnfOmtiition Affected by the PLEASE SUBMIT FORM TO: 
Breacb: The Goldmi.Ul Sachs Group, 
Inc, 
Address: 85 Broad Street, New XQrUey.r, York 
10004 

Telephone: 212 902-
]000 
Fax: ~ 
below 
Email; See 
below 

Consumer Protection Division 
NC AlIorn~y General's Office 
900 I Mai I Service Center 
Raleigh, NC 27699-900 I 
Telephone~ (919) 716-6000 
Toll "rec in NC: (877) 566-7226 
FAX; (919)716·6050 

Date Security Breach Reponing Form submiue-<.1: J::,:u:,:l""v-=2:.,:4., =2;:=.OO:..:.:R~ ____________ _ 

Date the Security Breach Wlloli discovered: Eit'Stt'~PQrtcd by State~treet Bank and Trust Co. ("Stllli;; 
Street"l to Goldman Sachs on.Mav 28. 2008 •• 

Estimated number of affec(cd individuals: Amn;oxjrnately 1,859 (US a.nd nQn:.lIS,resident!o:); numher 
in.;ludes goldman Sachs in't'eSlOT:oi and, for some investors, cerlain..I;,epresentative~ like advi~OI'S, 
accountants and others whQ receive notices 011 behalf:"Qf.Lhm:e investors, 

Estimated number of NC tCSidcnL"i affected: ~2fi~ ____________ ~ ____ ""j_' 

Name of business mainrainin,G Ot' possessing information that was the suhject of the Security Bl'each, if the 
business that experienced the Security Breach is not (he ~ame entity as rhe bU!lines~ reporting the Security 
Breach (pursuant to N,C.O.S, § 75-6.5(b): A third parl}( vendor engaged hy)nve~ror$ Blmk and Trutil Co. 
elaI"); lSI had been aCQuired b~S.lale.S,treet. 

Dcscribe the circumsLances surruunding the Security Breach and state whether the information breached was 
in elecrj'~l'Iic or paper format: Theft of computl~r equipment: s;!ectronic 
format. 

Regarding electronic informatjon breached, state whether me infoL'lnation breached or potent.ially breached 
was password protected or cnclyptcc;l in some manner. No If so, please describe the security [k\ea~ures 
protecting [he information: 

De:scribe any mea .. ures taken to prevent a similar Security Breach froJll occurring in the future: We arc 
wOJ'kin~ closcJy..w,itIl,statc S(rccr 10 monitor ilS dlila sec uri t)! practices so thar the ride of s.i mil ar incidenls in 
t.he furure is minimized, 

Date affected NC residenls were/will be notified: 
200Ft 

Notices began [0 bf~ mailed J,unc 27, 

If there has been any delay in notifying at1ected NC residents. describe lhe circumstances surrounding 
[he delay purslIanllo N.C.O.S. § 75·65(a) ;md (e)): :..,:N,:,,:./A,,!,· _______________ _ 

e 
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ft & 

Itrhc dclay wa~ pUniuant to 3 request from law enforctmtnt PUI'SUW1t to N.C.C.S. § 75-65(c), IJle$e indud~ tht,t. 
written request or the cuntt!mpocaneous memorandum. 

How NC residents wtre/will be notified? 
(pul'suant to N.C.G.S. § 75-65(e») 
Please attach COpy of tbe notice if ill wrilten form or a copy of 
allY scripted notice if in telephonk form. 

!:8jwritten notice 
Delectronic notice (emai I) 
Dteleph<)r)e notice 
Dsubstitur,(; nOlice 

Signature: --4~~~~~~~~~~------ Datc!_~",--!~.¥:.-___ _ 
Contact Person, Title: Srew:m A. PQlDer ~. viS(c:..fr.c.:il.denl & Associate General CQllllsel. Goldman 
Sachs &:'Co. 
Addtcss: 
10004 
(if ditlerent frl'lm .1hovc) 

R5 Broad Street. New York. New York 

Telephone:212 357 - 75RO Fax:212 357 -
0445 EmaiI:stewart.pomc:rant7.@.lgs.com 



June i7, i006 

OearCliQnt: 

I 0 ; :11 j ,. 1 t:, t:,tJ~>tJ 

GOldm8n, SaciiS &. C::J I :.rl 010 Slip I N8W Yone, Naw Yorl< 10005 
Tel: 212-902-1000 

State Street Bank and Tru~t Company ("State Streeq, who'ie \;arious compani9S sarvs as 
administrators 10 certain privata investment funds sponsored by Goldman Sachs, has informed us 
about a security incident at Investors Bank & Trust Company ("I8T'), which was acquired by 
St~te Slrc~t in July 2007, that ~ffQct$ yOI.J, 

In eonneetion with 3 regulatory inquiry, 1ST prQvlde'; ~crt"ln (I~t~ to a thlr'~ pany vendor engaged 
to i'll'Iail'lllBT in rt't~ponding to the Inql.J1ry, SUbs61111ently, 1ST was informed by the vendor that, In 
December 2007, computer equipment was stolen (mm 1118 vendor's plHllli!:lliil:l. Ttl!;! squipmant 
cont~inod information p0rtalnlna to flo variety of lSi corporate clients, induding GoldmAn Sach(l 
Asset M3f139'!ment ("G$AM"). The GSAM d;.1t;:I included person<I1 information about cert;}ln 
invA!:lI(lr'$ in CQr1~in GSAM h,mt,i 1;1 , inclm.iing fhf;l inv~l;:tor'!:l rl.t'lmF,! <lnd ~i~1 s~curity number 3nd. 11'1 
some cases, Goldman Sachs account number. In some cases, the informliltian Includtlu ttll!l 
investor's name and Goldman Sachs aeeount nUmb&f, hut"o soelal !:~urity nUMb~r. 

TlI9 theft was reported to IStw tltnfO(('Mmtllnt llIotltnC:iM!=!. whir:h initi;li!RO lhttir own investi(ptioos, 
M¢QI'IWl'lll¢. Stilte Str~~t Undei100!o: ar'l h'l·~~ptt'l ttnalySi$ or the dattl set tMI! was on the stolen 
eQuipment. In lat8 May 2000 after Ihe criminal investiQation had progressed and data an3ly~ls 
had bMn p9rlornu~d. Stale Street infQ/'m$d GSAM aboul the incid,nl anQ confirm~(l the id~ti1ies 
of affected GSltM clients an June 9, 2009. 

We are working closely with state Street as thoy and law onforcoment authorities continue to 
investig:!it8 this incident. St3te Street and Federal authorities h;lV8 adviSl,d us that thay have no 
indi(::JItiOl'l thai )lout il'lfOr'mation liAs bMr'l mi$IJsed, HOW9\1S(, it is possible that you have been 
exposed to an Increased rIsk of Identity theft. 

Please see the aliached leiter from State Street rflgilrding this rmolttsr. State Strest has engaged 
consumerlnfo.com, Inc., en Experlan lb comp~ny, to provide you with two years of free credit 
mQn~Qring, Pleiilie see the State Street letter under thlil heading "enrQllmlint" on the first page for 
dl!llails of IY.lW to 8nroll, i!Uld ottl~f !Stepp; you C8f1 t;,.l<e to prliJvenl,denlity theft or fraud. 

We apologize for any Inconvenience this regrettable Incident mOlY causa you. We are working 
closaly with State Street to monitor the progress and methodOlogy of their data security 
procedlJr"es 10 minirniLe the ri:'ik or e similar l)CCUHt'tnca in the rutura. We wenl to IiIssurf:j you that 
we take our responsibility to safeguard the personal information of our invI)Slors vary seriously. 

If you have Questions. please contact your Goldman Sachs Professional. 

Sincerely, 

Goldm::m Sachs Asset Monagomcnt 

(:ontidenllul- [~Ol tor Olj;dosuro! or lJiunburion 

t-' • . ~, .. ' l::i 



STATE STREET. 
June 27, 2008 

Dear Client: 

We are writing to let you know about a mid-December 2007 Lheft of computer 
equipment from a third party vendor engaged by Investors B~lnk & Trust Company 
("IBr~), which had been acquired by State Stn~et in July 2007'. 1ST provided global 
custody, transfer agen,cy, accounting and benefit payment services to a variety of 
fund shareholders, private clients and pension retirees. B@cause the stolen 
equipment contained data with certain personal information s:bout you _. such as 
your name and social security number, and in some cases, Goldman Sachs account 
number, or your name and Goldman Sachs account number, but no social security 
number - we want to make sure that you are aware of the in(:;ident. In addition. 
although at this time we have no evidence to suggest that thE! data has been 
misused, we want to ensure that you have the information aM tools you n&ed to 
pr~vent and det~ct any misuse of your information, 

Credit Monitoring ~nd Id@ntity-Theft Assist2Jnce 

To help protect you against any possible misuse of this data, WA have engaged 
® 

Consumerlnfo.com. tnc .. an Experian company. to provide you with two years of 
free credit monitoring. 

Enrollment 

You may enroll online, or by telephone. If you have questionEi or need h~lp enrOlling, 
toll-free registration assistance is available in both English and Spanish, S8vsn days 
per week. You will be asked for the Activation Code shown below to activale lhis 
membership, regardless of the enrollment method you choose. 
Your personal credit monitoring activation code is SSBTMEE . 

• To sign up online, please visit http://paI1ner.consumerinfo.GIJm/stateslr'eet and 
follow the instructions. If you sign up online, all credit reports ~nd i'Jlerts will be 
delivered via email. 

• To sign up by telephone. dial 866 .. 584-9479. If you sign up by telephone. all cradit 
reports and alerts will be delivered by the US Post Office, 

To take advantage of the free credit monitoring membership, you must enroll within 
ninety (90) days from the date of this letter. According to Federal law, we are not 
ab!€! to activate this membership for YOLI. 



This credit monitoring membership will monitor and alert you allout key changes in 
yOur three national credit reports that may help you to identify fraudulent activity. 

St.I 
The complimentary two year membership in Triple Advantage Premium inCludes: 

• Daify monitoring of your three national credit files frorn Experian. Equifax1P and 
TransUnion.a> 

• Notifications alerting you of any key changes to your credit reports which may 
help to identify possible fr;:,Judulen. l;lctivity 

• Monthly "no hif' alerts confirming the absence of key change$ 

Monthly credit score updates 

One, free three-bureau or'edit report upon enrollrnenl and unlimited access to 
your experlan credit report for the duration of the meMberShip 

• Acce$$ to ~ dedic~ted te~m of fraud resolution representatives If you should 
become; victim of identity theft 

• $25,000 in identity theft insurance with no deductible provld~d by Virginia 
Surety Company. Inc. (certain limitations and @xclusions· apply) (*OU'3 to 
New York state law restrictions, Identity theft insurance coverage cannot be 
offered to residents of New York.) 

• Helpful information on preventing identity theft, as well as V;;}riOU!; financial 
calculators and tools 

Additional Steps 

There are several additional steps you can tElke to further protect YOlJr credit. 

First, as always, you shol,llcj rern~;n vigilant by closely reviewing your bills and 
account statements upon receipt, and monitoring your credit reports. for 
unauthorized or suspicious activity. which may indicate fn'.wd or identity theft. You 
may also wish to consider contacting your vendors and financial institutions, such as 
your bank and credit card companies. regarding this security Incident. But, in order 
to minimiZe the risk of harm to you. we recommend that you only provide this 
information on a need-ta-know basis. 

You c~n r~ql,l~$t a free crG!dit report annually from each of the three credit reporting 
companies. 

These reports can be obtained by visiting www.;;mnl,J<;Ilcreditreport.com or by 
contacting s~ch of the three companies directly. The credit repor1ing companies. 
their addresses and telephone numbers are as follows: 

(100000, ·oooooo~ 
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Equifax 
P.O. 80)( 740241 
Atlanta. GA 30374 
VNIW.equifax.com 
1-800-525-6285 

Experian 
P.O. 80)( 9554 
Allen. TX 75013 
'MVW.experian.com 
1-888-397 -3742 

TransUnion 
P.O. Box 2000 
Chester. PA 19022 
'WVVW. transunion. com 
1-800·-680-7289 

Tn~ ~gdQr::l1 Tr:;JdQ Commig£ion (FTC) recommgnd~ th:;Jt yol.) :;IISO consid~r ,,';;ICing ;;I 
fraud alert on YOtJr erIJdit file, which tells creditors to contact you b~tore they open 
any new accounts or change your existing accounts. (Please nots, however, that this 
may delay your ability to obtain credit.) You can place a fraud alert by calling any 
one of the three major credit bureaus. As soon as one credit bureau confirms your 
fraud alert, it will notify the other two, which must then place fraud alerts in your file. 

An initial alert slays in your file for at least 90 days. To place an initial alert. you will 
be required to pr'ovide apj.'l(op(iate proor of youi' identity, which riiay include your 
Social Security Number. If you ask for an extended alell, you will have to provide an 
laentity theft report, which incl~lde$ a copy of a report you have filed with a federal, 
state, or local law enForcement agency, and aoditional informat.ion a consumer 
reporting agency may require you to submit. 

Fina.lly, all of the major credIt reporting com panles also offer yClu the opportunity to 
freeze your credit file, which prevents the release of your credit report without your 
consent. You should be aware that a freeze and the process r(!quired to lift it in order 
to release your report may delay or interfere with approval of subsequent requests 
fGr cradit (inclUding point of sale credit). insurance, government services or 
payments, housing, employment. utilities and phone bills. 

E;;lvh of the three credit reporting companies has its own proce'5s for requesting a 
freeze. Please refer to the websites of ~ach company for complete instructions. 

Equifax 

Hew to reqlJe!;:~ ~ fraa4a: mail, to !;quifax Security Free4e, P.O. Box 1057S8, Atlanta, 
Georgia 30~48. Your request must include name, address, date (If birth, Social Security 
Number, and proof of current address such as a current utility bill. You must also 
include payment fOr any applicable fM!!;, If payir'lg by Credit card. include Ml'lie of the 
person as it appears.on the credit. Cf.jr(l, tYPB of crB(lit c:;:tr(1 (AmeriC~1l ex:pr8$$, 
MEl$t~rOElrd, VISA, or Oiscovar Card), complete account number, and expiration data 
(month and year). If using American Express, include the 4 digit Card Id@ntification 
Number (on front of card above the account number). If paying with Mastercard. VISA. 
or Discover Card, include the 3 digit Card Identificatiof'l Nutnber (()n back (If card at the 
end of the account number). If yOI"l are ~n h;tentlty thef1 victim YO!.I must also include a 
copy of a police report, Identity Theft repol1. or other government law enforcement 
agency report, such as a DMV report. 

Mare information: W'Nw.equifax.corYl (search for "place free",e Jl
) 

("'JO~I-nn~'I'W\ 



Experian 

How to request a freeze: log onto www.experian.com/freeze. or mail. to Experian 
Security Freeze, p.O. Box 9554, Allen, TX 75013. YOl,lr reql,lest must include full name, 
With middle Initial and generation, such as JR, SR, II, III, etc.; Social Security Number; 
date of birth (month, day and year): current address and previous addresses for th8 pBst 
two years; any applicable fee or a valid investigative or incident report or complaint with 
a law enforcement agency or the DMV; one copy of a govemment-issued Identification 
card, such as a driver's license. state or military ID card. etc.; and one copy of Q utility bill 
or b,mk or insurance statement. 

More information: www.experian.oom/consumerlseourity_freeze.html 

TransUnion 

How to request.a freeze: mail, to 'fransUnion, Fraud Victim Assislance Department, P.O. 
Box 6790, Fullerton, CA 92834. Your request must include your name, address, Social 
Security Number along with the applicable fee, If any (check, money order, or credit card 
(Am~ri(!an ExPress, Discover. MasterCard and Vi!:la)). proof of YOlJf current residence, 
such as a state, iSSlIed identification card or drivar's license. and, if applicable, a valid 
identity theft report. a DMV Investigation report, or similar proof that you have been a 
victim of 10 theft. 

More information: 
www.transunion.com/corporate/p-ersonal/fraudldenlityTheftlprevenling/securityFreeze.pe 
g6 

Othor Inforrn~tjo" 

The FTC's website at www.ftc.govlbcp/edu/microsites/idtheft contains a great deal of 
helprul information about identity theft prevention. Suspected idMtity theft should be 
reported to the FTC or other law enforcement alltl1orities. The FTC's contact infonnation 
is as follows: 

Identity Theft Clearinghouse 
Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
i-an-IO-THEFT (438-4338) 

Information about steps you can take to avoid identity thaft is also availabl" (rom the 
Office of the Maryland Attorney General: 

M3ry1and Attorney General 
www.oag.state.md.us/idtheft/index.htm 
1·888· 7 43-0023 
Office of the Attorney General 
200 St. Paul Place 
Baltimore, MD 21202 
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Additional fnformatlon for Massachusetts residents: 

You have the right to Obtain a COpy of eny police report that you file In addition. you may 
freeze your credit file at each of the major credit reporting oompanies. as described 
above. If you art;! a Massachusetts resident and a victim Of identity theft (or El spouse of 
an identity theft victim), there is no fee to place 3 freeze on your credit rGport. 11 you are 
a Massachusetts resident. but not a victim of identity theft, there is a $5.00 fee to place a 
freeze. 

Additional Information for Vermont and Wyoming residents: 

You may reach your Goldman Sachs Professional toll free at 1-866.PWM.HElP (1.866 
796·4357). Option 1. 

State Street is committed to protecting your privacy and confidentiality. and we sincerely 
apologize tor any jnconveni~nc~ or worry this may cause. 

Sincerely, 

State Street Bank and Trust Co. 

1-',;:::1" ,:::I 


