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North Carolina Secarity Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Business Owning or Licensing Information Affected by the ~ PLEASE SUBMIT FORM TO:

Breach: ' £ ) Consumer Protection Division

Address: M 07 . NC Attorney General’s Office
w&&w 9001 Mail Service Center

Telephone: ZZ&W o N‘%;;g;’g‘g "

Fax: elephone:

Email: . 420 e Tall Free in NC: (877) 566-7226

FAX: (919) 7166050

Date Sccunty Breach Reporting Form submitted: D7

Date the:Security Breach was discovered: /Q[i 2007
Estimated number of affected individvals: __2Z ggya
Estimated number of NC residents affected: _2 & Zrp3r2

Name of business maintaining or possessing infotmation that was the subject of the Secumy Breach, 1f the -
businessthat experienced the Security Breach is not the same entity as the business reporting the Security. -
Breach (pursuant to N.C.G.S. § 75-65(b): .

Describe the cirsumstances surmundmg the Security Breach and state whether the information breached was

in electronic or paper format g2leedvo APAM A “: W 2 o/
7 ,}}, _ & . ,:ga). L LY 2K ghlilyd l/ %}’

eg "”-’7 fortha lon state"whethe the i ofm oubreac Ji orpo tl ybmao g A@

was passwotd protected or encrypted in some manner. If so, please descnbc the sccurity ‘

measures protecting the information:

Desmbe any measures takcn topreventa simﬂar Sccunty Breach from occmrmg in the future

Date affected NC residents were/will be notified: - o0 e
Ifthere hias been any delay in notifying affected NC residents, describe the cxrcumstances surrounding |

the delﬂYPmumtONCGs §75- 65(8)9{(0)) imwx&éh%a:hﬁb

I the delay was purs toa mqumt from law enforcement pursoant to N.C.G.S. § 75-65(c), please inctude the
written request or the contemporaneous memorandyum.

How NC residents were/will be notified? B%twn notice

(pursuant to N.C.G.S. § 75-65(e)) [ _Jelectronic notice (email)
Plozse sttach mpy of the potice if in writton form st a mpy of E{giaphono notice

any Scnptui mmce if in telephonic form. [ Jenbstitute notice

Stgnature. o "75:; /ﬂa’&m Date:
Contict Person, Title: __,&[-'éfbf £ RISK Aeencec s Y

Address: : A2 b3 T S Chop b S, £

(if different from above) _£oosv, cg,g rf N RECZE -
Telephone: 7402275 Fox: Frop-gzo=A82,7 Email _ﬁﬁé_ﬂfi’;—M!W s
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November 2, 2007

Name
Address

Subject: Possible Security Breach
Dear

Each ambulance operated by Cabarrus County Emergency Medical Services hag a
notebook computer on board that is used to enter patient information for record keeping
and billing purposes.

On October 28%, 2007 at approximately 10:00 PM, one of those notebook computers was
either lost or stolen. It contained the names, addresses, phone numbers and social
security numbers of approximately 28,000 people who have been treated by Cabarrus
County Emergency Medical Setvices over the last four vears. It also contained medical
information apprommaiel:. 58 individuals who recclvcd treatment between October 13™
and October 284,

The information on the notebook computer is protected by two passwords, but could be
breached by someone with highly developed technical and programming skills. -

To prevent such an incident from occurring again, another type of software will be used
in the future that does not require the storing of personal information in the notebook
conputers on board the ambulances. In the meantime, extra care will be taken to ensure
that the current situation is not repeated.

It is unknown whether the personal information in the missing notebook computer is iti
- the hands of someone who intents 10 commit identify fraud, but you should remain

vigilant by reviewing financal accounts and monitoring credit reports, which are

available free of charge at wwywv.annualereditreport.com or by calling 877-322-8228.

I ask that you please review the enclosed document from the North Carolina Attorney
General entitled “Received a Security Breach Letter?” for additional instructions and
suggestions. For more information you may call the Consumer Protection Division of the
North Carolina Attorney General’s Office at 877-5-NO-SCAM (877-566-7226) or visit

WwWw.NOsCaNNC. pov.
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dit reporting agencies (Equifax,

The Attormey General's Ofﬁc and the thr
ve of this polential security breach.

major cre
Experian and TransUnion security) ha b en notified

1f you would like to ¢ontact a Cabarrus County representative, please call or email Risk
Manager Tony Harris at 704-920-2424 or tlhamris@cabarruscounty us.

I deeply regret the occurrence of this preventable and unfortunate incident and hope you
will accept my apology for the inconvenience and disruption it has caused.

Sincerely,

John Day
County Manager
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