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North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Ad of 2005 

Date Serority Breach Reporting Form submitted: 
Date the'8ecurity Breach was discovered: 

PLEASE SUB~ FORMro: 
Consumer ProteCtion Di\ri..sion 
NC Attorney Genentl's ()f1ice 
9001 Mail SeJVi4;e Center 
Ralei~ NC 27699-900 I 
T¢lephone~ (919) 716-6000 
Toll Free in NC: (t11) 566·7226 
FAX! (919) 716;;6050 

~ number Df affected individuals: _2.~~ ..... &2-..t2 ........ ______ ..... _____ _ 

Estimated number ofNe residents affected: 2..~(lp.a , 0 

Name ofbusine~ maintaining or possessw.g information tha1 was the subject ofthc Soour~ Breach. if the 
businttss:ihat experienced the Security Breach is not the same entity as the business rePOrtin81he SecUrity . 
Breach (pursuant to N.C.G.S. § 75-65(b): __ ~ ____________ -...~~...,.--.~ 

Describe1he circumstances surrounding the S~ Breach and state whether the information breached was 
in electronic paper fonnal:! ~ c '. '# .' 

Deseribeany measures taken to prevent a similar Security Breach ftom occurring in the futUre; . 

, : 

tf~::C-l-h~~,!:~ (""'~~~"~:5f' z:~0t ; A;~j ; = $ A2:=:1=: ,:6 J;rJs;ti~ .. ' :1}.':a,r·, .. , . ,. .. ';' \~eo1 

Date affeCted NC residents were/will be notified: //16& oaz~ t?2Q.,~ .' 

rfth.~ ~ been any delay iA notiiYiDgaffected NC residents, describe the circumstance.s- surrounding 0 

the delaipursu~ to N.C.O.S. § 75-65(&) (c))~ rc. ,.c.c.. t-C! ... \.... t 1 NU <.~ti~c.*,"th. 

ltthe''''yw~ pUl'S to a reqUt8t from Jaw entorcement lJhNWlnt to N.C.G.s, § 7So65(c), pleBe i_elude t~ 
written'request 01' the ea .. ,empGrIlIleoas mem4)rADd~ 

HO\v'NC~sidents were/win be notified? ~tten notice 
(ptltSuantto N.C.O.S. § 7S",S(e)) Delectronic notice (email) 
Plea~e sttach copy nftbe Mti,c\!. \f}rl writ1en form !'It' a copy?f Otelepholl() notice 
any 5eriptW llOtitt if in Mephoruc lotIO, D$ubstitute notice 



'November 2, 2007 

Name 
Address 

Subject: Possible Security Breach 

Dear 

Each ambulance operated by Cabarrus County Emergency Medical Services bas a 
notebook computer on board that is used to enter patient infOlmation for record keeping 
and billing purposes. 

On October 2gtb.~ 2007 at approximately 10:00 PM, one of those notebook computers was 
either lost 'or stolen, It contained the names, addresses, phone numbers and social 
security numbers of approximately 28~OOO peopJe who have been treated by Cabarrus 
County Emergency Medical Services over the last four years. It also contained medical 
infOlTIlation approximat~lJ: 58 individuals who received treatment between October 13th 

and October 28th• 

The informatIon on the notebook computer is protected by two passwords} but could be 
breached by someone with highly developed technical and programming skills .. 

1-0 prevent such an incident from occurring again, another type of software will be used 
in the: future that does not require the storing of personal information in the notebook 
computers on board the ambulances. In the mean~ime: extra care will be taken to ensure 
that the current situation is not repeated. 

It is unknown whether the personal infonnation in ~e missing; notebook computer is in 
the hands of someone who intents to commit identify fraud, but you should remain 
vigilant by reviewing fmancIal accounts and monitoring credit reports, which are . 
avaiJabJe free of charge at :w\v)\~~nD'lmlcrQ.~UtrypDIt.com or by calling 877··322-8228. 

I ask that you please review the enclosed document from the North Carolina Attorney 
General entitled "Received a Security Breach Letter?': for additional ins1ructions aild 
suggestions. For more information you may call the Consumer Protection Division of the 
North Carolina Attorney General's Office at 877-5-NO-SCAM (877.566.7226) or visit 
www.noscamnc.gov. 
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The Attorney General's Office and the three maj or credit reporting agencies (Equifax, 
Experian and TransUl1ion secunty) have been notified of this potential security breach. 

If you would Uke to contact a Cabarrus County representative, please call or email Risk 
Manager Tony Harris at 704-920-2424 or tlhanjs@cabalTUscount;y.ps. 

I deeply regret the occurrence of this preventable and unfortunate incident and hope you 
will ace·ept my apology for the inconvenience and d.isruption it has caused. 

Sincerely, 

John Day 
County Manager 
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