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SELESFORCE 1o SPERR PEGE A7474

North Carolina Sccurity Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005
PLEASE SUBMIT FORM TO:

Name of Business Owning or Licensing Information Affected by the ~ Consumer Proteetion Division
Breach: salesforce.com ) e ttorney General s Office
2k - 9001 Mail Service Center

Address: The Landmark @ One Market, Suitc 300 Ralcigh, NC 27699-9001

San Francisco, CA 94105 Telephone: (919) 716-6000
Telephone: (415)901-8450 Toll Free | NC: (877) 566-7226
Fax: (415) 536-4616 FAX: (919) 716-6050

Email:  dschellhase@salesforce.com

Date Sccurity Breach Repotting Form submitted: February 7, 2008
Date the Security Breach was discovered: January 30, 2008
Estimated number of affected individuals: 3 in North Caralina, 2,339 overall

Name of business maintaining or possessing information that was the subject of the Security Breach, if the business
that experienced the Security Breach is not the same entity as the business reporting the Security Breach (pursuant
to N.C.G.S. §75-63(b): n/a

Describe the circumstances surrounding the Secutity Breach and statc whether the information breached was in
electronic or paper format: We recently became aware of the theft of an unencrypted extetnal storage device. The
information breached was in electronic format.

Regarding electronic information breached, state whether the information breached or potentially breached was
password protected or encrypted in some manner: Not applicable. If 50, please describe the security measures
protecting the information: Not applicable.

Describe any measures taken 1o prevent a similar Security Breach from occurring in the future: We are reviewing
and updating our employee data handling policies and procedures. We will supplement our annual online
information security training with in-person and online training specifically designed for personal data handlers.
We have already implemented technology to identify the transfer of certain types of data via email and the Internet.
Soon we will implement similar technology to prevent certain types of data from being transmitted from laptop and
desktop computers to external storage devices.

Date affected NC residents were/will be notified: February 8, 2008

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding the delay
pursuant to N.C.G.S. §75-65(a) and (c)): n/a

If the delay was pursuant {0 a request from law enforcement pursuant to N.C. G.S. 75-65(c). please include the
written request or the cont¢mporangous memorandum.

How NC residents were/will be notified? X written notice
(pursuant to N.C.G.5.§ 75-65(e)) electronic notice (email)
Pleasc attach a capy of the noti¢e if in writien form or a copy of telephone notice

Any scripted notice if in telephonic form. iJIsubstitute notice

Signature: _DD//’—&\ Date: | PR Y 4
Contact Person, Title:  “David Schellhasé, General Counsel
Address:

(it different from above)

Teclephone: (415) 90]-8490 Fax: (415) 536-4616 Email: dschellhase@salcsforce.com
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salef,]‘f)rce.com"

@uccess On Demand”

February 8. 2008

Dear salesforce.com Colleague:

We recently became aware of a theft of an unencrypted cxternal storage device that may have
resulted in the compromise of personal information of some current and former salesforce.com
employees, The potentially compromised personal information includes your name, Social
Sceurity number, and date of birth. We are working with law enforcement authorities to recover
the stolen device. We take our obligation to safeguard your personal information very seriously,
and arc working to further enhance our data security practices to prevent this type of event from
reocculTing.

The personal information was not taken from the salesforce.com application, and no customer
data was stored on the stolen device. This theft did not compromise our data centers or our
customer sccurity infrastructure in any way.,

The storage device was stolen from a vehicle along with several other items. We believe this
was a random ctiminal act, and we have no evidence that the information has been used to
commit identity fraud. Nevertheless, to protect yourself, we encourage you (o remain vigilant
and take the precautions described below to protect against identity fraud and in the attached
Identity Fraud Prevention Reference Guide.

To further assist you, we recommend that you register for credit monitoring, which we have
arranged to provide you at no charge for twelve months. In addition, you are entitled under U.S.
law 1o one frec credit report annually from each of the three national credit bureaus. The attached
Idenuity Fraud Prevention Reference Guide provides information on how you can register for
these free services, how to place a fraud alert on vour credit file, and recommendations by the
U.S. Federal Trade Commission on how to further protect yourself against identity theft.

[ hope this information is useful to you. If you would like to speak with us, please email us at
response@salesforce.com with vour question and the best way to reach you.

We deeply regret any inconvenience that this event may cause you, and we will continue to
monitor this situation closely.

Sincerely,
David Schellhase
General Counsel
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SALESFORCE 18 SFEAR PASE  A4.04d
Identity Fraud Prevention Reference Guide

Wa encourage individuals receiving salesforce.com’s letter of February 8, 2008 to take the following four steps:

1, Order Your Free Credit Report To order your freg eredit report, wisit wivw.annualereditreport.com, call toli-frec at 877-322-8228, or complete
the Annual Credit Report Request Form on the U.S. Federal Trade Commission's wehsite at www. fte.gov and mail it 1o Annual Credit Report
Request Service, P.O. Box 105281, Atlanta. GA 30348-5281. Do not cantact the three credit burcaus individually, They provide free annual credit
repotts only through the website or woll-frec number.

When vou recaive your eredit report, review it carcfully. Look for accounts you don't recognize. 1Look in the “inquirles” scelion for nates of
creditors from whom you haven'! requested eredit. Some companies bill under names other then their store names. The credit burcan will be ablc 1o
tell you when that is the case, And jook in the “personal information™ seetion for information (uch as your home address and Social Security
number) for any inaceura¢ies. Errors in this information may be a waming $ign of pessible identity theft. You sheuld notify the credit buteaus of
any inaccuracies in your report, whether dug (0 error or fraud, as soon as possible so the information can be itvestigated and, if found o bc in error,
cotrected. If there are necounts or charges you did not authorize. immediately notify the appropriate credit bureau by wclephone and in writing.

If vgu find items vou den 't understand on your report. call the credit burcaus at the number given on the report, Credit burcau staff will review your
report with you. If the information can't he explained, then you will nced to cal the creditord invalved. Information that can't be explained also
should be reperted to your local police or sheriff's o(Tice beeause it may signal criminal activity.

2. Register for Credit Monitoring We have arranged to provide you eredit monitoring at na charge for twelve months. Credit monitoring wiil

provide you with an “early warning system” 1 changes to yout credit file and help you understand the content of your eredit fite, The key features

and benefits are as follows: .

s Comprchenaive cradit file monitoring of your Equifax. Experian, and TransUnion credit reporls with daily notification of key changes to your
credit files from any of the threc agencies .

¢  Available wireless and customizable alerts

¢ Onc 3-in-] ¢redit report

s Unlimitcd aceess to your Equifax Credit Repon

= 520,000 in identitv theft insurance with $0 deductibic (cenain limitations and cxclusions may apply)

= Live customer service agents availablc 24-7 to providé personalized identity theft victim assistanee and to assist you in understanding the
centents of your Equifax eredit information and in initiating investigations of inaccutate information

We recommend that you register for this free eredit monitoring as soon as passible. To take advantage of this offer, follow this simple Intori¢t-bascd

vcrification and enrollment process:

s Visit wvw, myservices. equifax.comy/tri

s Consumer Information: complete the fottm with your contact information (name, address and e-mai} address) and elick the “Continue™ button,
The information is provided in a securcd environment.

» Identity Verification: complele the fort with your Social Security number, date of birth, telephone numbers, create a User Name and Password.,
agree to the Terms of Use and click the “Continue™ butten. The system will ask you up to two security queastions to verify vout identity.

+ Daymgnt Information: During the "check owt” process, provide the following promotional ¢ode: XXXX in the “Enter Promotion Codc™ box (no
spaces. include dash). After cntering your codc press the “Apply Code™ button and then the “Submit Order” button at the bottom of the page,
(This cede eliminates the necd to provide a credit card number for payment.)

e Qrder Gonlirmation; — Ciick *View My Produetl™ to access vour 3-in-1 Credit Report

Ty reccive this proguct by US Mail: Pleasc call toll-freg a1 1-866-937-8432,

3. Flace a Fraud Alert gn Your Credit File. To protéct yourse.f from possibie identity theft. consider plasing a fraud alert on youe credit [ile. A
fraud alert helps protect you against the possibility of an identity thief opening new credit accounts in your name. When a merchant checks the eredit
hisiory of someone applying for credit. the marchant gets a notice that there may be fraud on the accaunt. This alents the merchant 1o take steps to
verify the identity of the applicant. You can report potential identity theft to all three of the major credit burcaus by calling any one of the toll-free
fraud numhers befow, You will reach an autornaied telephone system that allows you 16 flag your fle with a frasd alert at afl three bureaus,

Equifax 80Q-525-6285 www, equifax.com
Experian 888-397-3742 www.experian.com
TransUnian §00-680-7239 WWW.Tansunion.com

You will be sent instructions on how to get a copy of your report from cach of the credit bureaus. As o possiblc victim of identity theft, you will not
be charged for these copies. Even if you do not initially find any signs of fraud on your reports. we recommend that you review your credit reporls
carefully cvery three months for the next vear. Just call the numbers above to order your reports and keep the fraud alert in place.

4. Apply the FTC's Recammendations. 11 you believe your identity has been stolen, the U.S. Federal Trade Commission (“FTC™) recommends that
vou take thesc additionel steps;

«  Closc the accounts that you have confirmed or beligve have been tampered with or opencd fraudulently, Use the FTC s [D Thett Affidavit
{available at www gonsumer.gov/idthelt) when you disputc new unauthorized accounts.

¢ Filcalocal police report. Ohtain a copy of the palice report and submit it to your creditors and any athers that tay require proof of the
Keptity thett erime.

*  File your concern with the FTC. The FTC maintains a database of idontity thefl cases used by law enforcement agencics for their
invastigations. By filing a concern, it helps the FTC leamn more about identity thefi and the problems viclims ars having so FTC
represcntatives can better assiet you. The FTCs Identity Theft Hotline toll-free number ja 877-IDTHEFT (877-438-4338) or you can visit
their website at www. fic.goy.

ldentity Fraud Prevention Reference Guide to salesfor¢e.com’s letter of Fobruary 8, 2008



