
North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

Name of Business O\\,l1ing or Licensing Infonnation Affected by the 
Breach: salesfoTce.com 
Address: The Landmark @ One Market, Suite 300 
San Francisco, CA 94105 
Tdepbone: (415) 901-8490 
F~:x' (415) 536-4616 
Email: dschellhase@salesforce.com 

Date Security Breach Reporting Form submitted: February 7, 2008 

Date the Security Breach was disco-vered: January 30, 2008 

Estimated number of affected individuals: 8 in North Carolina, 2,339 overall 

PLEASE SUBMIT FOR'" TO! 
Consumer Protection Divigion 
NC Attorney General's Office 
9001 Mail Service Center 
Raleigh. NC 27699-9001 
Telephone: (919) 716-6000 
Toll Free INC: (877) 566-7226 
FA,"'(: (919) 716-6050 

-

Name of business maintaining or possessing information that was the subject of the Security Breach, if the business 
that experienced the Security Breach is not the same entity as the business reporting the Security Breach (pursuant 
to nCG.s. §75-65(b); r'I/a 

Describe the circumstances surrounding the Security Breach and state whether the infonnation' breached was in 
electronic or paper format: We recently became aware of the theft of an unencrypted external storage device. The 
information breached was in electronic fonnat. 

Regarding electronic information breached, state whether the information breached or potentially breached was 
password protected or encrypted in some manner: Not applicable. If 50, please describe the security measures 
protecting the infonnatiQn; Not applicable. 

Oescribe any measures taken to prevent a similar Security Breach from occurring in the future: We a.re r~yi¢wing 
and updating our employee data handling policies and procedures. We will supplement alIT annual online 
information security training wjth in-person and online training specifically designed for personal data handlers. 
\V c have already implemented technology to identify the transfer of certain types of dal.'3 via email and the Internet. 
Soon we will implement similar technology to prevent certain types of data from being transmitted From laptcp and 
desktop computers to external storage devices. 

Date aff-ected NC residents were/will be notified: Febmary 8, 2008 

If there h3S been any delay in notifying ~ffected NC residents, describe the circumstances surrounding the delay 
pursuant to i'l.C.G.S. §75-6S(a) and (c): nfa 

If the delay was pursuant 1.0 a request from law enforc~ment pursuant to N.C. O.S. 75-65(c). please include the 
written request or the eont.¢mporanGous memorandum. 

How NC I'esjdent~ were/will be notified? 
(pursuant to N.C:.G.S.§ 75.65(e)) 
Pleasc attach a copy of the noti¢~ if in writ1en fonn or a copy of 
Any scripted oetke if in telephoniC fonn. 

x wriuen notice 
electronic notice (email) 
telephone notice 

Osubstitute notice 

Signature: .2~~ ___ -,--_____ ~ ___ oate: f;;J'. /-, ·2.~1 
Contact PeTson, Tille: '-David Schellhase" General Counsel 
Address: 
(i1' different from above) 
Telephone; (41S)901-S490 Fax: (415) 536-4616 Email: dschellha5e@salcsforce.com 



Fcbnm.ry 8.2008 

Dear salesforce.com Colleague: 

\Ve recently became aware of a theft of an unencrypted external storage device that may have 
reS1.1lted in the compromise of personal information of sollie current a.nd former salesforce.eom 
employees. The potentially compromised personal infonnation includes your name, Social 
Security nllnlbcr, and date of birth. We are working with law enforcement authorities to recover 
the stolen device. We take our obligation to safeguard yow: personal intbrmation very seriously, 
and arc work.ing to furthel: enhance our data security practices to prevent this type of event from 
reoccurring. 

The personal information was not taken from the salesforce.com application, and no customer 
data was stored on the stolen device. This theft did not compromise our data centers or our 
customer security infrastructure in any way. 

The storage dey-icc W~$ stolen from a vehicle along with several ot11er items. We bcli~ve this 
was a random criminal act, and \ve have no evidence that the infonnation bas been used to 
commit identity fraud. Nevertheless, to prated yourself, we ertCourage you to remain vigilant 
and take the precautions described below to protect against identity fraud and in the attached 
Identity Fraud Prevention Reference Guide. 

To funher assist you, we recommend that you register for credit monitoring, which we have 
arranged to provide you at no charge for twelve ltlonths- In addit1on, you are entitled under U.S. 
law to one fTee credit report anmlally from each of the three national credit bureaus. The attached 
Identity Fraud Prevention Reference Guide provides infomlation on how you can register for 
these free services) how to place a fraud alert on your credit file, and recommendations by the 
U.S. Federal trade Commission on how to further protect yourself against identity theft. 

I h0pe this infonnation lS useful to you. If you would like to speak with l.lS. please email us at 
response@salesforce.com whh your question and the best way to reach you. 

We deeply regret any inconvenience that this event may cause you, and we will continue to 
monitor this situation closely. 

Sincerely, 

y~/~ 
David Schellhase 
G€neral Counsel 
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ldentity Fraud Prevention Reference Guide 

We encouro.f:!:e mdividuuls recei-ving 31llcsforce.com's letter of FCbf1l3.I,)' 8, 2008 IO take the following four ~te!ls: 

1. Or~e, Your Ft;~e Credit Report To order )'our free c(cdit report. VIsiI IVww.annualercditrcport.com, call toll-free at 877-322-822K, or complete 
the Annual Credit Repon Reques1 Fonn on tile U.S Federal Trade Commi~sion's websit .. ;)l www.ftc.gov lInd mail it to Annual Cn:dil Re.port 
Rcqu~~t S~rvice. PI) Box 105281, ,\!lanta., GA 30~48-5281. Do not contact the three credit hurcaus individ\H:llly. They provide free annual credit 
r .. p<)\'lS only througn lh~ website or toll-free number. 

When yo", receivc your credit rCpDrt. rcview iI carefully. Look for J.CCOUIl\S y,)U don't reeoEnlze. Look. in the "Inquiries" scction fer Illimes of 
creditors from whom you haven't requested credit. Some comj:l!lnies bill under names other tM1'I their store "ames. The! credit buml.l1 will be able to 
tell you when that is the case. /\nd look in the "pet~¢J'lill informal-ion" scction for information (such IllI )our home lI.ddt¢~~ and Social Security 
numbl:r) lor any inlle<;;\lrtl¢i~s Errorg in this intolmation may be a wllrning ~i~t\ of pOSSible identity theft. You ~hould notify th~ credit bvr¢~u~ of 
Qn>' inaccuracie~ in your report, whether duc 10 error or frnud, as SOOI'l as possible :ID the intonnalion 1:11n b .. iIWe~!ig3ted and.. if found to be in error, 
¢,)rtcetcd If there are accounts or charges you did not (luthori.:e. immediately notifl the QPpropriflte credit bureau by tclephone and il\ writing. 

If )'QU riM items you don 'I understand on your rcport. Gall the credit bum)\I$ a.t the: number given on the repolt, Credil bur.,;,n,l staff will review your 
rep on wilh you If the informati~f\ can'l be e'(plained, then you wilt need to call th, crcditor:1 invoh.;ed. Infol'mation thaI can'l be explained also 
should be reported to \'our local policc cor sheriffs (lrnce bcclIu!:e it mny ~iBnrrl criminal aetiyilY, 

2, Rc.ai~tcr for Cr<:<!i( Monitori,!!l. We have arrnnged to provid( you credit moltltl)ring llt no charge: [or Iwelvc months. Credit monitoring will 
provide !-'OU ..... ith an "carly waming system" IO I:h<lnges to yovr credit file ~nd help you understand the content of your credit flit, The ke)l rearurcs 
and benefits are as follow~: 
• Comprchcn3ive credit file nlonit(lfil'lg of your Equifax. Expcrian. Ilnd TransUnion I:redit repor(S with daily notification 01' kE)Y changes to your 

~;-cdit liles from i1ny of the three agencies . 
• Available wireless and cmtomi7..ablc: alc:rL~ 
• One )-in-I credit rli:port 
• Unlimitcd access to your Equifax Credit Rc:pon. 

$20,000 in id¢ntilY theft inS\lrance with $0 deductible (ecrtnin limitations and c;;xclusions I'TUly appl) 
• Uve clIstomcr ~ervice agents available 24-7 to provide pel'!lonalized identity theft victim assistance find to ru;si5t you in vnderstanding the 

.;ontents Qf )Ol.lf r::quif:.lx credit information Ilnd in initiating invl:stiIJations of inaccurate information 

W~ rccQml'rlt!.,ct Ihnt you regj~tcr for Ihis free credit monitoring lIS ~oon as p09sible. To takc advanragf: of this offer, follow this simple Intcni¢t-bMcd 
verification ~nd enrollment proC\;SS; 

• Visit. \~wW,Il\y~crvice::s.equifax.com/tri 
• ConsUlr.ter InformatioCi.: complete th<; form with your contact infonnation (name. addrcss and e-mail .. ddl.¢~~)andelickthe;.Cominue •. button. 

111<;; information is provuled in a ~eeurcd environment. 
• Ident .. \)' Verification.: complcte the f(;t~ with your Social Securit)· number, date ot'birth, telephone nYn'l\:ler~) crl:!Ite IllJscr Name and Pa~qworcl, 

agre:e to [he Terms of l:~e and click the "Continue" button, The ~ystem will ask you up to two security questions to verify your identity . 
., Payment Information; During \Il~ "check out" process, provide the (ollowing promolional ¢O<ie' XXXX in the "Enter Promollon Codc" box (no 

~pae:e:s. include dash), After entering your codlO press Ihe "Appl~ C:Qde" button and then the "Submit Order" button al the bottom Of tile page. 
(This elIde eliminates l~e need to J'lrovidc a crEdit cnrd number ror payment,) 

• Order ~,p.nfi!'mation: - Click "View \1y Product" !O ncccss you~ 3-in-1 Credit Repon 

Tu ~(>cei\.C this pro(lucl bv US Mail: rlea~\; caB toll-fr<;o; III J -866-937-8432. 

,3. Pilice " Fuud Alert on Your Credit File. 1'0 protect yourse, f from pOSsible identity theft:. consider placing D. fl'a~ld /llert on your credit file. A 
fraud (lll:r\ helf)5 I'rotcct yO\l against the possibilil:)' of an identity Lh ief QP~nil'lfj; new credit account!: in >,OtIT name. When a merchant checks the credit 
hi~[ory of someone applyins fot' credit. thow merchant get~ a notice thrrt Ihere mDY be IrBud on the account. Tllis D.lert~ the mE'rchant (0 rah steps to 
"~rify the:: idcMti:: {'fthe npplieanl. You clIn repmt p(ttentia.1 idr;nhlj' theft to !til three oFthe major credit bureaus by calling any om; oflhe toll-free 
fraud number~ belov" Y (HI will rench an automated telephone system Ihllt allow~ yO\! \0 tlag your 012 with a frflud alert at all three bureaus. 

Equilax SOO-S~5-6285 www,e!quilaxcnm 
EXl'erian 888-397-3142 www.expcrio.n.com 
TransUnion 800-(j80-72S9 www,(ransunion.eom 

You will be scnt instl1Jetion:< ¢., how to ~el a copy of your report from each of the credit bureaus. As 0 possible victim of identity theft, you will not 
be chnrged for these copies Even if you do not ill itially find {lny signs of fraud on your rcpons, '1"'c recommend \Mt YOll review your crcdil rcports 
ear¢f!)lIy every three rnanths for the next yenr. Just call the numbers :\bl)\'e to onter your reports ancll<eep the fraud Illert in plo.cc, 

4, App'y tilt FTC's ReenmmendSltions. It'YOli believe your identity ht\s "een stolen, the U.S. feder111 Trade Commission ("FTC") recommends thaI 
YOli lake lhc~c additlonalstcps; 

Close 111~ :tccounts thilt. you have confirmed or b .. li¢ve hllve been tampered with or open cd fraudulently, vse the FTC'~ ID Theft Affidavit 
(av1\ilabh. til. Ww\V,l:on~umer.g(lv!idthert) when you disput" new uni1\lth(lrize:d accounts. 

• File" local pollee report. Obtain 11 cop)' ofth¢ p(llie:c re:J'~rt and submiI it to your creditors and any other5 th,,\ j'tl3y require proof ortlle 
ido;;ll(ity th~l1 crime. 

• rile your concern with Ihe FTC. The FTC maintain~ a database ot' idcnlilY theft Cf1~es uscd "y Ia.w enforcement agenCies tor their 
it\vc~tig:1tiong, By filing a concern, it helps ihc FTC leam mQr~ nbout idemit)' theft and the problems yictims arc ho'ving so FTC 
reprcscntlltives can b¢uer as~ist YOll. The fTC's Identity Then HOllin~ toll-fT~¢ .,umbcr i9 877-IDTHEFT (877-438-4338) or you eM yj5it 
their wcb:;ile fi( WWW.l1c,gOl', 

lctctltity Fraud Prevention Reference Guide to ~ale$fOr¢e,c(\rn'~ letter of Fcbruary 8,2008 


