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North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO: 

Breach: k ein~ II\.4"il-n...iett''I: s. 
Address: I NQr"'" b (15 (, II c • $" i.:tc "QD 

Telephone; 
Fax: 
Email: 

Cl.rq.$O I to {., 0" () 'l. 

Consumer Protection Division 
NC Attorney Ocncnd'~ Office 
9001 Mail Service Center 
Raleigh, NC 27699.900 I 
Telephone: (919) 7l6~6000 
Toll Free in NC: (877) 566-7226 
FAX: (919) 716-6050 

Date Security Breach Reporting Fonn submitted: ~8-+K~.;;..a.._dt<::..::...;~;.:.""...;;":;..;:t~Ni" ___ ; ..... I_,.r--.:...o1 Q;:...Il::.".L~~~_ 
Date the Security Breach was discovered: _4:..L-II:....:..,..~.,.L..L.:1 o:..;'8~ ___________ _ 

Estimated number of affected individuals: -,;....J~q-~---------------
Estimated number ofNe residents affected: ----=J~+:....-__ ~ __________ _ 
Name of business maintaining or possessing information that was the subject of the Security Breach, if1he 
business that experienced the Security Breach is not the same entity as the business reporting the Security 
Breach (pursuant to N.C.G.S. § 75-65(b): PfArR ...... ~JIJC~+,\Dtv'! JillC-. ' 

Describe the circumstances surrounding the Security Breach and state whether the infonnation breached was 
in electronic or paper fonnat: II" V"'VT~ IIP,,'l"4(tt. it'll 14f't7 Wd.:$ 410~" tp rt"IIT'r'Jttc t1! S; 44t .. .1.; .. "( 
fh. .. t ,oftr'!li"t'{ ploJrfl't'i Irl9Cr!t.mbDi v(~,( ''1 -t1" H't,'nfttV&u .Ugi .. try w.'Ii'(~cS'. 

Regarding electronic infonnation breached. state whether the infonnation breached or potentially breached 
was password protected or encrypted in some manner. No. If so, please describe the security 
measures protecting the information: _____________________ ~ 

Describe any measures taken to prevent a similar Security Breach from occurring in the future: 1\t "",L t l+ .. , Iv. r ~ 
+.~pC1,..ttr;' .. -t-.~!\ dP"""4 A"J pt'CI.'i,.",,,,,i""'J CI..4ftSlf 4 .. / attus'«ur • ..." O*"",Vcrl' '+1(('( /"'p/C.,.ht,J i:Pp .... -r .. "'+-­

"f1.t. r,;nr fu:' ,.,/'hlr~ -tt.,''''i 911.1'9 ~tr"c k:.r. 

Date affected NC residents were,iQ'ziU" notified: 

If there has been any delay in notifying affected NC l'e~idents. describe the citcwnstances surrounding 
the delay pursuant to N.C.O.S. § 75-65(a) and (0»): tJ LA . .. " 
Ifc~e delay was pursuant to a request from law entol'(emeot punuant to N.C.G.S. § 75-65(e), pleage inelude the 
wntten request or the contemporaneous Jnmlorandum. 

How NC residents were/will be notified? I:8!written notice 
(pursuant to N.C.G.S. § 7S-6S(e» DelectrOniC notice (email) 
Please attQcb (lOpy of the notice: it in 'Written form or a (;Opy of Dtelephone notice 
any seripted notice if in telephonic form. Dsubstitute notice 

: 
11: lifO,. AI'''' 0., 4-.s:-q 

Email:-3.orJ(..coJ.n. lIgeft ............. C...l d."" 
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July 11, 2008 

Dear Heinernann-Raintree Customer: 

Heinetnann-Raintree, publishers of PreK-SecondfU'Y nonfiction books for the library and classroom. 
maintains websires where customers can learn about and purchase OUr products. Wo have learned of a. 
bre;tCh of the seeurity of those websites, 8lld wAnted to infOml you abotat it bccaU5C1 your credit card data 
ma.y have been compromised. 

We recently lcamed that in January 2007. an unauthorized person was able to obtain aC008S to the 
database that contains the produot iDfonnation wod by the HGincllWUl-Rafntree web sites. This gave the 
person the ability w view information appearing on the websites. including information provided by our 
customers to buy Heinemann-Raintree products on the .!lites. As a result, this person may have been ablo 
to view out customers ~ names, billing and shipping addresses, pllyment methods. and oredlt-card numbers 
(ifthc custonum.i paid with credit cards). 

When we learned of this unauthorized access, we inunediately diSlcontinu.ed operation of tho wcb$ites, on 
a tempornry basis, and corrected the problem that wa" allowing tho unauthorlzed access. The websites are 
now up IUld running, and ate suo and ~ecure. They can be reached at www.heiOeJl12mnta.intree.QOlD, 
www.helnemannIibrncom. and WWW,heinemannclassrocttn.oom, 

As a result of this una\lthQNed aCCC:i$l it is possible that your credit ClU'd infol'Iilation eould be misused,' 
alth9ugb at this t1Ine we have seen no evidence that this has occurred, 

We have notified OUf credit card prooessor of this incidOllt. We also recommend that you oontact your 
credit card is;uer to a.dvise thom of tb~ incident IUld to arrange for a new credit card. Here are some other 
things you can do to monftor and protect your oredit file. or ifYOll think your credit ow information has 
been misused: . 

Fraud Alert. You can place a fraud alert on your credit file. By doing so. you let c~itors mow to 
W'IItch for 5Q.Spiclous a<:t~vity in your accounts, such as someone trying to open a OfCdit -carel acwunt in 
your name. 

To place a fraud alert, ~ou only need to call one of the following three major credit ",porting agencios, 
because each agen,?, WIll alert the other two. Your phone call will tako you to an. automated phone 
systenl. Be Sure to listen carefully to the selections aud btiCAtc thilt you arc at risk fol' credit fraud. 

Rquifax 

(883) 766"()008 
Consumer Fraud Division 
P.O. Box 7402Sti 
AtlQntA, GA30374 
htto:ltwww.egujfax.com 

1102J15 

Experian 

(888) 397-3742 
Credit Fraud Center 
P.O. Box 1017 
Allen, TX 15013 
http·.!www.8xperian.COm 

1 

(800) 680-7289 
Fraud Victim Agsistanco 
Depmtu.mt 
P.O, Box 6790 . 
Fulbton. CA 92834 
http://www.tuc.com 



AUG-OB-200B FRI 02:23 PM FAX NO. 

Soon after you place a fraud alert. you will receivo credit reports by mail, and at no chargo, from all 
throe credit reporting agencies. In the credit report: 

.. Ch~k your personal infonnatio~ including home address, Social Swurity numb~r, and Qtber 
infonnation, for accuracy. 

• Look for actions that you dld not authorize, such as OhargC3 that you did not ~(), D.COO\U\ts that 
you did not open. or inquiries from creditors that you did not initiate. 

If you find anything in the credit report that looks wrong or that you do not understan~ call the CfCdit 
agency at the telephone number listed on your credit report. and close accounts that havo been tampr:4ed 
with or establilihcd fraudulently. 

Please note that, by law. you are entitled to one free credit report from each of the three credit bureaus 
once eveay 12 months, whether or not you decide to place a fraud alert on your credit file. It is a good 
idea to poriodically obtain these rCiporl:s, and confirm the: a.ctiYity in your credit file. Checking in this way 
can help you spot problems and address the~ quickly. We suggest that you ~emain vigilant abOllt 
monitoring your credit accounts for at· least ~e next 24 months.' '.' 

We a Pollee Report. If you find suspicious activity on your credit reports or have reason to bolivvc:: yqur 
infonnation is being misused. cal) your local P9Jice department and file a police report. Obtain a copy of 
the report, because many creditors want the information it contains to absolve you of the fraudulent debts. 

IDle a Complaint with the Federal Trade Commission CTI'C") or you state', AUomeyGcne.raI. 
You should also report any suspected identity theft to the.FTC at www.t\Q,goylidi:beft or at 1~877-II).. 
THEFI' (877 .... 38-4338) and to yout state's attomey genelal. U'YQU notify the FTC, your complaint will 
be ad.tcd to tho'FfC's Identity Theft DAm CI~aringhousCl. whore it will be accesslblc to law enforcers for 
their mVO$tigations. 

Please know that we greatly regret that tbig moident ooourred, and.wo havo taken steps to COlT~t the 
?roblem. Wo are fully committed to protecting·the privacy and col1tidentiaJity of our oustomers' personal 
Information. If you have any questions about this incidont, abo1lt this letter. or about other issues raised 
here, please call the Heinemann-Raintree Customer Service Center at (888) 4S4-2279. We thltDk you for 
your understanding. and for being a Heinemann-Raintrcc custom«. 

Very truly yours, 

Graham Shaw 
President 
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