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North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO:

Breach: Heinemann-Naintree Consumer Protection Division
Address: | _North (afalic Svite (800 NC Attorney General’s Office
Chicasn it GO6 o2 900]' Mail Service Center
Telephone; Jto 324 5 20O Raleigh, NC 27699-2001
Fax: 217 324 T 201 Telephone: (919) 716-6000
Ermail: W, He: T inteer o Toll Free in NC: (877) 566-7226
At LESLUIMANA PRInTr - Com FAX: (919) 716-6050

Date Security Breach Reporting Form submitted:  8/¥/04, (Letter searr lila ®
Date the Security Breach was discovered: - ’ e X AL-F 4

Estimated number of affected individuals: 1,940

Estimated number of NC residents affected: _ 3 9~

Name of business maintaining or possessing information that was the subject of the Security Breach, if the
business that experienced the Security Breach is not the same entity as the business reporting the Security
Breach (pursuant to N.C.G.S. § 75-65(b): _Pearsar Edvcetion iwe,’

Describe the circumstances surrounding the Security Breach and state whether the information breached was
in clectronic or paper format: Aw ynpuvhoraedthird pace le enerTy datada e
ontaine dysti i (Y4 Hes sRaintroe WebsSI7rs

Regarding electronic information breached, state whether the information breached or potentially breached
was password protected or encrypted in some manner. _ NO. If so, please describe the security
measures pratecting the information:

Describe any measures taken to prevent a similar Security Breach from occurring in the future: T wel s/ +et were.
Femporsril, i:a:l'i.gn dowe), dud Proxrammivy changer and otler SecueiT) taonicel (arer'e ( mplemente d 41 provect
The 83728 Bawm Twtvre W)y d facey atacikes,

Date affected NC residents were/witiNow notified: ~2i4lo&

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding
the delay pursuant to N.C.G.S. § 75-65(a) and (c)): NiA

If t.he delay was pursuant to a request from law enforcement pursuant toN.C.G.S. § 75-65(c), please include the
written request or the contemporaneous memorandum.

How NC residents were/will be notified? written notice

(pursuant to N.C.G.S. § 75-65(e)) electronic notice (email)
Please attach copy of the notice if in written form or a copy of Dtelephone notice

any scripted notice if in telephounic form. [ Jsubstitute notice

%
Signature: P,V . Date:_8}#/op

Contact Person, Title: _(leseye Costello Sy, Vice Pres,) doms

Address: _Peavion Edveaping, inc
(if different from above) T U 'u fh".l t Wiver #T 09459

Telephone: 201 23 L3432 Fax:20] 313 8149 Email:_yzosyr ., cormlle, @ pograeiedscom
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July 11, 2008

Dear Heinemann-Raintres Customer:

Heinemann-Raintree, publishers of PreK-Secondary nonfiction books for the library and classroom,
maintains websites where customers can learn about and purchase our products. We have learned of &
breach of the security of those websites, and wanted to inform you about it because your credit card data

may bave been compromised.

We recently leamed that in January 2007, an unauthorized person was able to obtain access to the
databasa that contains the product information used by the Heinemann-Raintroe websites, This gave the
person the ability to view information appearing on the websites, including information provided by our
customers to buy Heinemann-Raintree produets on the sites. As a result, this person may have been ablo
to view our customers’ names, billing and shipping addresscs, payment methods, and credit-card numbers
(if the customers paid with credit cards).

When we learned of this unauthorized access, we immediately discontinued operation of the websites, on
a temporary basis, and corrected the problem that was allowing the unauthorized access. The websites are
now up and running, and are safe and secure. They can be reached at www.heinemannraintree.com,
www.heinemannlibrary.com, and www.heinemanpclaseroam com.

As a result of this unauthorized access, it is possible that your credit card information could be misused,
although ar this time we have seen no evidence that this has occurred.

We have notified our credit csrd processor of this incident. We also recommend that you contact your

eredit card issuer to adviss them of this incident and to arrange for a new credit, card. Here are some other

;hings you :zn do to monijtor and protect your credit file, or if you think your eredit card information has
&N misused. ’

Fraud Alert. You can place a fraud alert ot your eredit file. By doing so, you let creditors know to
watch for suspiclous actlvity in your acoounts, such as somecne trying to open a oredit card acoount in
your name. .

To place a frand alert, you only need to call one of the following thres maj i ing agencics
; jor credit repotting a A

becausc cach agency Wwill alert the other two. Your phone call will take you to an :;ztomgted phone

system, Be sure to listen carefully to the selections and indicate that you are at risk for credit fraud,

Equifax Experian TransUnion
~ (888) 766-0008 (888)397-3742 800) 680-72
Consumer Fraud Division Credit Fraud Center f’ram)i \figt;,mszssistanoo
P.O. Box 740256 P.O. Box 1017 Deapartment
Atlanta, GA '30?74. Allen, TX 75013 P.O. Box 6790
http:/fwww.equifax com o experian.co Fullerton, CA 92834
. http:/fwww. tuc.com
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Soon zfter you place a fraud alert, you will receive credit reports by mail, and at no charge, from all
three credit reporting agencies. In the credit report:

Check your personal information, including home address, Social Security number, and other
information, for accuracy.

¢ Look for actions that you did not authorize, such as charges that you did not make, accounts that
you did not open, or inquiries from creditors that you did not initiate.

If you find anything in the credit report that looks wrong or that yeu do not understand, call the credit
agency at the telephone number listed on your credit report, and close accounts that have been tampered

with or cstablished frandulently.

Please note that, by law, you are entitled to one free credit report from each of the three credit bureaus
once every 12 months, whether or not you decide to place a frand alert on your credit file. It is a good
idea to periodically obtain these reports, and confirm the activity in your credit file. Checking in this way
can help you spot problems and address them quickly, We suggest that you remain vigilam about

monitoring your credit accounts for at least the next 24 months.

Filo a Folice Report. If you find suspicious activity on your credit reports or have reason to beliove your
information is being misused, call your local police depariment and file a police report. Obtain a copy of
the report, because many creditors want the information it contains to absolve you of the fraudulent debts.

Fite a Complaint with the Federal Trade Commission (“FTC") or your state's Attorncy General,

‘You should also report any suspected identity theft to the. FTC at www.fic.cov/idtheft or at 1-877-ID-
THEFT (877-438-4338) and to your state’s attorney general, If you notify the PTC, your complaint will
be added to the FTC’s Identity Theft Data Clearinghouss, where it will be accessible to law enforcers for

their investigations.

Please know that we greatly regret that this incident oconrred, and we have taken steps to catrect the
problem. We are fully committed to proteoting the privacy and confidentiality of our customers® personal
information. If you have any questions about this incident, about this letter, or about other issues raised
here, please call the Heinemann-Raintree Customer Service Center 2t (888) 454-2279, We thank you for
your understanding, and for being a Heinemann-Raintree customer,

Very truly yours,

Graham Shaw
President
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