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North Carolina Security Breach Reporting Foo-~

Purspant o e {density Theft Pretestion Ap -0 30 <
Malte LU Billigga fogegung o onensing Tnformation Affacted by he FLEASE SUBMIT FURM TO:
Breaci: ?g[:’ Consumer Protection Division
Address: NC Astomay General's Office

9001 Mayl Sersigz Canter

Telephopr:- o D,,.,‘ P 7,1?'_: .A,— ‘:’;‘;-;{}'
Fas. T e e TS Talanhase: (G177 22000
i ST s e oo e sy e 1 MO (B77) 566-7226

FAX: (9171715 -6050

Date the Security Breach was discoveradt N”‘ﬁi”kb“ﬁ‘l 2008
e e nimoe
Estmated mumber of afenied individanlsy  Do@ows
1.300

Estimated number of NC residents affected:

Name of business maintaining or possessing information that was the subject of the Security Breach, if the
business that experienced the Security Breach is not the same cnmy as the business reperting the Security
Breach (pursnant to M.C.G € & 75.65(k): Mazic Brands, LLC, 5750 Yopac Bapy St_ih, alie €300, Austin, TX 78745
The Secuzicy Brenon eocwrred ara Fuddn

rapl onersted § Brands, LLC. Magic Brands, LLC [ fizn a3 8 maner of
course, but i3 pr3v s

znediimntiag e uipliad segsed srnaiien 10 be brelly Jo;.- On & 5y o e an credit and dcbn card truck data.

Descrive the circumstances suiro undmg the Security Breach and state whether the information breached was

in electronic or paper format: The zestaurant was targeted by an individual
or individuals sezking to obktain electronic card data illegally by hartkirg inte the pelar of zale -

aysrem and installing a key loggeY £hat 1n_ezccpke5 daca betc*e it was encr*rp_eq

Regarding electronic informartion breached, state whather the infon Jtion Ure sl :;Lumalxyb*—aﬂhad
was paszword protecied or ensrynted in some manner. . I so, please SSABE Wit i1y
measures nr,.rﬂcnpfrzw s Thie #iaceronic lafcrmation brearhs R L wiabaord

protested or E'ICI.‘YD’CEQ at tnc point of incerception.

Describe any measures taken to prevent a similar Security Breach from occurring in the future: _
Fuddruckers restaurant logations operated by Magic Bra dq,.LLC‘ have protecricns in plag

congistont with il phav reqmw.q for DCI .

Fenyuary 2009

Dare affecied NC residents wiere/will be notified:

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding
the de!ay P!Jrsuant to N.C.G.S. s 75- 55(3) and (C)) Upon becoming aware of the breach, Magie Brands, LLC immediately conducied an

Investigation int2mwlly and through forcnsic expran 12 pro pcrly wermify all affeicd enpromers onil s vecyrn the syéfom. O"ur nanficstion ol Impnaed Cuprmars wrz s n o L HCIE givoa 2 oot 30 wndonak shose Sipd
L ndipsly wh o 2Libs brznzh

Ryenat A MO0 8 923, 75:6 40 Menis Brande (1.0 0 g imasn —
Ithe delsywas 3_,=._:rsu nt e o reguest feooy Jaw snforcoment pursuant to N.CG.S, § 75-65/¢), please imlasde the
writfen ¢

How NC residents were/will be notified? [Xlwritten notice
(pursvant to N.C.G.S. § 75-65(e)) [CJelectronic notice (emnail)

Please attach copy of the notice if in writien form or a copy of ["]telmghnnp notics
any scripted nntics i in tedaphoni Form { me sTitute potice

ERT SRS zé&;m?« ?‘J.ﬁ’ SN B o IR WA g TR T M MU R L e S0
Signature; “L yJ N Date: T

Contact Person, Title: _Peter F Durning, Esq. -

Address; Goulston & Storrs, P.C. . T

(if differenz from ebove) _ 400 Atlanlic Avenue, __Boston, MA 02110
Telephons: | (£17) 492-

1776 Tex: (8171 574-75689 Croail- piLu rh ug(qcml st anc.a it o r*1: 5 .com
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January 27,2000

Fuddruckers, a chain of casua! restaurants operating thiroughnut #he "0
States, recenlly iearned that a small number of our restaurants weie targeted by
an individual or individuzais seeking to illegally obtain credit card data. We are

exiremely concerned that this has occurred and take this situation very seriously.

You are receiving this letter because you dined and used a credit or debit card at
one of the Fuddruckers locations where data may have kaee -~
sifcerely apoiogize for any inconvenienne this may causs you and wan: our
customiers to understand how they may bea impacted.

Based on what we have learned to date, the information was illegally obtained by
the outside individual(s) between July and November 2008‘ however the
information could ba used at any time subsaquent to tul -5, 202 E
been informed that sorne custorners whose data was ob*ammd have had
fraudulznt chargas placed on their credit cards. You should check both past
and future eredit card account statements carefully for unrecognized
charges, which could indicate fraudulent activity.

ifthers are unrecogaizad charges on your credit card, voo should coriacladie
credit oard company issaing vour card immaediately, to ack that they remove the
frauduizgnt cnarges and issue you a new card. Only your credit card company
can address this issug; Fuddruckers cannot intervene on your behalf.

The only information our company has limited access to while the card
transaction is being Cn;"a’”'.' o, and whicn was subiecl io the unauvthrrized
accsss and acquisition, a ¢ the credit card number, expiration date *:.,,J ramsa
associalod with the cam. Though Fuddruckers does not have any other
identifying data (such as social security nurmber, address, date of birth, or
security code associated with a card), you should still treat this issue s;er*ou !y
and carefully monitor your credit report for signe of improper card v
$0, you should contact ong of the three asaior cradid reporting agen i
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zoutax: 1-800-525-¢6283, waw.gaufax.com, 2.0. Box 740241, Atlaria, GA
3C374-0241

-y PR s B T §one e -

Cde e L, fiweexperian.com, P.O. Box 3532,

TransUnion: 1-800-680-7289 . www.transunion. com, Fraud Vietim 2:siztarncs
Divizion, P.0. B2y 8750, Fulierton, CA 92834-8790

Fuddruckars has always laken the gacurity of data transmissions very serously;
gs a result of this situation, we both redoubled our efforts at the locations that
were impacted and increased monitoring of our other restaurants. Cur
remediation efforts complied with accepted security bast practices and industiy

erbeyes 4-,-,;
- a Lat .J.J

Ourinternal investigation i3 now complate and we have no reason to believe this
problem is ongoing. To further increase the security of our system, we have
taken a number of additional precautionary steps and we are confident that
current credit card transactions taking place at our restaurant are eotus.

Should you have any qusstions, pleass calv 1-888-B24 1314, You will be
directad to leave a message w:th your name, number and nature of your
concerns and the appropriate person will return your call within 24-48 hours. As
a rerminder, you should immediately contact your credit card company if you are
cencemnead asout unrecognized charges or other frandutant aztiylty
Onos zoain the an 3t Puddrickers wouid ke o apalogize for &,
mnconvenience this issue may have caused you. We appreciate your patronage
and thank you for your support.
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