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iLE-\.S£ SLB:"tHT FORM TO: 
Consumer Protection Division 

NC A:tofT]f!Y Genenl's Ofnce 
900 I Mail Se;,,'~ce Cente: 

Tde~h0'~' (n 'Y, .. ~ '· .. ~·'(';C 

'1 OJ; ;';ek; 1,', 'he: (877) 566-7225 
FAX; (919) 716-6050 

Date Security Breach ReponingFonn submitted: February 5, 2009 ,_~ ______ ._, __ ~ 

Date the Se~urity B.-each Was discovered: Novernber 2008 

Estimated number ofNe tcsjdents affected: 1,300 
------------------------------

Name of business maintaining or possessing information that was the subject ofthe Security Breach, if the 
business that experienced the Security Breach is not the same emity as the busjne~s reporting the Security 
Breach (Pllr5U3I1ttO N.Cr} ~ § 75,,65(1::-): _~~~~'JZ:c_E':::il·J]d", U_~~~=:jO_'/~pctAP~ S~_c\.:,u:;:.s:300.A'Ustj!l. TX 7..&74 9 

The s~:u,;'j ar"ll~n tcr.ul'l'd fi! Ii. fJ':ljl1J~k<:-; r;s'~,un:" oc~rated "Y tb[lc Br1l!!d.~.ltc, ~.~.,gjc Bffil\ds. LtC C '.0, ~" IrJ' :,.' '"~- '~r.: .. :~!ie~ a~ a mQtt~r of 

'D;~~~~~~ ~~~~ii~~~;~I~~~~!S'~~~~di~~1fu~~~~~~~r~;f~D;~~t~ '~h~~~r ihe'{n;tormat{b~;b~~~~~~de~:srd tr~ck ~u. 
in electronic or paper format: The restaurant: was ta!"geced !?y an individual 

Dr individuals seeking 1:0 obtain electronic card dtlca. illegally by ha;:kir.g int;c rhe PCillt: of eale 
Elysr.em and insr;alhng a k.!y !egg;;!r th3.l: illt:erCep'i:.<!;1 da1;a-beIo~eit. \-las en'c0.:n:::e"d, 
Regarding electronic inff')rrna~ilJn brc3ched, statr:' wh::lherth;; i"1~:,r,_ ~t:on '-:rf_,~~ :~: (. ,;0t~nialiyblea:::hed 
was password PflJlf:cted cr :'~"l,~rY;Jt~d in sClmc rn,2lfiner. ____ .__ If so, pk~se ~<;,: ::":- l;~: '~~wiit), 

Ineasur;:~ prt)tecling t}:~ i:-:f:~.jTi"j_l:ll.":-l: _.!,~~.(r;:'ILi",c i:"'.:.£c.rr.>J.t.2 ~n t;l'\:~~_. ____ " ___ ~.-___ :'-~.~ ~~~_ 
p~ota~ted or eacryp~ed aL the point of incercepcioa. 

Describe any measures taken to prevent a similar Security Breach from occurring in the future: __ .~~_ 
Fuddruckers restau:r:ant lo;::adons ope..:a~~~.9_EL~~.~,~<::..}?r~:.:.~~!,.;~:.C _:~_Cl:~::' F!:.:::..::::~!:.i_~_~_£lac e 
consisI:::-J:t: \:ith l!:!()",~; tha:: ~,n,,: requi:ced for PCl Ci):ii;JliOl.aee. 

5;?'J:.."W.r;'·;~-f~~~~~~~·:·,.g:~2:~2~..t~~:s.;1"~~"!':~:.-~~~:!1£-~t0~~{o!~~.~s::::-.;uI'.2.t"i!l9t ~~~>tt t'!'2~!~~:::~~~~~~~~ 

Date atfecred NC residents \l,'crc!','1jJ1 be notified: 
------------------.--~-----------

If there has been any delay in notifying affected NC residents, describe dIe circumstances surrounding 

l~e~;8~'~}i~J_~~~~J,~,.~~tr.~~li~S ~~;.~;',y~.2,?&--.~ ~rr~~ .~~,J ~~~c: .ee,ro ~~:;'r:c~~:~:',;:~:ne,~;~~,:~:~:~~::~:~~7;d~~~:~j,~ r~:,:~,:~:~:;,::~~,~~::,c: :"P' 

~[lLI~~~.:.~ili.l .... H'!ai;'9!:",.n_1~ .. !'~.'::.~r:.j_~~_!:.~~Z:1.lri..'1~·:'-'11n.l~_1.::..i;,!L:.:t::·Jf-,1!""~:..:4ll1;JJ __ d:;u,:.;'i.~--' J.ilii"J·md!... ____ " .. _~ __ ". ___ ._~_. 

lfthe deb Y\1':;' ~ !-1\nSiJ:m: If' l:! :rEg i.l cSl f'-C'T! 13-.. 1-' U,fi;''Ci!Tflfnt p\H~L<a;'n! to N .C.G.s. § 75-65~c), please incil,:je the 
written rUj'Jt',H m' ti)2 r:onU),jij!!)'tl',ji.:vd:; meI1w1'8i1l'hnn. 

How NC residents were/will be notified? 
(pursuant to N.C.G.S. § 75-65(e)) 
Please attach copy of the notict~ if in written form OJ' a copy of 
any scripid b'1ti~~ Sf 1'8 1ekrhi]1!1: f;:.or:'n. 

I]Jwritten notice 
Oelectronic notice (email) 
[]telcDhonr;' '1'otio::~ 
[};l~b;;rirute notice 



_"j~i,r ' .... 1' 7~1-'t"':, 

JanUnry 27, ?009 

Dear 

'1' ~ ,if 1 " ,J, .. :~_~Jl.l~Jj"~:i~ 

Fuddruckers, a chain of casual restaurants operating throUgh,il( ~t +1-, ,C' ,_., . ,;," 

States, recently ieamad that a small number of our restaurants were tajgeted by 
an if": jividua! or indJlfidU8!S seeking to illegally obtain credit card data. We are 
extrernely concerned that this has occurred and talee this situation very seriously. 

You are receiving this letter because you dined and used a credit or CEbj~ cad at 
one of the Fuddrllckers locations where data may h~"o. lo...",.., .... _ •. ~ .. 

sin;.j.:Jely apoiogize fc:;r an'.! inC(lf',ve-nic !1r 'e tb;,;:: 11iJY cause you and wan: our 
CU';i1CJ:iierS to understmd how they rn8y be impacted. 

Based on what 'we have learned to date, the information was iIle&lally obtained by 
the outside inC!ividU8!(S) between July and November 2008; however tl":::: 
information could be u~,erl Bt 3!lY tiIT'8 s'J'J:~:~qu:.:mt tc ,,"J!; '3, 2,C:E _ .. _ .. -
been inforrned that some custorners whose t1ata was obtained 1"18'/8 had 
fraudul-ent charges placed on their credit cards. Y,Pt.Lsh<tu1d ciJ.eck both ~ast 
andJ.!!tpre credit cm'd acc.ount statern~ll§.carefully for unrecognizQ..,q 
charges, which could indicate fraudulent.afllvity. 

If there 8m uilreccgn::::,c,j t;l'l;Jn:ws on I,'o',:r credit c8rcJ,/C, . .J shDLld~:();;~ac: dl~ 
~ J " 

oeti); C,:lrd company is:j'.Jlno your card immerli8tely. t~") ::lsI;:: that they fem.:)Ve the 
frauduJ'snt charges and issue you a new card. Only your credit card company 
can address tllis issue; Fuddruckers cannot intervene on your behalf. 

The only information our company has limited access to while the card 
transaction is being con:;:::l:>t,?o, and 'Nhich 1"/as subjecllo the unaU:h~,r;':':E: d 
access and acquisition, are the creciit card number, e>:pirDiion d.Jte ard r'.arne 
associatc:d with tile card. Though Fuddrucl{ers does not have any ottter 
identifying data (such as social security number, address, date of birth, or 
security code associated with a card), you should still treat this issue seriously 
and carefully monitor your credit report for sjg!i~·; of improper c8r,-j C~ '.~ 
so, yOi_: should cuntBct orw cf lhn thr(~~~ ((,:ljor cii'!dit rery,rtinq ag~n ';i;'-' 

O(:OOOI'O'COOI 



Jill!, . d ,. "J ! 

~('":,.,I:'''',·~::~ ',-8CO-~?5-''::?;;;'~, 'A'~'''N r::..q.,ir""'x com;:) 0 qo" 7'~{~""1-1 A~'al""a '"::A -- ,,' _.... ...~ ...,_u~, ¥Yi' ... ':1::' :.l".' 'I r .. :... >, i -t "<,;.-, i, l: lil ; '-' , 

3C374-0241 

Ailen, TX 75013 

Tl'ansUnion: 1-800-680-7289, www.transunion.cam, Fraud Vi.;tim~,J:'::::~3;-::.e 
Oh/isicn, P.C. 8)'1' S79(, Fullerton, GA 928J4-o79~j-

F'Jcjr:!:ucke:s f12J 8Lv;Jj'> l51;<':;;-\ the E~(;;urity of data transmis.sions very seriously; 
as a result of this situation, we both redoubled our efforts at the locations that 
were impacted and increased monitoring of our other resburants. Our 
remediationefforts complied with accepted security b;~st pradjc9~; ~iiJ indlJ<;:try 
:!:J~~~.::t,j5 

Our internal investigatio:i is now compl&te and we have no reason to believe this 
problem is ongoing. To further increase the security of our systern, we have 
taken a number of additional precautionary steps and we are confident that 
current credit card transactions taking place at our restaurant a:f' ~'0'::'.n~. 

S'n r:' 11~l "n; i 1"1",,/0::\ ~,'" ~ i '0" -!~,~,;< '" Mk,·;~ ,:.:~. "'''~i:l·' 'j ~8 '=, n,,!) :,'"i ,J." 1 A 'J"" "Ill ",' ... ")'1..--",,",,,) ,.' ._, J.-.." ..... ,.,.i" 1} "u1'~' ..,.~~ j ..... J !'_f~ .t..lJ· ...... ~-' """'-"'_ ·_~l._ Uv v ...... ..q 1..J "-f,. 1 vU ,,\) Lt: 

directed to leave a message with your name, number and nature of your 
concerns and the appropriate person will return your call within 24-48 hours. As 
a reminder, YOll should immediately contact your credit card company if ~70U are 
ccnc2med about unrecognized charges or other fra!Jr/ul?,'!t 2C:i'/:~! 

OrL~>:; :;;:g8;n U,I:" r;~;:.:n, 3: ~ j~j:j;'Lc~k2;c; ;,',;Jw;j 0:<.8 tc a~,·Ji..',8ize f,x -"'1 

inconvenience this issue may have caused you. We appreciate your patronage 
and thank you for your support. 

Sinc~'?re!", 
(') (or").i 
1 . " . { j vJt"""M{-
Gregor Grant 
CFO ~ \:;UL:": B'ut·,~::; 

MOaOHJllr.oo 1 


