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North Carolina Security Breaeh Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

PLEASE SUBMIT FORM TO: 

Address: 

Telephone: 
Fax; 

Email: 

Consumer Pro:ection Division 
NC Attorney General's Office 
900 I Mail Sel'Vice Center 
Raleigh, NC 27699-9001 
TeleJ:lhone: ~919) 716-6000 
Toll Free in NC' (877) 566-7226 
FAX; (9l9) 7l6-.Q050 

Date Security l'3reach Reporting Form submitted: _1_~_"'---:?~O~""~6,-)-+-__________ _ 
Date the Security Breach was discovered: ~·.:....:I ;I.'=---.../.I-I.( __ 0_7.L-__________ _ 
Estima[c':d number of affected individuals; _J'-'t":<--O~() __ ~_---~--------
Estimated number \ifNC residents affected: _~"S....1--'~'"'--_______________ _ 
~ame of business maintaining or possessing information that was the subject of me Security Breach, ifthe 
business that experienced the Security Breach is not the same entlry as the business reporting the Security 
Breach (pursuant to N.C.G.S. § 75.65(b): ___________ ~ ____ ....__'_---

Dare affected NC residents were/will be notified: /1.- 19 -6') 
If there has been any delay in notifying affected NC residents, describe the cjrcumstane~\'. surrounding 
rhe delay pursuant to N.C.G.S. § 7S--65(a) and (c»)~ 

If the dcla)" WilS pursuilnt to a request CroJPlaw enforcement pursumlt to XC.C.S, § 75~5(c), plen~e include the 
written request or the contemporaneous memorandu.m. 

How NC residents were/will be notified? 'F;Q.v{ritten notice 
(pursuant to N.C.G.S. § 75-65(e)) Delectronie notice (email) 
P!e1l5e attach copy oftnc notice if in written form or a copy of Dte1tphone notice 
any scripted notice ifin elephOnie form. OSub$titute notice 

Signature: I .c.~~,-:-A~l---I.,..~.:.,tF-:lll:::::::'~_----;;,-;-. P;1te~ I 'J..-!)d /0 7 
Contact Person, Title.'7 . vr 
Address: 
(if different from abOve) " 

Telephone; ~~1 caL[ (crql'Fax: 73?E1i4 j s'} S Email: 'J&,I(V\tkl"'''~) tdJCJI1'CJ.O?, 
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Robotic Industries Association 
PO. Hox 3724, 
.Ann Arbor, Michig.m 48106 

December 18, 2007 

[FIRST NAME] [LAST NAME) 
[STREET ADDRESS] 
[CITY1, [STATE] [ZIP) 

Notification of Unduthori:zed Acquisition of Private Information 

Dear [FIRST NAME] [LAST NAME1. 

We are writing to yov because of a recent :security incident ~~ Robotic Industries Associatlon, On or around 
Dec-ember 10, 2007, credit card infom1~tion was compromised by iii computer haeker that gained access to 
tt'l~ association's secura administradon she for Robotics Online Within hours of learning of this, site 
protection was reinforced. We are currently not accepting online credit card transactions. but expe:Gt to 
restore that functionality in the near fuTure. The polica have been notified of this incident 

To protect yOursalffrom the possibility of ider"ltity theft, we recommend that you imniadiately contact your 
credit card provider and elo$e your account. Tell them that yOl,lt account may have been compromised. If 
you want to open a new account. 8.lik thljlITl to give you a PIN or password, This will help control access to 
the account 

We're \/ery sorry fOf the inconvenience this has caused ~nd assure you that we are work.ing diligently to 
prevent future attacks on our Web site. We value your support of our trMe association and look forward to 
maintaining o~r relationship with you in the futurfl!. For more information on identity theft, we suggest that 
you visit ths Web site of the Federal Trade Commission at www.contlur'I'Ier.gov/idtheft. We also recommend 
th.at yol.l place a fraud alert on your credit files. A fraud alert lets creditors know to contact you before 
opening new aCGOunt~. JU$t ~a" anyone of the three credit reporting agencies at a number below. This \vill 
leI yol.l automatically place fraud alerts with all of the agendes. You will then receive letters from all of them, 
with instructions on how to get e free copy of your credit r~p6rt from each. 

Experian 
888-397-3742 

Equifax 
aOO-525-6285 

TransUnion 
800-680-7289 

If you have additional question;;;, please call First Advantage Membership SeNiees. who is assisting Robotic 
Industries ASSociation with answering your inquirie~. They can be reached tall-free at 1-688-21i-0294. 

With !';;inc~re apologies, 

~
; .. ~ .... 

.. . I . -
• '. • I .. 
Jeffr@y A. Burnstein 
Executive Vice President 
Robotic In<:ll.l,.tri~s ASSOCiation 

41004.00 ... 


