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North Carolina Security Breach Reporting Form
Pursuant to the [dentity Theft Protection Act of 2005

Name of Business Owning V\Ijensmg lnforma'on Affocted by the ~ PLEASE SUBMIT FORM TO:

Breach: < e Consumer Protection Division
Address: g0 NC Artomey Geneml's Office
17 | 9001 Mail Servize Center
Telephone: :2 3 '6 i ~ Raleigh, NC 27699-9001
pax.p on qa 7; gﬁ_‘ -;Lf.-;{%. Telephone: (919) 716-6000
" 2 T in NC: (877) 566-7226
Email: LU wGYye s~ @n TMC( W‘i Toll Free in B77)

FAX: (5193 716-6050

Date Security Breach Reporting Form submirted: [1d~-20 - ¢ F)
Date the Seeurity Breach was discovered: 2= - 673
Estimated number of affected individuals: E o0C

Esumated number of NC residents affecred: SCZ

Name of business maintaining or possessing information that was the subject of the Security Breach, if the
business that experienced the Security Breach is not the same entity as the business reporting the Seeurity
Breach (pursuant to N.C.G.5. § 75-65(b):

Deserihe ireumstances surrounding the Security Breach and state whether the informatjon breached was

in paper format Ongyih C»d k)

AN M\de‘\'\m ok WRLOR o

Regarding electronic information breached, state whether the information breached or potentially breached

was password protected or encrypted jn some manner. s If so~please describe the securi

measures protecting the mfom'xauo eI g el Jd legufed 4 Rt& ok
ridew . Ao Bh e At v (Yalld fle code.

cribe any caquresta)jn[Qpreventaslmﬂ Se umyBrﬂac from occyming mthc re: L‘Q
chsewed Jogre JieCedull. grd (e ored " Credrt i

Dare affected NC residents were/will be notified: [ - ICL -0 7 Vi 9 MG, \

If there hag been any delay in notifying affected NC residents, describe the ¢itcumstanees surrounding
the delay pursuant to N.C (G.S. § 75-65(a) and (¢)):

If the dclay was pursuant 1o a request from law enforcement pursuant to N.C.G.S. § 75-65(c), please includc the
written request or the contemporaneous memorandum,

How NC residents were/will be notified? ' ‘%vm’ttan notice
{pursuant to N.C.(G.8. § 75-65(e)) electronic notice (email)
Please attach copy of the notice if in written form or 2 copy of Dtclephonc notice

any scripted notice if in elephonic Jorm. Dsubstitute notice

“ Dr.et — f?~'—c96'7

Signature: ),
Contact Person, Title¥ L
Address: e, P

(if different from zbave) |,

Telephone: n?_quQ{[f ?;C'ZE'Fax: Wi qug?'ﬁ_i_z( Email: n}éﬂ,‘f\dﬁfl“\ (cv() l‘gﬁdbqgr}
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Robotic Industries Assceiation
P.O. Box 3724,
Ann Arbor, Michigan 48106

December 18, 2007

[FIRST NAME] [LAST NAME]
[STREET ADDRESS]
[CITY], [STATE] [ZIF]

Notification of Unauthorized Acquisition of Frivate Information

Dear [FIRST NAME] [LAST NAME],

We are writing to you because of a racent securily incident at Robotic industries Association, On or arsund
December 10, 2007, credit card information was compromised by @ computer hacker that gained access to
the association's secure administraton sie for Roboeties Online. Within hours of learning of this, site
prataction was reinforced. We are currently not accepting online credit card transactions, but expect to
restore that functionality in the near future, The police have been notified of this incident.

To profect yourself from the possibility of identity theft, we recommend that you immediately contact your

credit card provider and ¢lose your account, Tell them that your account may have been compromised. if

you want 16 open a new accourt, ask them to give you a PIN or passward. This will help control access to
the account,

We're very sorry for the inconvenience this has caused and assure you that we are working diligently to
prevent future attacks on our Web site. We value your support of our {rade asssciation and look forward {o
maintaining our relationship with you in the future, For mare information on identity theft, we suggest that
you vigit the Web site of the Federa! Trade Commission at www.consumer gov/idtheft. We also recommend
that you place a fraud alert on your credit files. A fraud alert lets creditars know to contagt you before
opening new accounts. Just ¢all any ane of the three credit reporting agencies at a number below. This will
let you automatically place fraud alerts with all of the agencies. You will then receive lettars from 2!l of them,
with instructions on how 1o get a free copy of your credit report from aach.

Experian Equifax TransUnion
B88-397-3742 800-525-6285 B00-880-7289

i you have additional questions, glease call First Advantage Membership Services, who is assiéling Robotic
industries Assoclation with answering your inguiriea. They can be reached tofl-free at 1-888-217-0294.

With sincere apologies,

Jeffrey A, Burnstein
£xecutive Vice President
Robotic Industries Asseriation



