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North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

~ame of Business Owning or Licensing Information Affected by the 
Breach: 

PLEASE SUBMIT FORM TO: 
ConslJmer Protection Division ~C 
Attorney General's Office 9001 
Mail Service Center 

Address: 

Telephone: 
Fax: 
Email: 

== 

WendY's International, Inc. 
One Dave Th!=lmas Blvd 
614-764-1100 
614-764-3 "43 

Raleigh, -:\1C 27699-900 I 
Telephone: (919) 716-6000 
Toll Free in NC: (877) 566·7226 
FAX: (919) 716-6050 

Date Security Breach Reporti.ng Form submined: January 29, 200S 
--------------------~--------------Date the Security Breach was discovered: See attached norice 

-------------------------------------
Estimated n1ll11ber of affecH:d individuals: 1006 

Estimated numher ufNC residents affected: 27 

Name of business maintaining or possessing information that was the subj?ct of the Security Breach, if the 
business that experienced tll,e Security Breach is not the same entity as the business reporting the Security 
Breach (pursuant to N.C.G.S. § 75-65(b): Mercer Out Sourcing (Life Choices Service Center) __ _ 

Describe the circumm311ces surrounding the Security Breach and state whether the information breached was 
In elecrronic or paper format: Benefit Confirmation Statements for some Wendy's employees contained 
dependent ir,liormation (name, DOB.SSN) for other employees _______________________ _ 

Regarding elecTIoruc informaIlon breached. state whether the information breached or potentially breached 
was password prorected or encrypted in some manner. N/A If so, please describe the secUl1ty 
measures protecting the infonnation: l\'/A _____________________________ _ 

Describe any measures taken to prevent a similar Security Breach from occurring in the future: Life 
Choices advisfs W.endy's that they have located and resolved the technical error and applicable system~ 

and procedures have been corrected. 

Date affected NC residents werelv:ill be notified: Janu~ 29, 2008 

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding 
the delay pursuant to N.C.G.S. § 75-65(a) and (c»): 

If the dehlY was pursuant to a reg nest from law enforcement pursuant to K.C.G.S. § 75-65( c), please include the 
writte:u request or the contemporaneous memorandum. 

How NC residents were!Vy;ll be notified? 
(PursuilllL to N.C.G,S. § 7S-65(e)) 
Please attach copy of the notice it· in written form or 8 copy of 
any scripted honce if in telepbcmic form. 

xx written notice 
electronic notice (email) 
telephone notice 
substitute notice 
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(Ltt:::i711, c2.-f~ 
Signature: {f I Date: January 29. 2008 
Contact Person, Title: Jeffrev Cava - Executive Vice President. Human. Resources ____ ~ 
Addl'css: 
(if different from abovc:,\ 
Telephone: ________ Fa.x: __ ~ ___ ~_Email: ____ ~ _____ _ 
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JRfluary 29. 2008 

Dear Fello'w Employee and Dependent (18 yrs. or older): 

I am contacting you and your dependent because of a data security incident involving your 
de~ndent's .data. On November 29,2007. Mercer Outsourcing (Life Choices Service Center), a 
servIce prOVIder for Wendy's health benefits plan, experienced an administrative error resulting 
in the exposure of personal information for some employees' dependents by virtue of tbat 
infonnation being print~d on the 2008 benefit Confirmation Statement generated for another 
Wendy's employee. This information irtcluded dependent names, Social Security numbers, and 
dates of birth. We have been working with Life Choices to bettl!r under~hat l\appened and 
why. .H 

.7 't: 

Although we have flO indication th~t this information has been mi e w s:t.~ to ~ake you 
and your dependent aware of the inct<ient and the steps we are .' First, w.correct 
Confttmation Statements were corrected and the corrected statements mal '~n Dece her 2l, 
2007. The mailing of the corrected statements directed re . Ients to destroy tH a.' you were 
a recipient of a corrected statement, we trust you have as to any da~thar r.' erroneously 
received. If you have not done so, please destroy the data '~n a matter making it unreadable 
(e.g., shred it). Secondly, our provide.r has .. ' .. '~U$ . ~;Ji) the .. ~lnefit coverage for 
depe~denlS and PilY~O II deductions were not. ected;.: they i~e~~'ted and resolved ~~e 
technIcal error, whIch was confmed to' 20 confinn~}9n Statements; and (11/) 
applicable systems and pro¢edures have corr', ," " ' 

We have also engaged Kroll Inc., to .. w'th access to identity safeguards at 
no cost to you to address any (11thclUltl:~ result of this incident. Your 

dependent will receive ~:!~~ii;§~~~ greater detail about the 
letter and to take time to review 

from Wendy's and Kroll that provides 
. We encourage you to watch for the 

outlined therein. 

additional steps. We have outlined some of those 

sincere regret for any inconvenience this may have 
questions, please contact your local HR staff member Or 

nte.matl(j)lal. Inc. Corporate Office at I -800-443-7266 and when prompted ~y_ 
~~~ •• ~~~""'''':A. ... -~u18. -Please also ~ccepr my personal apologyJor any concern 

Yours truly, 

~/Jl.~ 
Jeffrey M. Cava 
Executive Vice President, Human Resources 
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Steps Regarding Identity Theft ProtedioD 

We recommend that your dependant consider taking additional steps. The Fede~l Trade 
Commission recommonds several steps regarding identity theft prevention generally at 
htm:IJwww.ftqwvlbcp/edlllmicrositesiidtheft/consumersidefend.hunl. Thar resource also 
provides information about tlIe questions listed below and the fie minimum recommendatiol1S 
include obtaining and reviewing the relevant credit reportl ming a "fraud alert" and requesting a 
"credit freeze." Its other recommendations relate to actual incidents of identity theft which, we 
certainly hope. will not acruaIIy occur. TIle l110st cum:nt iUld detailed information is available 
online, but if you are not able to access the linked materia.l, let me know and I will mail a copy of 
the FTC's answers to the following: 

1- What are the steps I should take if I'm a victim of identity 
2- What is a fraud alert? (for me addresses of the credit re."A'I't'N-lI,",g,en~~"ReeC1~i.d 
this, visit 

houldtakeiflmavictimofidentitytheft; placing rut 
those agencies of a coPY of your credit report) 
3- What is a credit freeze? 
4- What is an identity theft report? 
5- Wh~n do! do if the police only take 
telephone? 
6- What do I do if the IO~al "VIILUI'''' 

7- How do l prove that I'm an rdd:Il\U)'I!...tl1lel 
8- ShOUld I apply for a I1ew SO(:la.lllb·ei:~tv 

For more information a~~~~II!~ 
htm:11wv.'W.fic.g;ov/idthefb 
Wash~f\gton> D.C. 20580, or by 
THEFT (438-433 
is Office of the All~oq~~t~~ne:ral, 
toll free at 1 (888) J4jl~1l~~~~~~~~~!&I![ll!J!§L.J 

l\l'l;i.&S'lcnuse:ttl3"; state law requires us to provide the following information, 
rights described by the FTC. Under Massachusens law, a 

• .... r· .. PI1n1 freeze" be placed on their consumer rePc::JI"t(aJkJ<l_c!t::dit 
t::6nsiinlcr reporlm~ agency by ceIlifieCJ niail~ overnight mail or 

address designated by the consumer reponing agency to receive such 
" .. I"·"r't'UIil!"I' .... '~." ... is in place, the information from the person's consumer report is 

prohibited released to a third party without the person's prior express authorization. 
According to law, a consumer reporting agency may charge a reasonable fee, not 
to exceed $5, if the person elects to freeu, lift or remove a freeze to their consumer repOIT. For 
victims of identity tlleft, a consumer reporting agency must not charge the victim or their spouse a 
fee if a valid police repon relating to tl1,e identity theft bas been submitted to the COIlSUIner 
reporting agency.] 
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