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North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

Name of Business O\llil1ing or Licensing Information Affected by the 
Breach: Pfizer lnc 
Address: 235 East 42nd Street 

New York, NY 10017-5755 
Telephone: (212) 733-6640 
Fax: (646) 792-4565 

PLEASE SUBMIT FORM TO; 
Consumer Protection Division 
Ne Attorney General's Office 
9001 Mail Sc:-vicc Center 
Ralt:igh, NC 27699-900 J 

Telephone: (919) 716-6000 

Email: Carlton.Wessel@Pfizer.com 

Date Security Breach Reporting Form submined: 

Date the Security Breach was discovered: 

Estimated number of affected individuals: 
Estimated number ofNe residents affected: 

October 15. 2007 

Toll Free in NC: (877) 566-7226 
FAX: (919) 7 J 6-6050 

August 18,20_0_7 ________________ __ 

90 
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Name ofbusilless maintaining or possessing information that .. vas the subject of the Security Breach, if the 
business that experienced the Security Breach is not the same entity as the business reporting the Security 
Breach tpursuant to :\.<::,(1,$. ~ 75-65(b): _______ . __ . 

Describe the circumstances stiiTounding the Security Breach and st."lte whether the information breached was 
in electronic or paper format: Please see attached response 

Regarding elecLronic in (ormation breached, state whether the information breached or potentially breached 
was password protected or encrypted in some manner. Please see If so, please describe the security 
measures protecling the information: attached response 

Describe any measures taken to prevent a similar Security Breach from occlllTing in the future: ____ _ 
Please see attached reSDonse 

Date amcted NC residents were/will be notifi~d: October 1. 2007 

a· there has heen any delay in notifying affected NC residents, describe the circumstances surrounding 
the delay pursuant to N.C.G.S. § 75-65(a) and (el): N/A 

If the delay was pursuant tu a request fJ·om law enforcement pursuant to N.C.G.S. § 75-65(c), please include the 
written request or the contempo.·aneous memorandum. 

How NC residents were/will be notified? 0writtcn notice 
(pursuant to KC.G.S. § 7S-05(e)) LJeIectronic notice (email) 
Please attach copy of the notice if ill written form or a copy of Otclcphonc notice 
any scripted notice if in telepbonic form. OSlibstitute notice 

Signature: -""----T'f-l'-.p....S--- __________ Date: October 15.2007 
Contact Person, TiLle: PeteCLevit s ---_._-------
Address: 1825 Eve Street. NW 
(if different frnm llbove) Washington, DC 20006 
Telephone: (202) 420-3495 Fax: (202) 420-2201 Email: levitasp@dicksteinshapiro.com 
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Addendum to North Carolina Security Breach Reporting Form 
.Filed by Pfizer Inc 
October 15, 2007 
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Q. Descrihe the circumstances surrounding the Security Breach and state whether the 
information breached was in electronic or paper format: 

A. It appears that the unauthorized data removal occurred when a departing Pfizer 
employee wrongfully arranged to haw copies made of confidential information in 
electronic format from a Pfizer computer system on July 17,2007, and did not return 
the information lIpon termination of employment on July 18,201)7. This was done in 
violation ofPfrzer policy and in violation of the individual's employment contract. 
The sensitive personal infomlation exposed related to approximately 90 current and 
fonner Pfizer colleagues, including 4 residents of North Carolina. 

Q. Regarding electronic information breacbed, state wht'ther the information breached 
0)" potentially breached was password protected or encrypted in some manDer. If 
so, please describe the security measures protecting the information: 

A. The information copied and removed from the Pfi7er computer system was itself 
neither password protected nor encrypted. Huwcycr. access to the information was 
restricted to those \vith appropriate authorizations, and those restrictions worked as 
anticipated; the security of the computer system was not breached. The copying of 
the information was c.ompleted on behalf of a person who was authorized to have 
slich information at that time. The violation of Pfizer pol icy occurred after the 
intonnation had been copied and delivered to that individual; specifically. the 
violation occurred when the individual retained the information after leaving the 
employ of Pfizer. 

Q: Descrihe any measures taken to prevent a similar Security Breach from occurring in 
the future: 

A. Ptlzer is doing an extensive review of its polic.ies and procedures regulating 
employees· acce:;s to company computer systems and equipment, including access 
maintained by employees who are likely near the end of their Ptizer employment. In 
addition, the company is evaluating its privacy and data security program and making 
changes that will further enhance its protection of privacy and its handling of 
sensitive infom1ation. 
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September 28, 2007 

Samjlle A. Sample 
123 Any Street 
lilly Town, Any State Zip Code 

Dear Sample: 

Pfizl'r lnc. 
Lc:ga~ Division 
235 '::ast 41'''' Slfc~t 
N:wYork,~Y IOC17-5755 

Lisa M. Goldman 
(~h ici P1'!V;:;C\' ()fflccr 

page 6 

We are writing tc! inform you of a recent incident involving the unaurhorized removal of computer files 
from the Pfizer computer system by a departing Pfizer colleague. These files tncluded your name and 
Sociai Security number ("SSV') as well as similar information for fewer than I 00 other present or former 
Pfizer colleagues. We regret this incident and we apologize for any inconvenience that it may cause_ 

Detaiis of InciMnt 
On July 17,2007 this individuai (the "former colleague") made arr:mgcments to have Pfizer business 
information and a small amount of personal information copied f;om the Pfizer computer system. At the 
time the· copying. occulTed , the former colleague was under investigation for other matters, and may have 
concluded that tennination of employment was a likely resLdt. When the fonner colleague's employment 
ended on July 18, 2008, rhe fonner colleague kept that information, in violation of Pfizer policy and in 
violation of the former colleague's employment agreement. Pfizer discovered that information had been 
removed and, on August 3, 2007, demanded that it be returned but the former colleague claimed that the 
eiectronic copy of the information had been thrown out in the trash and was believed to have been 
destroyed. A forensic revieVi of the computer sygtem enabled us TO de;errn ine, an August 18,2007, that 
pc!·sonal information was among tht: information copied from the system, including your name and SSN. 

Pfizer is continuing to investigate this incident and we have already filed a lawsuit against the former 
colleague. One purpose ofthar lawsuit is to reduce the risk that the former colleague might share with 
anyone else the persorml information that was removed from Pfizer. In addition, Pfizer has advised the 
three major U.S. credit bureaus about this incident. We gave a general report, alerting them to the fact 
lhat the incident occurred; Pfizer lias not notified them about the presence of your specific information in 
the removed data. Pfizer has also notified the Anomey General's office in YOllr state of residence about 
this incident, as well as ocher officials where required by law. 

Despite our ongoing investigation, it is difficult to determine whether or not the copy oCthe information 
that WilS removed from Pfizer has actually been destroyed. However, to datr. we know of nothing to 
suggest that your personal infimnatron was acce:-.sed or acquired by any other unauthorized persons or 
rhat ar:y unauthorized person, includillg the fonner colleague, has used or is mislising your information. 
NOlletheles~;, we ilrc hringillg Ihis inci(knl 10 your alll"ntion so 111M yot! CHI be <lkrt to signs of possible 
misllse of your personal informat~on. 

Pfizer is also taking steps to help protect you fn)Jn pClssible fraud and identity theft. Pfizer has retaiued 
Identity Safeguards ("IDS"), a specislist in identity theft protection. to provide you with two years of 
credit protection and credit restoration services. free of charge. YOll can enroll in tlle program by 
following the direction:; at toe end of this leIter. 
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Please keep this letter; you will need the personal access code il contains in order [0 register jor services. 

The IDS service package that Pfizer !las arranged provides these prOlectiorujor you: 

• Credit Monitoring: IDS provides crcJit monitoring, ~vhich will give you unlimited access to your 
TransUnion credit report and score and will notify you via email of key changes in your TransUnion 
credit report that may indic.:1te fraudulent activity. 

Even jf your credit repOli doe~ not change, you will still be updated monthly or weekly (as you 
chc()se). 

• Fraud Resolution Representatives: I DS will provide expeI1 guidance if you suspect that your 
personal information is being misused. 

• Insurance Reimbursement: Pfizer ar;d IDS will arrange for the provision of $50,000 ofIdentity 
Theft insurance with no deductible. This insurance provides reimbursement for costs incurred to 
restore your credit rating. Pleas(' be aware, however. thai due to Ne,1' York stale law, this coverage is 
not available in New York. 

Additional Ways to Help Protect Yourself 

Besides registering for the free IDS credit protection services that Pfizer has arranged, there are other 
things that YOll can de to help protect yourself from fraud or identity theft. 

We advise you to remain vigilant against the possibility of fraud and/or identity theft by monitoring your 
ai..:counl statements !lJld credit reports for unusual activity. 

For your additional protection, you may want to contact the three major credit agencies to request that a 
"fraud alert" be placed 011 your credit tilt:. A frauu ah:rt is a consumer statement added to yo~)r credit file 
that warns creditors thar you may be a victim of identity theft and requests that any creditors contact YOll 
before they open any new accounts or change your existing accounts. There is no charge for this service, 
and it is casy to request. Call anyone of the three major credit agencies listed below, As soon as yOll 
alert one credit agency, it \vill notify the other two to place fraud alen.s on your account as ,.,;ell. (PleaSe 
note, however, that these procedures might cause some processing delay when YOli apply for credil. You 
should also activarc the credit monitoring before placing fraud alcI1s to ensure faster and easier processing 
of the monitoring service) 

Credit Agency 
Equifax 
Exp.;l'ian 
TransUllion 

Fraud Alert Toll-Free 1\0. 
1-888-766-0008 
\-888-397-3742 
1-300-680-7289 

Website 
,.lIww,equifax.com 
www.experiaIl.com 
www.transunion.com 

You al'e entitled under U.S. 1m.\" to onc free credit report anllua[Jy frorn each of the: tllIt;C major credit 
agencies listed above. Rcvic\ving your credit Icporl will allow you to cOlifirIJI (ilUt no IIew accounts have 
been opened \\'itfmut y'.lur 1-.11(lwk:dgc and may give you t:atly nclice DC allY pOlentiar fraud or illcidents of 
icentity theft. T(l ordt:r your frce crl.:dit repllrt, vi!iit www.annualcn:ditn.:porLcom or call toll-free 1-877-
322-8228, 

Wh~~n you receive your credit reports, review them carefully. If you see anything you do not under.<;tand, 
cal! tbe credit reporting agency. rfyou do find suspiciolIs activity on your credit rcr'lOrts, call YOllr local 
police or sheriffs office and tik a police report ofldentity Theft. Make sure to obtain a copy \.fthc 
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police report because you may need to provide the report to creditors to clear your record. You also 
should file a complaint with the Federal Trade Commission C'~TC") at www.ftc.gov/idtheft or at 1-877-
lD-THEFT (1-877-438-433&). Your complaint will be added to the FTC's Id:;:ntity Theft Data 
Clearinghouse, where it will be accessible to law enforcers for their investigations. 

Evell if you do 110t find suspicious activity Cll yom initial credit report5, the FTC suggests that you keep 
checking your credit rtfJorts periodically. Identity thieves sometimes hold on to personal information for 
a period of time before using it. Checking your credit r~porls periodically can hdp you spot pl.1tential 
problems and address them quickl}_ 

For additional informatioll on how to furt~1er protect )·ourself against identity theft, you may wish to visit 
the web site of the FTC at WW\v.ftc.ggyflci.lliefi. 

We encourage you to consider all options to help protect your privacy and seclI!'ity, and in particular, we 
encourage you to· take advantage of the credit protection services \ve have arranged for YOll with IDS, at 
no charge to you. 

How to Sign Up for the .F,-ee Credit Protection Services 

You may sign up tor the IDS credit protection services :ree of charge, either by calling IDS or visiTing the 
website indicated below. 

IDS has set up a tall CeL1ter with a special toll-free Ilumber (866-486-481 0) to help YOti sign lip and 
provide you with further assistance and infomlation you may need regarding this incident and the frcc 
protections being made available to you. The IDS Call Center can be reached l\·londay-Friday. 9 am - 9 
pm (ET). 

You may also enroll on-line by visiting ww,v.pfefiash.com. To sign up,just enter tIle access code 
provided below. 

YOLlr Acc.ess Code: (illsert access code] 

We encourage you to enrull and activate your credit moniroring quickly_ 

Plt-ase note that the deadline for' cm'olling ill this service is March 31,2008. 

Pfizer understands how important it is to maintain the security anti confidentiality of personal 
informatiull. We are in lhl:. process of upgrading our computer security systems and privacy policies as 
part of our ongoing effort to improve; dat<'l security throughout the Company. \VI; will continlle to assc.'S 
this situation; should there be any signific.mt developments rcgarding your personal information, we will 
notify you. If you have questions or wish to rcquest more information from Pfizer, please send us illl 
email at privacy.officer@pfizcr.com or call us at (212) 733-0228. 

Again, we regret any incollvenience that Il1lJY result frolll this incidcnt and encourage you to take full 
advalltage of all resources to help protect your personal information. 

Sincc!dy, 
V - /1, I II (td '1r. Cr{ej-· 
Lisa M_ Goldman 
Chief Privacy Officer 
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