
North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 

Name of Businew Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO: 
Breach: ~\..::t t<\.\\\.) \0€J L , \ N ~ . Consumer Protection Division 

Address: ~~=~~PtS~~oo ~~t;::;7e~~~:~~~t~ffice 
Telephone: \Q\Q - Cb~\Q -~~ Raleigh, NC 27699-9001 
Pax: Telephone: (919) 716-6000 
Email: 0W\).\.Q..O\U@,~\b'(\o-.-\\\~i\. \J9t1'.. Toll Free in NC: (877) 566-7226 

~ - FAX: (919) 716-6050 

Date Security Breach Reporting P orm submitted: ~="","---,\):->"'~=-.Jt'-'/'--'-\"'"'"'-\,\_~ __ O_~-.::... _______ _ 

Date the Security Breach was discovered: ~ t:t\~\J \\..Q.. ~ooct 
Estimated number of affected individuals: __ ---"'M..," =-_\_~-",,--D,=,,-b~ __________ _ 
Estimated number ofNC residents affected: ----'\-1-4"----------------
Name of business maintaining or possessing information that was the subject of the Security Breach, if the 
business that experienced the Security Breach is not e same entity as the business reporting the S~curity 
Breach (pursuant to N.C.O.S. § 75-65(b): 0 . \ 
\)\)D'S::::£.b\~N) LL-.t.-J 

Describe the circumstances surrounding the Security Breach and state whether the information breached was 
III electronic or paper format: (\\ C"\trtr rx\J.r t\~ L 

~\:"\J1J5L \l.JUL \JJ'v\ \'\L).cQ ~ ~ 
Regarding electronic information breached, state whether the information breached or potentially breached 
was password protected or encrypted in some manner. If so, please describe the security 
measures protecting the information: ---.~~-Hn''T-¥.---f''rfH~~~~+_'h_1'r"'A1I__---------

Date affected NC residents were/'XCill h notified: 
\ j 

Ifthere has been any delay in notifying affected NC residents, describe the circumstances surrounding 
the delay pursuant to N,C.O.S. § 75-65(a) and (c)): --"'-\\-'i 1\:....>--___________ _ 

If the delay was pursuant to a request from law enforcement pursuant to N.C.G.S. § 75-65(c), please include the 
written request or the contemporaneous memorandum. 

How NC residents were/will be notified? Dwritten notice 
Delectronic notice (email) 
Dtelephone notice 
Dsubstitute notice 

7 - (e)) 

/-"l 

Signature: 
Contact Person, Title: 

~~~~-H~~~~~~~~~~~~~~----~--~~~~~---

Address: 
(if different from ab0'>w1 
TelephonedolQ -~tXo -:-;d"O-=-</r7iO;---P-a-x-: ---------...,..--~r-:-~7rh'_::__--..~ 



[Altman Weil Letterhead] 

May __ , 2008 

RE: Important Notice Regarding ____ Credit Card Account # XXXXXXX __ o 

Dear Valued Customer: 

On May 16, 2008, we were advised that an external virus accessed our On-line Store and 
may have accessed the credit card information of certain customers. Upon learning of this 
unauthorized breach and attack, we immediately shut the site down. While the server on which 
the On-line Store resides was password protected and had appropriate firewalls and security 
protection, this virus may nonetheless have accessed your credit card information 

We are actively investigating this incident to fully determine the extent to which credit 
card information of our customers may have been accessed, and wanted to alert you that your 
credit card information may be at risk. You should therefore consider taking the following steps: 

1) notify your credit card company of the security issue and monitor your credit card account for 
suspicious activity 
2) place a fraud alert on your account with the three national credit bureaus Equifax:(800) 525-
6285; Experien (888) EXPERJEN; TransUnion: (800)-680-7289 
3) obtain and review a free copy of your credit report. To order, visit annualcreditrepOlt.com or 
call 1-877-322-8228. 
4) visit the Federal Trade Commission's web site (www.ftc.gov) for additional information on 
how to protect yourself. 

"VItT e are also working with the appropriate law enforcement agencies to pursue those 
responsible for this attack. For more information contact Joann Miller, at Altman Weil, Inc. at 
610-886-2006, or via e-mail at:jamiller@altmanweil.com. 

Altman Weil, Inc. 


