
North Carohna Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act of 2005 • 

Name of Business Owning or Licensing Information Affected by the PLEASE SUBMIT FORM TO: 
Breach' -".": (' , ;,;, ..l-' t-.;, 1 ,.:, i " ·i··-';, .. ..-'. ~-·V':·-:.-" ,;','1 t, 
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NC Attorney General's Office 
9001 Mail Service Center 
Raleigh, NC 27699-9001 
Telephone: (919) 716-6000 
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Telephone: 
Fax: 
Email: 

Date Security Breach Reporting Form submitted: 

Date the Security Breach was discovered: 

Estimated number of affected individuals: 

Estimated number ofNe residents affected: 

j 

Toll Free in NC: (877) 566-7226 
FAX: (919) 716-6050 

Name of business maintaining or possessing information that was the subject of the Security Breach, ifthe 
business that experienced the Security Breach is not the same entity as the business reporting the Security 
Breach (pursuanttoN.C.G.S. § 75-65(b):. :5f\Jb '}~/IvL.:..',:.._9(jl/\-Tt.~) 

Regarding electronic information breached, state whether the information breached or potentially breached 
was password protected or encrypted in some manner. A/f...~ If so, please describe the security 
measures protecting the information: ________________________ _ 

Describe any measures taken to prevent a similar Security Breach from occurring in the future: V~.>J L t;Zi) 
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Date affected NC residents were/will be notified: 

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding 
the delay pursuant to N,C.G.S. § 75-65(a) and (c»: 

If the delay was pursuant to a request from law enforcement pursuant to N.C.G.S. § 75-65(c), please include the 
written request or the contemporaneous memorandum. 

How NC residents were/will be notified? 
(pursuant to N.C.G.S. § 75-65(e) 
Please attach copy of the notice if in written form or a copy of 
any scripted notice if in telephonic form. 

~written notice 
Delectronic notice (email) 
Dtelephone notice 
Dsubstitute notice 

Signature: ____ ..;../J--I,...-" . ...... '--;-~<....:.<:::.,.u-,;4-------:-- Date,:. ii/i.-/ C ~i 
Contact Person, Title: -r,(t ;::X:if-'£ t)K AJlOICA('V 
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(if different from above) 
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March 14,2008 

We are writing to infonn you of a recent security breach that occurred at Toshiba's Connect to 
Success program web site (connect2success.com). Between January 24 and February 12, 
administrator access to the website was not password protected, and your name and Social Security 
Number was viewable. To view the Social Security Numbers, an unauthorized user would have had 
to visit the connect2success.com web site, elect to avoid the nonnal entry points, and instead log in 
to the administrator access area. After discovery ofthis security breach, password protection was 
immediately reinstated and Social Security Numbers were completely removed from any web 
access. They are now only stored in an encrypted data base with no web access. 

A careful and thorough investigation into the potential risk to participants in our Connect to Success 
program has been our top priority. We do not have any evidence that your personal infonnation has 
been misused. However, we are notifying you so that you may take steps to protect yourself. 

To prevent identity theft from occurring as a result of this security breach, we are providing one full 
year of LifeLock identity theft protection services to you at our expense. LifeLock services include 
both the protection of identity theft and a $1 million service guarantee should an actual identity theft 
occur. All you have to do is call1-877-LIFELOCK (543-3562) or visit www.1ifelock.com to enroll. 
Use promotion code II when enrolling. LifeLock's specialized team oftelephone 
representatives are available 24 hours a day, seven days a week to answer any questions you may 
have. As soon as you complete the enrollment process, your coverage will begin. 

Upon enrolling, LifeLock will immediately place fraud alert requests at the three major credit 
reporting agencies and will automatically renew them every 90 days. You will receive initial 
documentation that these alerts are in place, along with copies of your credit reports. 

You have ninety (90) days to enroll for LifeLock's services, which will then continue for 12 full 
months. We encourage you to enroll quickly. 

You also have the right to obtain a copy of your credit report for free once a year from each credit 
reporting agency. You can obtain a free credit report by visiting www.annualcreditreport.com or by 
calling 1-877-322-8228. You may order one, two, or all three reports at the same time, or you may 
stagger your requests during a 12-month period to keep an eye on the accuracy and completeness of 
the infonnation in your reports. 

You also have the right to place an initial "fraud alert" on your credit file. A "fraud alert" lets 
creditors know that they should contact you before they open a new account in your name. You can 



do this by calling anyone of the three credit reporting agencies at the numbers below. This will let 
you automatically place fraud alerts with all three agencies, which will send you infonnation on how 
you can order a free credit report from each of the agencies. The "fraud alert" will stay on your 
account for 90 days. After that you can renew the alert for additional 90 day periods by calling any 
one of the three agencies. 

Equifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-0241 

Experian: 1-888-EXPERIAN (397-3742); www.experian.com; P.O. Box 2002, Allen, TX 75013 

TransUnion: 1-800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O. Box 
6790, Fullerton, CA 92834-6790 

When you receive your credit report, look it over carefully. Look for accounts you did not open. 
Look for inquiries from creditors that you did not initiate. Look for personal infonnation, such as 
home address, employment or social security numbers, which is not accurate. If you see anything 
you do not understand call the credit agency at the telephone number on the report. 

If you do find suspicious activity on your credit report, call your local police or sheriffs office and 
file a report of identity theft. Get a copy of the police report. You may need to give copies of the 
police report to creditors to clear up your records. 

If you are a California resident, the California Office of Privacy Protection recommends that you 
check your credit reports every three months for the next year even if you do not find any signs of 
fraud on your reports. For more infonnation on identity theft, we suggest that you contact the 
California Office of Privacy Protection, whose toll-free number is 1-866-785-9663. You can visit 
their website at www.privacy.ca.gov. 

You can contact the Federal Trade Commission at 1-877-FTC-HELP (1-877-382-4357). The FTC 
website has a special section on identity theft offers helpful infonnation. That site is 
www.consumer.gov/idtheftl. 

Finally, you also may review earnings posted to your record on your Social Security Statement 
(Fonn SSA-7005). Incorrect earnings may indicate that your Social Security Number has been 
misused. The Statement is mailed automatically each year to workers age 25 and older. You also 
can get a Statement from the Social Security Administration at any time by requesting one online at 
https:llsecure.ssa.gov/apps6z/isss/main.html or by calling 1-800-772-1213. 

We have not taken this breach lightly and deeply regret any inconvenience this may cause. Please be 
assured we are committed to fully protecting all of the personal infonnation that is entrusted to us. 
Please feel free to contact us toll-free at 1-800-230-4840 for updates or to discuss your concerns. 



Sincerely, 

Brian Metherell 
Vice President & General Manager 
Telecommunication Systems Division 


