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North Carolina Security Breach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Business OQwning or Licensing Information Affected by the PLEASE SUBMIT FORM TO:

Breach: GEAT Zosurance Consumer Protection Division

Address: 50C W, Sth Sireet NC Attonuey Geneval's Office
Winston-salen, NC 7102 0001 Mail Scrvice Center

Telephone: 33§-770-2062 | Raleigh, NC 27699-9001

Fax: 352360273 Tclep!long: (919} 716-6000

Email: c-nva Falonendlgmacinsurince.cmm Toll Free in NC: (877) 566-7226

FAX: (319) 716-6050

9/Cz/2C0R

Date Security Breach Reporting Form submitied:

Dats the Security Breach was discovered: 372572508

Estimated number of affecied individuals: 2802

BEstirpated number of NC residents affected: ~208

Name of business maintaining or possessing information that was the subject of the Sccurity Breach, if the
business that experienced the Security Breach is not the same ennty as the business reporting the Sequrity
Bre_ach {pursuan[ o NCG.S' ‘$ 75_65%)-_ USintapnctworkire lInc,

Describe the circumnstances surrounding the Security Breach and statc whether the information breached was
in clectronic ¥ ot paper formmat:  _L@ptep computés owned ky contractad vencor (USL) stolen

in & home burglary in Ohio. Céntained nmames, 35, deduction informztion fsk GMAC emy eye=s.

Regarding electronic informarion breached, state whether the inforination breached or potentially breached
was password protecied or encrypred in some nanner. _ “SS If =0, please desenibe the security
measures profecting the information: _Computer was passyord protected, tut ¢id rot empley dfsk os
_file level encryption.

Deseribe any measures taken 1o prevent a similar Security Breach from occurring in the future:_suditing veadax
to =nruze compliansa with GMAC policy - NTI must be encrypied, amf is foapblidden on portikle Zevices.

Date affected NC residents were/will be notified: 3/26/08 via email, 4/04/08 writtes nntite

If there has been any delay in notifying affected NC residents, describe the circumstances surrounding
the delay pursuantto N.C.G.§, § 75-65(a) and fc)): ~ _ident:ficetion cf stope nf oreack, and

1dentifigacion of gffected rezidents

Tfihe delay was pursvanttoarcguest from law caforcement pursuant 1o N.C.G.S. § 75-65(c). pleasc include the
written request o1 the contctnporancous memorandurn.

Low NC residents were/will be notified? [ Jwrinen notice

{putsuant to N C.G.8. § 75-65(e) _*clectronic notice (email)
Please attach copy of the notice if 1n written form or 2 copy of [*hielephone notice

any saripted notice if in telephonic form. [ Jsubstitate notice
Signarure: Date: 4 0;:z008
Comtact Person, Tirle:  Steove Halnzeac. Assistant Genersl founzel

Address: Same az akowe

i differen: from above:
elephone: 325-770-2p62 Fax: “38-q135-

] Email: 2teve . helistcadiznacnr uranss cop
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Apnil 2, 2008

Consumer Protection Division
NC Attorney General’s Office

9001 Mail Service Center
Raleigh, NC 27699-9001

Dear Sirs:

On March 23, 2008, GMAC lnsurance (GMACL) wag advised that a laptop computer
belonging to a business partner’s employee, along with other items of value, was stolen
in a home burglary on March 23, 2008. The incident was reported to local Ghio law
enforccment authorities and an investigation is underway,

Over the course of their investigation inta the incident. which concluded March 29,
2008, our business partner advised us that the laptop contained two files of GMACT
cmplovee information that were unencrypted. One file contained GMACT's internal TD
for each employee along with their social security numbers. The other file contained the
internal TD's along with the employees™ names. No other personally identifying
information was on the files. We are notifying vou of this incident in compliance with
your state’s security breach law.

Tn addition. we have reported this incident to Transunion. Equifax and Experian.

As our bustness partner’s investigation continued, we kept our active emplovees
advised of the situation via intra-company email. Copies of those cottimunications are
attached tor your records. And, although we believe the potential for harm ta our
employces 1s remote because of the circumstances of the theft, GMACI is sending a
written notice to those employees whose information was on the files. We expect 1o
complete mailing the notitication letter to approximately 2.802 individuals by April 4,
2008. The files involved indicate that 1268 GMAC! emplovee residing in the state of
North Carolina will receive the written notice.

For your records, T have attached the following:

. First intra-company email to existing emplovees notifying them of the initia)
meident:

Second mtra~company email to existing employees advising them of further
developments;

3. Third intra-company email to existing employees advising them of the

discovery of the second file containing unencrypted GMACT emplavee
infonmation:
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4. Seript being used to notify former GMAC] employees and existing employeces.
on leave of absence, of the incident;

Copy of written notice being mailed to impacted individual in North Carolina;
and

6. Question and Answer document created 1o respond to emplovee inquiries.

L]

Please do not hesitate to contact mc at 336-770-2862 if you have questions,

Sincerely,
MG #HABD

Stephen P, Halstead
Asgsistant General Counsel
GMAC Insurance

GMAC Insurance
SQU vvest Fin Streat
\Mns!ch-Ssrem, NC 271573188



