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North Carolina Security Breach Reportlng Form 
Pursuant to the Identity Theft Protection Act of 2005 

~ame of Business Ov,'ning or Licensing Informa.tion Affected by [he 
Bteach; r:w.P.:: :;.su.ra:1C!f! 

Address: sac w. 5th S~z;-e~t 
.. ---:--------------'---

Wi~~ton-~a:en, NC :71.02 

Telepl)one: 
Pa:t; 
Email: 

Dare Security Breach Reporting Fonn submined: 

Da[e the Security Breach was discovered: 3l25/?::ca 

Esrirnated number of affected individuals: Z8GZ 

Estimated number ofNe re:sidents affected; ;.268 

PLEASE SUm.UT FORM TO: 
Consumer Ptr.,t~tiOI1 Division 
KC A.nomo;, Gr:ne1:al's Office 
900 I. Mail Service. Centel' 
Raleigh, NC 27699-9001 
Telephone: (919) 71.0-6000 
Toll Free in NC: (877) 566-7226 
F~X: (919) 7t6-6C50 -

Name of business maintaining or possessing infcmnation that wa~ rhe subject of (he Security Breach, if the 
business [hal experienced the Secl.1rilY Breach is not the S:lme el1hty as the business reponing the SO~.urily 
Breach (pursuant to N.C.G.S. § 75-65(b); _u .... s .... i_n_t...;~~~;;.;l"I~c_t"'_·o_I:_-k __ j_.r:_g-.;l,;.;.n.;.I:;.;.. ~ _____________ _ 

Describe (he circumstances surrounding the Security Br~.at.h and state whether the i nfonnali on breached was 
In electronic): or papr::r fonnat: L2.j'tol' comput~;: o .. "".,J .cy o;;ontnctcci -.re:ccj;:),t' ("J3':') !!:tolcl'. 

'-,2 a hc'-:)e bu.rg:'ar'y i:-. Oh:.o. Contained ;--.QJTI'ii!3, ~:);.~, do:!duc:.ior: i:-::cnr..>:tiO:l :!lr.' Gt·ll'_C elT\~':.oX'l;o:il:;. 

Regarding elecrronic infonnarion breached, state whether the infonnation breached or potentially bre3ched 
was password protected or el1CTyp(ed in some manner. '::~::; _ If ~O, please describe (he security 
rnea~res pTorecring the iO.fonna[lon: CI.:':':Ipu~"'r .. .,s p,,~sO'QJ;d p.~"tr::cted, t·ut c.id J".;:J':. em?ley ~=-sj~ ~:; 

.,!::.e lcv-o::l '!!ncr:,',?tlon. 

Describe any measures taken ro prevent a similar Security Breach from occurring in the fucure: I,uci:' ':.i.ng VIl!~l,I::!.O'" 
to en:-u=e cor.tpl':'d:1~(~ ~"ith G!-S-""'C t::"~li;:l - ~4?I mu~t bf'.!: €nCr':lP":.~d, 2.r.~. i~ :ot"b.:..ccle~ Qn por:tt-;blc de"J1cc:E. 

4 • 

Da[e affected NC residents \vere/wi.ll be notified: 

If there ~lns been any delay in notifying affec:~ed KC residents, describe the circum.stances surround1ng 
the delay pursuant {(-' N.CG.S. & 75-65(a) and (c)):' id"'r.t~riGetion ('.1 "::O~~ 0:: ~,:,o::~.~r.. ",~ci 
~de~~ifi~~~iQn c~ of~ected r~Hid@~t~ 

If ,~c deJ:lj' wa~ p\l1:S1Janl to a request ftom li'lw cnforccmcnll'lJt:lUantto N,CGS. § 75.65fc), p1easc includethlo! 
wntten request 1')1' the contctnp('1\ancou~ mctnot·anduTn. 

Eo\-\' NC tesidents werclwill be nOrlfied? 
(purSUant to NC.G.S. § 75-65(e)) 
Please attach copy ofth~ notice if m written form 01 a C(lPY of 
any SCl'lptoo notice if in telephoniC f~·m. 

Q]u.'Ii.cten notice 
[8clecttonic notice (emaii) 
[Zltclepho nc notice .. 
Dsubstitute notice 

Si~nature: Date: ~.o. ·'2CCP. 
Contact PC-;-"'Jn, Tille: ;;;I.r'·~ H';'~"-:"'i:!C. !I:;9l~~:.'''t G",.,<-'7".l ':~t;r."'e~ -~--=--=~--~---
Add,CS~: S-'l'!T',I2 d> .:d~~"'e 

/lfj'~~'~m~u~ ---------------------------------
Teierhone: 3!';;~7~C-7eE2 

I. 
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I\pril 2, 20m; 

Consumer Protection Division 
NC Attorney General's Office 

9001 Mail Senrice Center 
Rakigh, NC 27699~9001 

Dear Sirs: 

On ~larch 25, 1008, GMAC Ifl~urancc (GMAU) was sc.lvised that a laptop computer 
belonging to a business partner's employee, along with other items ofyztlue, was stolen 
in a home burglary on March 23, 1008. The 1I1cidcnt wns reported to local Ohio law 
enforcement authorities and an investigation is undenva]!, 

Oyer the course of their im'estigation into the incident which concluded March 29, 
200B, our business partner advisf:d us that the laptop contained two files ofGMACl 
employee information that were unencrypted. One file contained GMACT's 11itetllal TD 
for each employee along with their social security numbers. nle other file contained the 
internal TDs along \>"ith the employees' names. No other personally identifying 
il1formatioll was on the :files. We are notifying .you of this incident in compliance with 
your state's security breach law. 

Tn addition. v .. e have reported this incident to TranslIniQI'I. Equifax and Experian. 

As our business partner's investigation continued, we kept Qur active employees 
advised ofthe situation via intra-company email. Copies of those communications are 
attached for your records And, although we believe the potential for hann to our 
employees is remote became of the circumstanc;es of the theft. GMACI is sending a 
'I..vritten notice to those employees whose informoiltion wag on the files. \Ve expect 10 
complete mailing the notitlcation letter to ~pproximatc:ly 2.802 individuals by April 4, 
:2008. The files invoh"ed indicate that 1168 0MACI emrloyec residing in tlle state of 
::-..rorth Carolina viill recciyc the written "'otic€!. 

For your recordso I have attached the following: 

Gh.r1A.C !.'~u~r.:G 

1, First intra-c-l1mpany email to existing employees liOtifying them of the initial 
incident: 

2. Second intra~('(lmpany ct:n.il to cxist1t'\g employees advising them of furtber 
developments; 

3. Third intra-com pan) email to ex.isting employees advisin~ them of the 
dis~(jvcry of the second file containing 'Jnencl"ypt~d GMACI employee 
inforrnatiQM,: 

5[10 w"'.~· Flftr: Street 
V'{ln~ton'381@m. NC 2i'107.31Qg 
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'L Scrirt being used to notity tQrmcr GMACl employees and eXisting employees. 
on leave of absence) of the incident; 

5. Copy of written notice being mailed to impacted individllal in Nonh Carolina; and 
6. Question and AnslNcr document creat~d to respond to employee inquiries. 

Please do not hesitate to contact me at 336-770-2862 if you have questions. 

Sincerely, 

Stephen P. Halstead 
Assistant General COunsel 
GMt\C Insurance 

500 We~t FIliI'! StreGt 
VVinEf3t",_SSrSf"Yl, r\lC 2;'07~31 ~~ 


