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North Carolina Security Breach Reporting Form 
Pursuant to the Identity Theft Protection Act I)f 2005 

~elme of Business Owning Ot Licensing Informalion Affected by (he 
Breach: Mmiflistaff ___ .~. ___ _ 
Address: 19001 C~~.c..:,nt .Springs Drive ________ _ 

KingwoQd, 1~!.7~J~3~2L~~3~8~02~ ____________ ~ 
(2e1) 3:1.2-3577 Telephone: 

Fax: (~al) 34a-l~~~o~8 -,-_.'"""'='".,..--___ . __ _ 

PLEASE SUBMIT FORM TO; 
Consumer P'ro~l:lion Oivhiion 
NC Attorney General's Office 
9001 Mail ServiH Center 
Rtlleign, NC 27699-900 \ 
TelcJ)hOM; (919) 7\6-6000 

Email: ca~~ curt1e@administaff.com 
~. -.--.... .. - ------=."'----;;.;;.;;~ .~----

Toll free in NC: (877) 566-7226 
FAX: (919) 716-6050 

= hi. 
_. 

Date Securit>' Breach Reporting Form swbmitted: 10/15/07 

Date the Security Breach was discovered: LO 103/07 

Esti:nated number c f affel=fed individual!: __ .JJ;..:19;..!,:..;:0c..::0..:,O ______ _ 

I2trjmated number orNe residents ~ffected; 

NAme ofb~in~ss maintaining or possessing infonnlltion that was the subject {)fthc Security Breaeh, ift~.e 
business that experienct;d the Secllrity Breach is not the same entity as the business reporting the Security. 
Breach (pursuant to KC.C.S. § 75-65(b): Adll11n1staff . 

Describe the circumstances surrounding the Seeurity Breach and ~tate whether the information breached was 
In cl~1l'onie or paper formal: Ehc;tJ."l;)nic. See attached 'press Rele.asQ. 

p,egarding electronic informarion breached, stAle wheth~rt~¢ information breached or potentially breached 
w~s ~a.ssword protected or encrypted in s;)me manner. Yes If so, pl~a.se de~rilx the ~curjty 
measures protc:cting the informatiun: Puaword Protected with a aOl!histicated paSS¥J?1;'d 

in ac~rdance with best pr~ctices for password level s~curity. 

Describe II.ny mea.5~r~1i tliken to prevent II similar Security 'Brellch from occurring in the futurc: ___ _ 
" ..... ____ .~_~~ ~ttached. AdmS,n\"t:;aff Information Technology 1i~i.u.....gQcum'-Dt. 

:u ... a , ez _== =-_h •• .. ... .II! t 1_ .:::a::za _, 

Date affecred NC residents were/will be notified: Estimated to be approx. the week of 10/105/07. 

'fthere has been any d~Jay in notiFying nffected 'NC residents, deljoribe the circum&tal'lces surrounding 
the delay pursuam to N,C.O.S. § 75-65(a) and (c): ~ a=.lp:J:p:..:l~i.::.c/l~~~l!.!e:..!. ______ _ 

~~- ... _--.-...... 
If the dehlY w(Li purlluSlnl tn a request (rnm 13W enforcement punuanl to N.C.G,S, § 7~-65(c), plcASt \nelude Ihe 
wrItten reQufl,t (lr th~ contenlpOralleau! memorondum. 

How NC residents were/will be notified? [R]wri\,t~n notice 
(pursuant to N.C.G.S. § 75-65(e)) Delectronic notice (email) 
Il'ICII!!C "Hacb copy of the notil:c itin wrlnen form 01"11 copy of Dt~lr;ph()ne notice 
any scripted Dotil!\! if in telephonit form. Dsubstltute notice 

~~':~:~::=""'i . .n .. _H -Mk:"r~ tt eta; :-~.D::L;::3"~i>;5i~L 
Contact Person. Title: _~:I. L. Curtis, Aaa1ste.nt Ocnual CO\lU$el 
Addrc:ss: Same as abg'ile. •. ____ ~ __ _ 

Of different fn',J\\ above) 
Telcphone;_t~~~).)::z::35i7~_F8X: (28l) j4B-~90a Smail: ear:\.C!urtis@ad1l1ni;u;rf.com 
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In'VeslO' Relations Contllct: 
Douglas S. Sharp 
Vice President of Finance, 
Chief Financial Officer and Treasurer 
(281) 348-3232 
Douglas SJwp£WAdministaffcC!!!J 

News i\fl!dia Contact: 
Jason Cutbirth 
Ma4aging Director of 
Marketing and Corporate Communications 
(28l) 312-3085 
Jason Cutbirth@~dministaff.com 
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Ad.nlsI"" 0 
News Release 

ADMINISTAFF NOTIFIES CALENDAR YEAR 2006 WORKSITE 
EMPLOYEES OF MISSING LAPTOP COMPUTER CONTAINING 

PERSONALINFO~TION 

HOUSTON - OCt. 15, 2007 - Administaff, Inc. ft'."'YSE: ASF), a leading provider of human 
resources services ror small and medium-sized businesses, today announc~d that a company 
laptop computer containing personal infonnation about individuals who w-ere Administaff 
worksite employees during calendar year 2006 has been reponed missing. 

The facts as detennined by the company's investigation strongly indicate that this was a random 
event. and that the personal infonnation was not specifically targeted. At this time, the company 
has no reason to believe that the personal information has been a~cessed Of used improperly. The 
laptop computer, which was reported missing on Oct. 3, 2007, is password protected; however, 
the personal information "vas not saved in an enclj"ted location, whjch js a clear violation of 
company polici.es. 

The confidential data was being compiled in response to a governmentaJ reporting requirement 
and included names, addresses and Social Security numbers for most " .... orksit<: employees paid by 
Administaff in 2006. 

The company is taking steps to notiry approximately 96,000 former worksite employees and 
approximately 63,000 current worksite employees in writing and will offer to them one year of 
free credit monitoring services with fraud resolution assistance. Administaffhas also established 
a toll-free dedicated helpline and Web site for affected individuals and clients. Affected 
individuals can find additional infonnation to assist them at 
http://www.administaffcom/idprotection. 

(more) 
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'~Maintaining the integrity of confidential informatlon is cf utmost importance to Administaff, 
and we continue to take appropri3Ie measures to safeguard the security of personal data;' said 
Paul J. Sarvadi. Administaff chaiITIlan and chief executive officer. "We deeply regret that this 
incident occurred. While we have no evidence to suggest the information stored. on the computer 
has been accessed or misused, we are taking precautionary measures to ensure that the affected 
individuals have resources available to protect themselves." 

Administaff is the nation's leading professional employer organization (PEO). serving as a full­
service human resources department that provides small and medium-sized businesses with 
administrative relief, big-company benefits, reduced liabilities and a systematic way to improve 
productlvity. The company operates 47 sales offices in 23 major markets. For additional 
information. visit Administaffs Web site ~t http:/'/www.administaff.conl. 

The statement$ contained hel'eiYl That are not historical jacts are fo,..,..:ard-Iooking statements 
within the meaning of the federal securities laws (Section 27.4 of [he Secllriti2s ACE of 1933 and 
Section 21E of the Securities Exchange Act ol19_~4). You can identljy such forward-looking 
statements by the words "expects." "intends." "plans." "projects." "believes." "estimates," 
"likely." "possib(y." ·;probably." "goal." "objective.,·' "target, ": "assume," "outlook, 'I 
"gUl'dance." "predicts." "appears;" "indicaror" and similar expressions. For'tvard-looking 
statements involve a number oj risks and uncertainties. In the normal COtlrse ql business. 
AdministajJ. [nc" in an effort 10 help keep our stockho/(il;Ys and the public informed about our 
operations, may from lime 10 time fss~Je sflch fOr\.'v'ard-Iooking StaTements, either oralJy or in 
wrwng. Generally, these statements relate to business plans or strategies, projected or 
anticipated benefits or orher consequences o/such plans or scrategies. or projections involving 
anticipated revenues. earnings, unit growth, profit per worksir€ employee. pricing. operating 
expenses or other aspects of operating results. /f'e base the forward-Iooldn~ statements on our 
current expectations. estimates and projections. These statements are not guarantees of future 
peiformance and involve risks and uncertainties that '\ve cannot predict. In addition, we have 
based man}' of these /on-vard-looking statements on assumptions abolit future events that may 
prove to be inaccr"rate Therefore. the actual results of the futu.re event5 de$cribed in such 
forward-IQ()king slatements could differ materially from those $t(1tcd in such forv.!ord-lo()king 
statements. Among the factors that could cause actual results to differ materially are: (i) 
changes in general econ.omic conditions: (ii) regulatory and w:r: developmems and possible 
adverse applicaTion of various federal. state and local regulalions. including but not limited to 
the California State Unemployment Tax matter; (iii) changes in Our direct costs and operating 
expenses including, but not limited to. increases in health inSMrance costs and workers I 

compensation rates and underlying claim.~ trends, financial $olvency of workers' compensation 
carriers and other insurers, state unemployment fa;'( rates. Iiabi/itfc,~ for employee and cfient 
acth;m.s or payroll-related claims, changes in (he COSIS of e.'t.pal1ding infO neH.' markets, and 
failure to manage W"ol9th 0/ our operQtions; (iv) the effectiveness of our sales and marketing 
e//()l'ts: (l~ changes in the compelitive environment in the PEO industry. including the entrance 
of new competitors and our ability to renel'\i Or replace client companies; (vi) our liability for 
ll/orksite employee payroll and benefits costs; and (v1'i) an adverse/ina/judgment or settlement of 
claims against Administafl ThesefaclOrs are discussed infilrther detail in AdministajJ's filings 
with the Us. Securitie.t and Er:change Commission. Any of these faecal'S. or a comhinah'on of 
sw;.'h factors, could marf::ria/(v aljeel the results of our operations and wherher jOn1rard-!ooJ..;'ing 
starements we make ultimate~}' prove to be accurate. 

### 
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Administaff Information Technology 
Security 

Executive Summary 
Overview 
Bu~ines!/es are exposed to a range o[!>ecurity risks. inhfrcnt with information tcclmology systems. These 
risks have the potential t6 di5T\.l}'l1 M~any operations, e:lUS~ busineu f~i1ure or even di&c.lose sensitive 
information. Proper man~gement for these risks pcnnits i cOlilpAny to ~~fj(;ipal~ vulnerlf~ilitie$, devel<lp 
technology policies. and deploy technology rh~r will minimize lhe effects of il security risk, 

Adrn.inistafl"t:lkes infom'13tion tec!mo!ogy security seriously. We know that a security incident of our 
infomJ.ltion systems will not only affect 1)$, O\lt our customers lIS well. Security Policies, Security llnd 

P.OS 

A warenll5s Training, enierprise level secW'ity intr~tructu.te 'OlllpQnents, intemil and r;Kteroallls6essments, 
and independent audits are several methods we usc to protect ourselves ugainst a security event 

Security Policy 
Administaffis held accountable to a TcctmOlogy Security Policy. This security framework. which 
encompasses over 27 policies, outlines the configuxation. expected belJavior. enforcement, exceptions etc. 
for securiry'objects in Out environment. Examples would inClude: Baekup and Restoration Policy, Di3posal 
of:El¢\Otr~nic Media Policy, CQIpQri~ Softwat¢ Polky. ~nge M~agement Policy, Intranet Policy, 
Monitoring Policy, A"di\ il.nd ~k AIi$e$~meJlt Policy, ;mel Encryption Policy. 

Security and Awarene$$ Training 
Security education of the AdrninistaI'f workforce is a prioritY. Our comprehensive security 8.nd awareness 
prosram is mandatory for all Administaff employees. We nat only ensure thilt our technic;:.l staffis trained 
on me ~eeurity of all QUI' systems and applications, but we require that all of Our employees go through our 
security training so Vi!;)" understand how to protect our assets !I\d our client's information. 

Enterprise Security Infrastructure 
Admj~staffha:; d~loyed s¢y~ral iAd\l~tty it;uJJ;lar~ security products to help reduce risk.. Since Ad~$tatr 
has an Internet presence, enterprise class me'Wl!'lll15, intrusion dctQCtion and prcvendoll $}'Stems, virtual 
private networking switches, and mana~d anti-virus systl!ms haV! bf¢n put in place. Vu1r.erability 
as$e.um.ent !eanners, malicious software SC3I!I1£fS, security event management technology and Internet 
content fUters among other tQ~l~. ~e u,. place to identify and proteet our intet11al systems. 

Assessments and Auditing 
According to our Audit and Risk A5se5~ment Policy, AdmiIUstaff periodically cor.d\lcts aS$cssmeuts 
against d(iploy~ security controls. Admbustaffutilizel! both internal and ()~tClml panics for -.ssessment of 
these security inftasttucturc components. AdministaIT employs 2l CompureT Security Incident Response 
Team. Thil: team is uhIi:led for restorins and maintaining normal business continuity, increasmg the 
d~f~lJS~ md sUl"ilivabiliry ~gai~l fut\U'~ i\l.Cidents, and detrning future incidents by acts of assessments, 
investigatiotl and prosecution. 

\"(ith the inrroduvtion \;f m.:; ~.u-t1iW~ OAl,,], Act orZQOZ omd ffiP¥ P,-iYl1cy Dnd Sccurii)" i\Qlo:!, 

Administaffhas setUp :it;diting standards that afe aligned with each of6ese compliance effects. Yearly. 
Adrninistaff conduets technology audit!: with an external auditing team to achieve our compliance .goals. 
Th~ CQmprep.~nsive auditing is conducted agamn the Adtnici~taffTecMolosy Secll."ity Policy. our 
technology infras!ru\;lurc:. and our business PfCCCUCIi. 
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Corporate Headquarters - I-Iou~ton 
I ~OOI Crc:~cCI\t Springs 'O:ivc. 
Klngwllod, TQ1II13 773j~-3S0l 
W'N'W,lIdmjnis!aff com !!OO·46~-J800 


