
Nortb Carolina Security Breach Reporting Form 
Pursuaat to the IdeDtity Thelt Protection Act of 2005 

Name of Business Owning or Licensing Information Affected by the 
Breach: Ryenonmc. 
Address: 2621 W. ISm Place 

Chicaso, 1L 60608 
Telephone: -I.(7-,:-,7,-",-3).L...7.u:8=8--",-3=35!':!.-"6~ _________ _ 
Fax:: (773) 762-2194 
Email: NW.rew.Bruns@ryerson.com 

PLEAS): SUBMIT .FORM TO: 
CollSUIt1er PI'otedion Division 
NC Attorney General' ~ O1l'ice 
900 1 Mail Service Center 
Raleigh, NC 27699-900] 
Tclephooe: (919)71~ 
Toll Free INC: (877) 566-7226 
FAX: (919) 716~50 

Date Security Breach Reporting Form submitted: .--"-Ap""'-""'ril....."I'-'W6.'-"'2=.OO'--"8 ____ _ 

Date the Security Breach was discovered: _~A"",p.:.o:ril,,-,,3~, .=.20~O~8 _______ _ 

Estimated number of affected individuals: __ .... 4""10><-___________ _ 

') 
L 

Name ofbusinlil$lS maintaining or po!:i~~sing infonnation that was the subject of the Security Breach, if the business 
that experienced the Security Breach is not the S:lIJle entity as the busin~ reporting the Security Breach (pursuant 
to N.C.G.S. §75-65(b): Erng & Youn~ LLP 

De$cribe the c:it~ $Utt0Wlding the SCCW'ity Bteacb a11d state whether the infOnnatiOIl b~hed was in 
electronic or paper format: A l.aptop was stoletJ from an Ernst &, Young ~ntant artd Ernst & y QUDS bas now 
informed Ryerson that said laptop may have COIitained an~tectronic file with the IWI1fS and social security 
numbers of some current.¥¥f fonner Ryerson ~ployees. 

Regarding elettrOni(; information bRaclled. state whethtt the information breached or potentially breached was 
~sword protected or encrypted in some manner: Yes. If so, pJease ~n'b~ the security measures 
protecting the information: fu!!:lt&..XS!UPB bas informed Ryerson that "Subject data was encrypted with multiple 
security passwords." 

Describe any measures taken to prevent a similar Security Breach from occurring in the future: ErnSt at Y~g 
reports that ..... it will continue to train end-users to ensure that all security measures in place are complied with. 77 

Date affected NC residents were/will be notified: _,;;.A~p~ril!..1!.::6:..... 2::::.:00~8 ______________ _ 

H'there bas been any delay in notifying affa:tcd NC residents. descn'be the cin:u~s sum:mn~ W ~lay 
pursuant to N.C.G.S. §75-65{a) and (e»: The laptop was stolen from an Ernst & Young accountaut O~ lanUft!'Y 3. 
2008. On ~riI3, 2008; Ernst &, Young comp1eted the data boW review and informed Ryerson oftbe confidential 
Ryerson Wl?loyee information that may have been on the bpto,p stolen from them. 

If the delay wa3 pursuant to arequC5t from law enforcement pursuant to N.C. G.S. 75-65(c), please include the 
lit1'itteo. request or the «jtttem~s tnCi1torandum .. 

How NC residentS were/will be notified? 
(pursuant to N.C.G.S.§ 7S-65(e)) 
Piease at.tach a copy of the notice if in written form or a copy of 
Any scripted notice if in telep Die form, 

Signature 
Contact Person. Title: 
Address: 
(if differart. from above) 
T.~lephonc: (773) 788-3356 Fax: (773) 762-2194 

(X) written notice 
Oelectronic notice (email) 
Otdephone notice 
o substitute ootice 

___ Date: April 16.2008 
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Apn116. 2008 

(fname)) «iIlalIle>, 
(Address _Street_Line _1 >. 
I\Cl~·". <lState)) (.zip)) 

I Cl'liCIgo, 'L ooeoe 

As part of our company's regular processes to verify our financial records, Ryerson has used a 
leading proiessionaJ services provider, Ernst & Young. LIP to perform e:x.1ernal auditing of our 
records. As part of the process, Ernst & Young is occasionally pro"ided with some emplo~'ee 
information to verify the accuracy of the ft.naDciaJ records. 

I am writing to let you know that there \ .... '35 a recent theft ofa briefcase containing a laptop computer 
from the car of an Ernst & Young accountant. Ernst & Young has reviC\ved the backup files from 
the computer and believes that your name and social security number may have been included in one 
of the files on the stolen Japtop. 

Ryerson takes the security of out employees' p~rsona1 information very seriously. and we deeply 
regret that this incident incurred. Ernst & Young has assured Ryerson that the data on the stolen 
laptop was protected by encryption., as well as other various security measures. We have no reason 
to believe that~· of the data on the stolen laptop has been misused. or eyen al;cl:ssed HO\,'iever. 
becaus~ we are not able to rule out this possibility entirely. yOlJ may wish to consid~r taking step~ to 
protect yout personal information, 

At our request. Ernst & Young bas estabHshed a toll-free help line at 888-659-8725 to assis1 you 
with questions and concerns you may have or if you belie \I'e you have been a recent victim of 
identity theft related to this incIdent. The help line will be staffed from 8:00 a.m. to 7:00 p.m. cemral 
time. Monday through Friday. from now until May 16. 2008. IfyQll nliled to call after hours. you 
may leave a me$~ge. and we haYe been assured you will receive a call back on Cle ne:;.,1 bu;mess 
da .. · 

We have arranged for you. at your option. to enroll in credit monitoring. at no cost to you, for the 
ne~i year. Once you enroll. you ",ill receive communications detail.iJlg any changes to your credit 
reports from all three credit bureaus. To enroll in this ~ervice, please visit http://partner.consumer 
info.comle\,' and enter the code provided below. You wJU be instructed on how to initiate your 
online membersh.ip. If you do not have internet access. please contact the toll-free help line 
described above. 

Website for enrollment: http://partner,consumerinfo.cQ,mJe\· 
Your promotional code: (lCodeH 
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In addition. upon a request from you. the three major U.S. credit bureaus ,,,ill place a ·'fraud alert" on 
~'our fiJe that alerts creditors to take additional steps to ve~' ~'our identity prior to granting credit in 
~"Ollf name. There is no charge for this service. However. because it tells creditors to follow certain 
procedures to protect you. it may dela~- your ability to obtain credit in some iIistances. You may 
initiate a fuud alert fot all three major bureaus by contacting anyone oftbero at th~ following 
numbefs Of website~r 

Experian 
Equifax 
TransUnion 

1'011 Free Number 

(888) 397-3742 
(800) ;52;-628; 
(800) 6g0-7289 

Websire Address 

,,",w .. , experian.com 
",,\,"W. equifax.com 
w\\jw,transunion,CQill 

The company ~'ou contact is required to C(lDtact the other two credit bureaus. which "ill pUlce an 
alert on their versions of your report a.s ",,-ell. Y CU ate entitled to order one free credit report from 
each of the three Datiot1wid~ consumer reporting companies, and if you ask only the last four digits 
of your Soda! Security ~umber ,\-ill appear on your credit reports. To order your free credit report 
visit mnv.annualcreditrevon.com or call toll-free (877) 322-8228. For your reference. we have 
enclosed an informational document that addresses a number of frequently asked questions. For 
additional information on how to further protect yourself against identity theft. you may '''ish to visit 
the Website of the U.S. Federal Trade Commission at m\1Y.ftc.govlidtbeft. 

If \\'e become aware of any instance in which the infocmation on the stolen laptop may have been 
accessed or misused, we will aJen ~·ou immediately of additional steps that can and should be taken. 

Agatn.. we deeply regret any inconvewence or Concem this i.ncjd~nt may cause ~'ou Be assured that 
"'e are committed to continuing to take whatever steps are appropriat? to protect confidential 
employee infonnation, 

Sincerely. 

At\d.rew M. Bruns 
Vice President. Human Resources 
R~'erson Inc. 

Ene. 
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Data Security Incidedt 

What happened and how doe5 tbiJ afl'eet me! 

-
) 

A laptop was stolen from the external vendor (Em& & YOUlIg lJ.P) with whom Ryerson CllI1t:radS to audit Out' fi:Mt\cial 
3tatem~ for accuracy. The laptop bad an electronic data file stored an it which included identi:fyins informatiOn for 
some Conner and current Ryerson employees. The data lost included the name and mal secnrity number of some 
employees and former employees, All fOl'JJ'el:' lII:Id (.'!In'eI¢ eDIJIloyees who may have been :lffected have been nodfied 
regarding dIis issue. 

The aulhorities believe the computer equipment, rather dlan any of the data on it, was the target of the theft, 

Why did tIWI wmpany have my IlaIM and IlOdaIl!CCllrity Dumber OD the ~mputer? 
Ryerson oontracrs witb Ernst &. Young, LLP to provide external auditing of financial records. As part of the ongoing 
process, Ernst & Yoong is provided with some employee inforInation; indudioK name and Sl'lci.aI ~ 1bltnbet, io 
order to allow them 10 wrify the aecutaey of the finafJcial records, 

Is it 11 common prsdia! to iIllOW' d1Itl of thl. n:rmre to be accased by priute contncton! 
RyersoD., JW: most companies, contrllCts with extemal audiIlng companies EO have tbc ,fi.ftlI1l(.,>ial statetU,~ cbef.:ked for 
accuracy by an independent third party, We are working with our externa1 auditing cornpan:ics to ensun;~ our employees' 
and forma empJoyc:es' daJa n:aaves ~ bi~ ~d of security and priv~ protection. 

What should I do to protect mrself"! Do I hliwe to eJose m~' b:lIlk aeeount or cllDcel m~' credit card,? 
At this lXlint in time. we hm'e no confirmation of misuse of Ryerson emj)lo~'ee and former employee data restdting from 
the laptop theft from an Ernst and YOUJIg LLP acC'ounW1t. Because ~ an(i Social Security Number'> were contained 
in a file on this computer. we adl'ise itldi1'iduaJs fO monitor financial accounts continuously for suspicious acthity as a 
matter of ~00d I'radice. For tij)6 04 bow to guard against misuse of personal iDformation. visit the Feder.JJ Trade 
Commission website at http://,,,,,'W'.ftc.gol-!. 

You do nOI ba\"e TO close ~"(}ur bank account or cancel ~"our credit cards, You should ho'n'eyer take steps 10 protect 
yourself against identity theft We adyise you to monitor rour fuiancialaccoullts COI1tinuoush' for suspicious acth'itt', 
One way to monitor ~'our financial reports is to re\'ien your credit report B~' law you are entitled 10 one free credit 
rcpoIT each year from each of the 3 major credit bureaus, Y all can request a free credit report from one of the three 
major credit bureaus - Equifax, Experian, or TransUnion - at w"",",AonuIllCreditReporteom or b~" calling 1-&77-
~22.822S 

WIW do ytlu mt.ad by SIdilitious 4ttiYity? 
Suspicious 3CtMty could include lhe following: 

• Inquiries f'rotn colllJllll1ks you have not con1llctcd or done business with: 
.. Purchases or charges OIl your aocoUDts that you did not make; 
• CaJJs or letters about purchases you did not umke; 
• New acamnts you did not open or changes 10 existing accounts you did oot make: 
• Bills that do not arrive as e.xpedai: 
• U~ credit ~ or acoount statements; or 
• Denia1s of credit for no appsrmt re:u;on 

I do dot ddt:d any supicious acthity, but am concerned about this issue. what dsc can I do? 
You may want to take the precaution of placing a fraud alert on your credit files, 

What Is a fraud alert? 
There are 2 types of fraud alens: an iIlitial alert aDd an nteII4efl alert. 

An iDitiaJ alert SlayS Ot'l yom credit cepott fot at least 90 days. By placing the initial alert on your credit report, 
potential creditors IDIJSt use what the "law refers to 2S "reasonable policies and proa:dun:s" to verify your identity before 
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issumg cm1it in your name. However'. file steps poteoti.al creditors tab: co verify yom identity may not always alert 
them that the applicam is DOl you. When you place an initial fiaod alert on your aedit report. you ffi't entitled to one 
free credit tepM ftOIb ~ of rbt 3 nationwide ~ repolting companies, and if you ask, only the IaBt four digits 
of your Soc:W Security number will appear on your credit !CpOm. 

An enellded alert Slays on your credit report for seven ye3!S. You can have an ex'tended alen placed on your cn:dit 
report if you have been a vU;tim. of ideol:ity theft ail4 )'OU provide the CODSllDlel' reporting company Witb an Identity 
Theft Report. With an extended fiaud alert, pot.ential cmiitors IIlUSl actually comact you, or meet with you in person, 
before lhey .issue you CItdit When you pIare an extended alert on your cnxlit n:port, you are entitled to two me credit 
~ Within twelve months from each of the three nationwide consumer reporting companies. In addition, the 
COIlSIIIDCr TCJXlrting companies will remove your name from IDlllkcting lists for pre-ecn:encd credit offe!$ for five years 
unless you ask them to pm yom name back on. the ]~ befon;l then. 

To place either ~ of fraud alert on. your ~t report, or to have them removed, you will be required to provide 
appropriate proal of your identity. This may include your Social Security number, name. address and other personal 
information ~ by ~ COuumtr reponing (lOmJtIIIY. 

Placing either type of fraud alert on your credit report may cause some delayS if yOu arc t11'iDg to obtain credit To 
CQmpensale for possible delays, you may wish to mc1ude a cell phone mnnber, where you can be reached easily, in your 
alert. Remember to keep all contact information i'£l your alert cummt 

W1W dotI a fraud alert Dot do! 
Wltik II fraud alert can help keep an identily thief from opening new accounts in your .name, it is not ~ solution to all 
types of idaUity theft U will not protect yoo frOifi ail idality thief usir1g your exisWIg g-edit cards or ol:her accomsts. It 
also will not protEl:t you from an identity thief optming new accoonts in your mune that do not require a credit check -
such as a teIe:pbonc. wiIcless, or bank account. If ~ is identity tbc:ft already goiD8 on when yOu place the fm\Id aim, 
the fraOO IlIert IlIooe will oot sklp it. A fraud alM., however, can be exnemely useful in gapping identity theft that 
invoiva opening a new line of credit. 

Ca\Il tM Social S«urlty ~dmm"'(NI pat 1I flag 011 my Sotial Security number? 
No. unlike the credit bure3.us, the Social Secnrity Administration (SSA) cannot put a flag or security alert of any type On 

your Social Security number. 

To n::port that somrone ~ using your Social Sewrity ou:tmer, file a complaint with !be Federal Trade Commission 
following tile process listt:d above. 

Sbould I apply for a deW SocIal Smarlty IQIIIlber? 
Under cettam ~. ~ SQcial Secority Administration may issue you a new Social Security number - at your 
request - it after trying to resoM: the problems brought on by identity theft, you continue to expericoce problems. 
C~der this option carefully. A new SodaI SecuJity D.1mlber may not resoJve your id~ theft pruhlems, and may 
aaua11y cn:aIc new pnt,1cms. For example, a new Social Secwity number doc:s not neu-ssarily ensure 8 .IIC'lo' credit 
rec:ord ~ credit. bun:aus may cowhiDe the Ct'edit records from your old Social ~ DOJDber with thMe from 
your new Social Security nmnber. Even when the old credit infonmuion is not associated with ~. om new Socia] 
Security number, the ~ of any m:.dit bistOI'y w1der your new Social Security DDIDber may IIl!iki: it more difficult 
fot' you. to gel credit.. Fmally, there is no ~ that a new Social Security number would not also be IIrisused by an 
identity Ihier 

Wllat are my n:medies if my ickDtity is stolen and ~d iIIegBIly? 
The Federal Trade Commission has produced a booklet to help JOU remedy the effecrs of an identity thefl It describes 
what steps to tWo } OUt legal rights, rum' to handle specific problems. you tt~· en~OlID(er on lhe way to dearing YOUJ 
name. and wbat to walch for in the future. The contents of the booklet. raJang Cha,.ge: Fighting Back Against 
ldrnfity Theft. art alailablc: online at httn:/m"ll"ll·.usallol!ovl/,·ettral1Sinfo.sbtml. 


