oJ

North Carolina Security Hreach Reporting Form
Pursuant to the Identity Theft Protection Act of 2005

Name of Business Owning or Licensing Information fffected by the PLEASE SUBMIT FORM TO:

Breach: gt Lot Grmmssiom d v in(aypling . Consumer Protection Division

Address: (ﬁf’ﬁﬂ%?ﬁ@!, \J NC Attorney General's Office
Folegds, NC 2226/ %001 Mail Service Center

Telephone: /9732 - 4329 Raleigh, NC 27699-9001

Fax: G- 732 - &40% Telephonc.-: 919) ,716'6000 ‘

Email: &, Lro@ncman gt Toll Free in NC: (877) 566-7226

FAX: (919) 716-6050

Date Security Breach Reporting Form submitted: *(/[MU: 1Y, 208,

Date the Security Breach was discovered: At k670, 2008
Estimated number of affected individuals: VAT

Estimated number of NC residents affected: _4&73

o

Name of business maintaining or possessing informatipn that was the subject of the Sceurity Breach, if the
business that experienced the Security Breach is not t;'c same entity as the business reporting the Security
Breach (pursuant 1o N.C.GG.S. § 75-65(b): /A

in  ¢lectronic  or  paper  format: Eorg J-185¢0A Leplyp MRS STUCA T0r T (ntyal O Lo
ey Lozatior fhnd gotfached pevsoredly (et T i e, cafPriration ou {77/ radibidendl -

Describe the circumstances surrounding the Security B[ach and state whether the information breached was

Regarding electronic information breached, state whether the information breached or potentially breached

was password protected or cncrypted in some mann

r. Y If so, please describe the sccurity
measures protecting the information: “7%z. P . ; 4,

&
4 Cecer g A, E4ST

Describe any measurcs taken to prevent a similar Secﬂity Breach from occuwrring in the future: £47¢s '
SdPtire. 15 B0y a2l d D thsiTlads, 20
oozl FE A el

et i asoreS A sre e pHeenl .

Date affected NC residents were/will be notified: (BHers ruaaiexd March 14, 200

If there has been any delay in notifying affecied NC r§sidents, describe the circumstances surrounding
the delay pursuant (o N.C.G.S. § 75-65(a) and (c)): A//A‘—‘

If the delay was pursuant to a request from law enforcempnt pursuant ro N.C.G.8. § 75-65(¢), please incinde the
written request or the contemporaneots memorandum

How NC residents were/will be notificd? [Xwritten notice

(pursuant to N.C.G.8. § 75-65(¢)) [_Jelectronic notice (email)
Pleage attach capy of the notice if in written form or a gppy of Dtelephone notice

any scripted notice if in telephonic form. []substitute notice

Date: Agescty (' 2005

Signature:
Contact Person, Title: e (. Clegz, &m@fltjnm
Address:-

Eox 1910%, Pabyaity PIALT6 (4
(if different from above) ~

Telephone:_7/2-732~¥63¢ Fax: 719-733 -B7%5 Emait: @wd-fﬁ%ifﬁchwﬂmf
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Employment Security Com
Post Offic: 3ax 25903, Raleigh, North Ca

March 13

John Doe
123 Main Street
Anytown, NC 27666

ission of North Carolina
tina 27611 Telephone (919) 733-4329

2008

Notice Pursuant to }J C.G.S.75-65

On Monday, March 10, 2008, a laptop computer b
Commission of North Carolina (ESC) was reporte

longing to the Employment Security
as stolen [rom the ESC office located at 1300

St. Mary's Street in Ralcigh. The computer’s hardidrive contained personal records for
individuals for whom unemployment insurance bepefits hearings had been conducted. This data

included such informaticn as names, addresses an

“You have boororopor o3 ie us as among those who
To date, the stolen computer has not been recoverg
information has been retrieved from the stolen co

-and password for access, and the theft appears to
contents of the computet’s hard drive. However, y
against the possibility of identity theft.

appropriate government agencies and to the Cons

social security numbers.

e data was recorded on the stolen computer.
. At this ime, there 15 no mdication that your
putcr. The laptop computer requires an ID
directed at the equipment rather than

u may wish to take precautions to guard

ner Protection Division of the Attorney

" The incident is under investigation by the State C}itol Police and has been reported to the

General’s Office in accordance with North Caroli

 statutory requirements.,

The ESC staff assigned to this investigation sincer
causc and encourages you to take advantage of res
available to its citizens. The North Carolina Depar
Office) provides general information on the preve
information, you may wish to visit the Attorney G
htip:/mmoscamnc.gov/index html. Information also
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ESC

ly regrets the inconvenience this matter may
urces the State of North Carolina makes

ent of Justice (state Atorney General's
ion of identity theft. For additional

neral’s ID Theft Internet site at

5 available by telephone at 1-877-566-7226.
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North Carolina Data Breach Reporting Form

Pursuant to the Identity Th

To:  Consumer Credit Reporting Agencies
Gquifax — Busincss Records Security -- businessr
Experian - Data Breach Support ~ 1-866-751-13215

:ft Act Protection Act of 2005
Marcig 14, 2008

ordscecurity@equifax.com

TransUnion - TransUnion Data Breach ReportingHotline - 1-800-971-4507

[ Agency Reparting Breach: [ Employment Securgty Commission of North Carolina (ESC)

Contact Name and Title:

David L. Clegg, Dgputy Chairman

Address: PO Box 25903, Rafigh, NC 27611

Telephonc: 019-733-4329 |
Fax: 919.733-6404

Email. ESC.PIO@ncmail fet

Date Data Breach Reperting Form
submitted:

March 14, 2008

Date the Data Breach was
| discovered:

March 10, 2008

individuals:

1,771

Incident Description:

An ESC issued lappp that contains sensitive data was stolen from the
agency’s Contral CFfice annex location.

Notification Dctails:

Written notices mafled to the identificd individuals March 14, 2008,
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