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| | North Carolina Security ] Breach Reporting QI'O P { SR
_ Pursuant to the Identity Theft Protection Act of 2005 SRSTO |
Name of Business Owning or Licensing Information Affected bythe  PLEASE SUBMIT FORM TO: ?
Breach, MI-ATARY SFERICERS ASsH OF AMIRLCA Consumer Proteciion Division. - o
Address: Z oL N, WA SHIN SToAk: ﬁ f'. ' NC Attorney | chcral's Ofﬁcc L Ve ik
S Al.a XAND n.u‘\* VA 22-3(4 ~ 79001 Maif Serviee Center - TR 43
- = -z bz T Raleigh, NC2769%9-9001 =
e p?me 1= Res 239~ — Telephonet (919) 716:6000, - 7.
. ' Toll Free in NC:(877) 566-7226‘ S

If the delay was pursuant to a request from law enforcement pursuantto N.C.G.S. § 75—65(:), please iqcl :

Emaxl. ‘

FAX: (919) 716—6050 L

RPN - RPURIREys | SO, S

Dafe Secminty Breach Reportmg Form éubmitted: A NoV 2een - - v T

- Date the Security Breach was discovered: L Nov. Z 290 LR-EM RTED Tu: M“AA "‘ M i
' Estimatéd ‘number of affected individudls: __ & 5 1 4 ﬂ e BET S RINE ¢
Estimated number of NC residents affected: K. 843 . i L - ; o
R S
Name of buisiness maintaining or possessing information that was the subject of the Secunty Breach, 1fthe SRR
business that experienced the Security Breach is not the spme entity as the busmess reportmg the Secun‘ly o
Bre.ach(pursuanttoNCGS § 75-65(0b): _C. ONVie ' LG, & po R ‘&00 ! ‘I

ll'-lOo QURNET ReAD, AV TN, rc_g S"]mi.'_

Describe the circumstances surrounding the Security Breach and state whether the information breac&(l was’ i
in ' eléetfonic  or ézgaer format: PLTASE S€& RTT RCHED t:a.MlL;, i
(:QOM NVlD T)c..fc.&(ﬁl*’ﬁ ThEe &1 B L

chacrdmg clecixomc information breached, state whether the mformatlon breached or poientlally breathcd

was password protected or encrypted in some manner. NES ifso, please describe the secunty ‘

measures protecting the information: PL.Z2ASE . S EE ﬁ T TA. Q"Q"‘ b‘ ! I ' ' .
L Eim AL PROM S Con Vie -

Describe any measures taken to preVent a similar Secunty Breach from occurring in the future ' ‘

: g.."' S8 - Sés A'r'r Am.@ X.;";._-,—'.‘.mnu.n ;F-rb-m Cbﬂ\ﬂo

P

s ey o o e

R

-. "‘i_!(.__), ' H
Date affected NC residents were/will be notified: . ‘l Noy 2.ea7] s P L i3\ |
If there has been any delay in notifying affected NC kemdents describe the c1rcumst_ances surro .‘
o the dqlaypmsuanttoNc GS. §75 65(2) and (c)): ‘Q SLAY DIYE T» DETE
' y{otm THE =.wmall. A ESSEI AVY PASILIOA |

written request or the contemporaneous memorandum.

How NC re,sxdents were/w-l-ﬂ-be notlf ed? i o | E}wnﬂen notice : Co i
(pursuant to N. CGS. §75-65@) . electronic notice (email) | - .0 A
. Please attach copy of the notice if in wrxtten form or a copy of telcphonc notice . RO ‘
N any scrlpted notice if in telephomc form. i Dsubsntute notice o
Signature: ~¥ "NoV ¢
Contact Person; Title: P 2TER .- WY Ll &, S&¢ Y § ch‘ y %‘*; ﬁ‘-‘- SR
' 4 "L ¥
Address:: . =@ @ SOME AS RQ‘\’G - Ly §
(if different fforn above) ' R SR P
Tele&phpne LYoo ~2.34- Fax: 103 ~ ? 3 9 — Email: W\I Ue !

cm. ;.,zu' Lt 81'1}
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. Pete.Wylie -

‘ From: Gene Austin [client-cbmmunicati‘on@_info.convio‘com]
;;?" o Sent: ~ Tuesday, November 06, 2007 7:32 PM ) :
| Y Tor Julie Huebsch : - 2 C
S 'Subject' Convio Security Updale and Constituent Suppon Informatton -

Dear Julie,

To begin, [et me thank you for your understanding and the many words of support both to me and to
your dedlcated team of account managers. We certainly understand the anxlety and frustration that‘
have resulted from this incident, and we take it very seriously. I plan to provide you'with regular 5
updates on th:s incident to ensure you have the information you need to address its consequences B
within your organizanon as well as. vuth your constituents. e o

. We are still Investigating the details of the intrusian, but we can share that the attack was perpetrated S }
; by an outsxde party commandeering the account of a Convio staff member. Working as an authorized - -, R 1
administrator. the intruder was then able to access client data, We are working with the FBI and have L '-"‘}
hired forensics experts to help us undertake a compliete evaluation of how the intruder was able to o i
i .__-f compromise the staffer's account. We will share as much information as possible in the comlng weeks. . A ;

We are lmplementlng additional measures to strengthen our secunty Below are some of the steps
we've already taken: :

g

S . Reset all system levei account passwords and will reset paseyvords for all client administrative .- .
i account.s (see.detailed information below signature), ‘ i

I

. Restricted admlnistratwe access to our systems to corporate IP addresses,

E - Sc‘anged all systems for any remnants of the intrusion, ' : o sood
» Revised ':securlty procedures across the company, and '

L [ L : - Accelerated ptanned investments in additional technical and human security systems that will he1p el t ; o

feduce the risk of future breaches. )
o : !

f{ ,Below the password reset information at the bottom of this email, you will find a2 sample paragraph that S . T
) we recommend You place into your normal communications. The information directs constituents to'a B '

-f_‘.( Web site wnth consumer-friendly tips that help with this mcudeh(;, but also provide more information to A -
Tl your conststuents in helping protect their online privacy. That site Is www.convio.com/o nhnesecurlm T
’ i Beglnnmg tomorrow at 12:00 p.m. (nuon) Central, we will be staffing a toli-free number that you can T T

prowde to your constituents who might have questions. Please understand that the staff on the phone L
lines will be providing online tips to help make people more secure, not answering questlons specific to o
ML - your o_rganizat!on and technical detail. That number is 1-800’-501-8193, v T

'

4
3

o Our entire team is committed to your continued success — from the account managers and techmcal
VR support. team, to the executive team. We look forward to working with you through this challenge y S T £
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e

We will contmue to provide you updates through your account management team and via approprlate N
Ce w7 email communicatlons » '4 o

© .. Regards,

-

s

L . i i

.+ Gene Austin.
.} . CEO; Convio, Inc.
' . “ B : - 4‘; * " LS .

' Password reset notification : _ '
As a‘regs"ul; of the recent security incident on the GetActive platform, we are taking the purely ok
precautxonar& step of resetbing all client administrative passwords. Beglnmng Wednesday mommg, the : |
next time you slgn on to access your GetActive dashboard, your old password will not work and you will. . : = ‘

, '-;; see 3 llnk tc ‘reset your password. After dlcklng that button, you will recejve a system-generated emall

" witha personahzed link to re-establish a new password. You can then sign on and resume your work.

.;;\ Sy Note If you already requested that we reset your passwords after the security incident, you wlII notbe - - - P B

. asked to chqnge them again. . . Lo ek
: We fealize this is'an inconvenience, but we hope you agree that‘,adding this exi:ra step to your next c N S S 3
% i/ sign-on provides.an extra level of comfort in knowing all those who access your data. are authorized te T ° R |

. do so. We also recommend you regularly review who has access to your GetActive service by going to
. - CONFIGURE. from your dashboard and choosing ADMINISTRATORS. If you are an administrative
* manager, you can add, change or delete administrators at any time. Otherwise contact Client Support
from the HELP section of your dashboard to submit changes to ad ministranve access.

1 We are' committed to keeping the GetActiverplatform secure. We‘fhé'vé taken substantial measrure§ since V T
1+ last week's Security incident and we continue to be vigilant, We appreciate your cooperation as we ‘
5. contipue to Implement measures to enhance the security of your data and the GetActive platform.

f

. . Sample c'dinmunication to constituents/members:

~Aswe contmue our push into the dlgltat age, wa are seeing a not too surprising nse in phishing and other onling scams T RN
as criminals mngrale their schemes 10 the Intarnet. In light of the recent security intrusion against the company we . o

b conlract with to pr0vrde online sarvices, we are encouraging all our members to be more dmgem about online secumy

" Foralist of nps and suggestions t6 ensure the safest possibly onling expenenoe please visit : o

WWW.Convio. conﬂonlmgxgun'tx. 7 2

- et e S

Co'm}’rig’litt‘ 20_‘07, Convio Inc. All rights reserved. ; R L

S we respecl‘ your tlme and privacy, To unsubscribe from our mailing nst please click hese. Review our M
S ' ; E PO“

S Convlo is headquartered at 11400 Burnet Rd, Bidg 5, Ste 200, Austm, Texas 78758. Visit us on the Web at
Cy http_a_w convig.com.

-y
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—ru:s WRS SENT, By BoTH - rv\Au. AND L
LETTER T TH" q843 PEofLe mmg‘ |

e WHO LoST' ONLY AN E_malc an.au.
’ o DearMOAAEMall Subscriber, o | G Doy

o | This is a special notice to advise you that MOAA's e-mail contractor, Convio, has informed us
L that semeone illegally gained access to Convio’s files and- downloaded e-mail addresses from 92
of Convio’ s clients, one of which was MOAA.

At the outset, let me stress that no information was stolen that we reasonably beheve couldbe

‘ used by the data thief to cornpronnse your 1dent1ty — that is, no Social Security nurnbers account
R numbers, or other financial’ mformatlon No names ‘were stolen except to the extent an e-maﬂ
7 address mcluded a person’s name.

S e Gy P

AL IR However, the data thief did obtain thousands of e-mail addresses of MOAA member§ and sofne;, -_* . 1
"""+ non-mhembets who have used our services or subscribed to our ¢-mail products — mclndmg your | o
. e mzul address. o A TR

MOAA tfakes any such illegal activity very seriously — especially if it involves any of our mem-- . - .. o

S bers’ dath. We want to stress, however, that we believe that any risk to you arising from this data VA

R breachiis limited. Today's reality is that dedicated “data- -mining” individuals and orgamzauons Bt

L routinely obtain e-mail addresses within minutes from anyone who hooks up a computer and. !

Y starts an e- mail account. Nevertheless, you should remain vigilant in protecting your‘i'dentﬁy’ by R P Sl

Co reviewing all of your financial account statements regularly and monitoring free credit reports: .

Yy avaﬂable from natronal consumer—repomng agenéles Y f‘

o _ : Ce Y

'. o We belie;ve there is a possibility that you may receive some additional “spam” (junk mail) orbe - -

L . targeted with “phishing” e-mails. In “phishing” or similar scams, you may receive an e-mail that s oad

Pl f e appcaxs !;o be from a well-known or trusted organization, urging you to go to a webslte and enter . -’ w 1

R personal mformatmn It is likely that you have received such “phishing” e-mails in the past. i * - U

3 ‘3' (o you receive such e-mails, you should promptly delete them and you should not respond to them it ‘?

[ in any.way Reputable firms do not ask for personal information in this manner. - - S s % :
AR We wanted you to know right away of this unauthonzed access, and to know also that we find: SRRSO " :
" the thefusituation totally unacceptable. We have confirmed that Convio has severely tlghtened R

its secunty, and MOAA is reviewing security pre&aunons on all of our data systems, both 1nter— . .' . g i

nally and with our other contractors who may have access to member data'in one form or an-": L l
other. . i R

B

Cd e We take very seriously our responsibility to safeguard your personal data, and we pledge thiat we,
Co will conhnue to take every possible measure to fll]flll that responsibility.

I have. attached a series of questions and answers about this incident for your review. Shou]d you o

: have any additional questions, please‘don’t hesitate to contact MOAA’s Member Ser\nce Center ‘
toll-free at 1-800-234-6622, or by e- ma11 at msc@moaa org. A &
Smcerely,
""" Norb Ryan, Ir » R

O ey . Eg Ty e

.
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_count numbers etc.) was affected. Website passwords were stolen with regard to a very few m- o o )

: dwnduals,, but you did not have a password stolen — only an e-mail addrcss e e o
3. How can you be sure what has been taken? The contractor electromcally tracked the data L

‘reviews with all of our other outside contractors, to dssess and, where necessary, upgrade the . Sy

: house? Ulgfortunately, the complexlty of e-mail guidelinés and anti-spam laws havé made it

Vice Admiral, US Navy, Retred 4 _
Presiderit and CEO ' o

Qﬁuésﬁons and Answers . | R S |

1. How many e-mails have been stolen? MOAA was one of 92 organizations affected by the -

e-mail cdntractor’s data loss. The theft included e-maﬂ addresses of Z’60 ;000 MONA members, p
subscnbers and prospects. . '
CF

2 Whaf other data has been stolen" No other personal financial data (SSNs, b1rthdatcs ac-

that was 'downloaded. ' : . Py '

i
1
e
}
i
R
¥
;
&
e
€
¥
¥

4.. How could I be affected personally by this e-mail address theft? What should I do nevv" i g
Ybu ma)ﬁ receive additional “spam” (junk mail) messages, or you may receive so-called’ “phlsh- ",
ing” messages with offlclal-lookmg company logos, that ask you to log into a website and pro-

Sl

- vide your personal information to “verify” one thing ot another. You should 1mmed1atcly delete g Rt k
all such messages and you should not respond. I
Lo iy :
5. Should I change my e-mail address? That is your decision, but it is probably not nccessary, o AR v q

As you may know from experience, dedicated “spammers” and “phishers” have waysiof obtain- <

mg your e-mail address electronically. ) : }
w- ,,‘V"" A :':.;.
6 Should I enroll in an identity-theft program? Will MOAA or Convio pay for it? It is° : ;
your, decision, but we don't believe that's necessary. Your e-mail address alone will not allow ‘; g
anyoné'to steal your identity. MOAA will not pay for you to enroll in"an 1dentxty—theft prograrn L ‘ ‘5
under these c1rcumstances . s
: 7 How}dxd this breach happen? A credential belongmg to one of the contractor's emp]oyecs | ;

was stolcn which allowed the thief to log onto thé contractor’s system and access e-mall ad- .
dresscs owned by members of MOAA and members of dozens of other orgamzatlons ‘ U

;;‘qsiv-’. a

8. What is MOAA doing to prevent a recurrence? First, Convio contacted the FBI to. alert it L
about the theft. Second, we at MOAA are working with Convio to ensure it reviews and up- o PR EE
grades it$ data-security protections. Finally, MOAA is initiating an internal review, and similar '

protecuon al,cordcd all of our mcmbers personal data R S
9. Why does MOAA have to use an outside online service provider? Can’tit be done in- . BRE Sy
very difficult for organizations like MOAA to kee track of all the rules, outdated e-mail ad-

dresses. and unique requirements of the hundreds of different Internet Service Provxders like S S
AOL, Yahoo, etc. We must hire contractors who specialize in managing all these reqmrements '

e e

AT
. e

PR AVER
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to ehsure we-can properly deliver MOAA’s weekly Législatiye Update, News Exchaﬂgc;’ and

other e-mail communications to those who wish to subscribe to them. :

16. Whe can I contact if I have questions about this situation? If you have ad&itihnélz queé;: o
tions, pleass contact MOAA’s Member Service Center by calling 1-800-234-6622 or e-mailing
the Center at msc@moaa.org. ' " I
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9. Who' can I contact if I have questions about this s:tuatmn" If you have addluonal ques-

tions, you can-contact MOAA’s Member Service Center by calling 1-800-234- 6622 or e-mallmg
the Centcr at msc @moaa.org.

10. Why dom MOAA have to use an outside online service provider? Can’t this workbe
done iin-house? Unfortinately, the complexity of e-mail guidelines and anti-spam laws have *'
made it very difficult for organizations like MOAA to keep track of all the rules, outdated e-mail
addresses, and unique requirements of the hundreds of different Intemet Service Prowders like
AOL, Yahoo, etc. We must hire cortractors who specialize in managing all these reqmrements

to ensure we can properly deliver MOAA's weekly- Legislative Update News Exchange and
other e-maxl communications to those who wish to suﬁscnbe to them:

o g s .
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