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Pursuant to the Identity Theft frotection Act of 2005 , 
Name of Business Owning or Licensing Information Affected by,. the PLEASE SUBMIT 'FORM 10: ' 
Breach: "', .... ,,..-.V • t:t: ac::.«as RCs .... 0,-= ,,~cA ConsumerProtecuon Divisio~ , ' 'i 
Address: ~.. H, 'c...IA C H'''' C~,,,, $T: i,NCAtto~y 't~eral~sot'fi~~, \ i!;, i" /~ 

I,,,~ l'A;'.I&'A~ ""A Z.a.~I.f i9001.iMa!fServl~~ Center "', I J 

Telephone: • - ,.. - Z., .. _ .. " 2."\ ' : RaleIgh, N,C 276~-,900,l, ",; 
Fax: i, , o~- p""ll" ,;~, 4'~ C ~-:):;;" Telephon~ (91~}71~6eoo"... < ,',i rl 
Email: ~ I : :" • ,i. ,'?)- , ;;, . Toll Free In NC:';(~77)56~-7i£26 + 

~ __ .e. ~ ~',-~ . Q"'~ FAX: (919)716-6,050 ' 'J' 
, ~ .:" ,~~':; , , : 0';'1 " '1' . Ii- • '; d f 

Da~~~ut\tYBreachReportingFo.:m~ubmitted: ,C\ .tHo~" "1.,.o.~PJ ' ,~.', "'" ,,:'\~"';"(I:' 
Date the Security Breach waS discovered: I NO'l, "'.,.~ ("'e.hI (l.'rS. "N" ':~.AA:,'~ '.~,~) j , 
Estimated:1.umberofaffectedindividuaIs: '2. S ,,','10\'1 ' . , ' ' , '1',:." " ,';. I';; .:;"{~ 
Est~~1ednumberofNCresidentsaffected: <lim""", 1"'13, ;1, ,i,I;,' ,;Ii;:"~' ",t 
Name ofbusiriess maintaining or possessing information that was the subject ofthe SecUrity Bread" jifthe.', ' ' :' 
b~~ess th~t experienced the S~furity Breach is not tI1~ sFe entity as the business report.iPg $e ,~ecupty, ~ : it I; "~ 
Breac:h(p\¥,suant to N.C.G.S. § 75-65(b): C. 0 N ",. , GL 'D G. (;', $. \l, 'T£ ',;a..:,oo;:, \ '~ 

iii" eo (\Uft.AI£T Re A~I BU$ TIN, r EIC" S' 'Itt"$,ri "~" 

De~rj;be ~e circumstances SUIToundingthe Security Breach and state !,hether the information breat~,w~' ,J ',i, i'" , 'i 
in eleeti9nic or paper format:' P ... e. A S (' S ~ ~ A TT "c."',~ D c:."4.i; ~.~ , ! L ra.-M. CA"VLO btt(..It,(G ..... g TJ.&c:r-r " 'I." 

I " I , ' ,',.. ';' ,': ;:' '.'" (:, 
Regar~g electronic infonnation breached, state whether the infOI;mation breached or po~~tiaily bre~pe!i ,t,: ", ,:i, , 
was password protected or encrypted m some manner. ~ £-;$ If so, please descripethe secunt)h' ). 
l!l~llTe~ protecting the information: 'p '- c.. A s e'. 'i Eo e e 77 A c;. .. '-=:, 6:\, . ,', 1 <:i ,i 

: ~';f'!" ~A&.'" p.R.AI~; c...o fIi ""0 ,;"'.'1., " ' ~", "~i, 
" ,j . ',: 

Describe any measures taken to prevent a similar Secuiity1.3reach from 9Ccurring in: the fuh!re: " '" .' ,,! ~ , . f~tl\~i.. ~~£" "~~ A~;J) ,/':Q _,M-Au.. ,p..tt.~ ~:~~~\!. I' ',r! "I:') 
, .j ," i' .. 

Date aff~ckxt NC residents were/will be notified:, "Zi,. • ·1 
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From: 
Sent: 

To: 

GEme Austin [client-communication@info.convio.com] 

Tuesday, November 06,20077:32 PM 

Julie Huebsch 

Subject: Convio Security Update and Constituent SuppOrt Information 
i , 
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Dear Julie, 

To begin, let me thank you for your understanding and th~ many words of support both to me and to 
your; d~,dicated team of account managers. We certainly unde~stand the anxiety and frustration that(, 
'"" . .~" . 

have resu,Jted.rrom this incident, and we take It very seriously. I plan to provide you with regular 
updates on this incident to ensure you have the information you need to address Its consequences 
within .yol;lr organization as well ~s witp"yo4r constituents. 

~' • t 
~ I .• , 

We are stili !nve~tlgating the details of the ~ntrusion, but w'e can share that the attack was perpetrated 
by an out$ide party commandeering the account of a Convio staff member. Working as an authorized 
admtnlstr~&r. the intruder was then able t~ access client data, We are working with the FBJ and have 
hired forensics experts to help us undertake a complete evaluation of how the intruder was able to 
comprOmis~ the staffer's account. We will share as much information as possible in the COmlr1g wee'ks. 

We are implementing additional measures to strengthen our security. Below are some of the steps 
we've'akea,dY taken:' , " 

I 
• Res.et all system level aCCO~!1t~~s,swords and will reset p,as~~ords for all client administrative 

ac<:oul1ts (seeidetailed information belo~ signature), , 
': ' 

• Restrlcted;admlnistrative access to our systems to corporate IP addresses, 

• Scanned all systems for any remnanls of the IntrUSion, 'Y .:, ' , • 

• Revised security procedures across the company, and 

• Accelerated planned investments in additional technical and human security systems that will help 
teduc~ the risk of future breaches. " 

'. " 

Belqw the password reset information at the bottom of this email, you will find a sample paragraph .that ' 
we ~ecom.m'end,you place into your normal communications. The Information directs constituents toja 
Web site with consumer-friendlY !::ips 'that help with this incici~h~. but also provide more information to 

,;: , ., '. ~ ; 

your consti~entsin helping protect their online privacy. That site )s www.convio.com/onlinesecurlty. 

BeglnQing t0mor'row at 12:00 p.m. (noon) Central, we wfll be's~ffing a toll-free number that, you can 
provide'to four constituents who might'have questions. Please ~nderstand that the staff on the phone 
lines will be providing online tips to help make people more secure, not answering questions specific to 
your organization and technical detail. That number Is 1-800:'501-8193. 

" 
Our entire team ,is committed to your continued success - from the account managers and technic~1 
support: team, to the executive.team. We look forward to working with you through this challenge. 

~ \ . . 
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We will continue to provide you updates through your account management team and via appropriate 
email col'rlfT1unlcations. ,. 
Regards, 

'; ! 

Gene Austin 
CEO i C'onvio, Inc. 

':'" f' • 

" " , 
, Password reset notification 

As a'r~sU!t qf the recent security incident on the GetActive platf~rrri~, w.e are taking the purely 
precautiona~ step of resetting all client administrative pas~words. Beginning Wednesday moming, the 
next tllT,le you sign on to access your GetActive dashboard, yourpld password will not work and you ,will 
see q iink to',reset your password. After dic~ing that button, you will recelVe a system-generated ~~il 

, ,'~ , ,.', ... j! • I ,. 

with a personalized link to re-establish a new password. Yo,", can then sign on and resume your work. 
Note: If you already requested that we reset your passwords aftl'!r the security incident you will not be 
aske:dto (h~nge them again. 

We realize this isan inconvenience, but we hope you agree that ildding this extra step to your next 
, ,f, , 

sign-on 'PFOy,ldes an extra lever of comfort ill knowing all those who access your data are authortz~d to 
do so. We also recommend you regularly review who has access to your GetActive service by goIng to 
CONfIGURE,rrom your dashboa~d and choosing ADMINISTRAl'O~. If you are an administrative 
marlager; you can add, change, or delete administrators at any time. Otherwise contact Client SUPPort 
from the HELP section of your dashboard to submit changes to administrative access . 

. j :... [ 

We are cqfllmltted to keeping the GetAct:lve~platform secure. Wed,ave taken substantial measure~ Since 
last week's Jeeurlty InCident and we continue to be Vigilant, We appreciate your cooperation as we ' 
continue to I,mplement measures to ~nhance the security of your data and the GetActive platform. 

Sample c~mmunication to constituents/members: 

f1s we contiriU!'l pur push into the digital age, we are seeing a not too surprising rise in phishing and other onliM scams 
as criminal~ ~igrale !heir schemes to Ihe Internet. In light of the recent security intrusion against the company we ' 
conlract :with to pro~ide onHne seNices. We are encouraging all our meml:!~rs to be more diligent about online security. 
For a Ii~t'iahi~ and suggestions to ensure the safest possibly online experl~rice, please visit '. ' . 
www.convio.cCimlonlinesecurjty. 

• . ~., ' J ;.." , \' 

Co'Dyrig~t 2007, Convio Inc. All rights reserved. 
l. '~! . . I 

We respect your time and privCI:::Y. To unsubscribe from our mailir.g list, please click here. Review Ollr Privacy 
Policy. 

Convlo is headqu~rtered at 11400 Burnet Rd, Bldg 5, Ste 200, AlJIstin, Texas 78758. Visit us on the Web at 
http://www.CQnvlq.com. . , 
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Dear¥OAA E·Mail Subscriber, '" ""{ 

This is a special notice to advise you that MOAA's e-mail contractor, Convio, has informed us 
that sont~one illegally gained access; to Convio's filesand:downloaded e-mail addres~esfromn, , 
of Convio' s, clients, one of which was MOAA. ~ 

, : ,I"" .. ' , , .-
At theolltset, let me stress that no information was stolen thilt we reasol'lablybelieve;Couldbe," 

;\. . ' . . ." .' , . ., 

used by the data thief to compromise your identity - that is" no Social Security numb'ers,:account ' 
n~bers.~ or other financiannformation. No names''Were stolen, except tothe extentan e-mail" 
addres's included a person's name. I. ' "" '" 

Hov.teyet, th~ data thief did obtain thousands of e-mail addresses of MOAA mem~r~ and some:, 
.) ,'. t 1;, - '. .;,.' " ,:~. .~. :., ; 

non-members who have used our services or subscribed to our e-mail products - incltiding your' , 

,',' 

'!" 

\"' , 

, ", 

:~ ,: i 

,:,:'j ','-

''it 
~ . 
\1 

e-mail address. ' t 'i '" " :.'1;·' ... · 
"", I, " ," ,"'~' , ", ,~ "" ' t:' 

MOAA takes any such illegal activity very seriously - especially if it involves any of our mem-:- ; , ", .,' I ' 

bers'datil. We want to stress, however, that we belieye that any risk to you arising frpmthts,data j, iii. 1 
breach'i~ limited. Today's reality is that dedicated "data-mining" individuals and organization~' "" '\ "~":f 
routinely obtain e-mail addresses within minutes from anyone who hooks up a computer and, :, ~ 
starts an c-mail account. Nevertheless, you should remain vigilant in protecting youddentityby:', \ :",,1;:,. ,t 
revieWing ,all of your financial accourtt statements regularly and monitoring free crtditreports' "~, .. " ' ~" 
available frO.p:l national consumer-reporting agenCies. , ' 

We believe there is a possibility that you may receive some additional "spam" (junk mail) or be : 
targ7ted ~ith "phishing" e-mails. In "phishing" or si~lar scams, you may receiv~ a~e-~~l ,~at, 
ap~ y> be from a well-known or trusted organization, urging you to go to a web$ite and 'enter;,,:, I' , 

personan~fonnation. It is likely that you have r~eived such "phishing" e-mails in the past H ,", 
you,receive such e-mails, you should promptly delete them and you should not respoJ1.d to th~'·· 
in ati)':;w,.ay. Reputable firms do not ask for persollal inform~tion in this manner.' ".;' " , , 

. .~ ,: I' . ~ .-,' I:r . . 

We ,wanted you to know right away of this unauthorized access, and to know also that we find • 
the theftl,si,tuation totally unacceptable. We have confinned tl;lat Convio has severely tightened 
its security, and MOAA is reviewing security pretautions on all of our data systems, ~th il!ter­
nally. and with our other contractors who may have access to member data' in one fonh or an- ' . 
other .• " " 

'. " " fj 

Wecm1.<:.~ ;very seriously our responsll?ilityto safeguard:your personal data, and we pledge tw1iiwe·:, 
will c~nHnue to take every possible measure to fu)fill that responsibility. " ' ' 

i ha~e,atJacb,ed a seri~s of questions :and answers abori't'tHls incident fbryour review . "Should 'yo~,:. i 
have any 3d¢litional questions, please'don't hesitate to contact"MOAA' s Member Service Center' ..... 
toJl-,free at 1~800-234-6622, or bye-mail at msc@moaa.org. 

Sincerely,' 

Norb Ryan, Jr. 
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Vice-A~ral, US Navy, Retired 
. ~J' 'I 

President and CEO 

" Questieas and Answers 

1. lIow many e-mails have been stolen? MOAA was.one of 92 organization~ affected, by the" 
e-maiI'contractor's data loss. The theft included e-mail add~sesof160.000MO.NA.members. 
subscribers,'and prospec'ts. ' " 

, "!, \:7-'J:, '. '~jj,. 'i. 

2j; mal ~ther data has J>een stoleh? No other personal financial data (SSNs, biAhaates. ac~ 
count nU:plbers, etc.) was affected. Website password~ were stolen with regard to a vrry fe,¥ in­

, divid~~, but you did not have ~ pa~sword stolen - only a~ e-mail address. 
. ~":-I . . 

'~ , 

3. How ean you be sure what has been taken? The .. contractor electronically tracked the <4ta 
thaf'was:~ownloaded. " , ,,;. ,\~ 

1 " 

, 
i ,,' '.. ~·r I 
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I 
4.; How could I be affected personally by this e-mail address theft? What should I do jiG",,? ' \,' '" i " 

You mai receive additional "spam" Gunk mail) messages, or you may receive so-caU~d"phish~'~, "', ",1, ~":1 
ing" messages with officiaI-loqking company logosJh~t ask you to log into a website,and pro- " J 

vid~y<:>~ personal infoflllaIion to "verify" one thi~g o~ another. You should immediately delete, i' . " ,\ ~ ',:'i ,4 
all such IP.~ssages and you should not respond. ' "I 

5.' Should I change my e-nulil a:ddress? That is youi decision, but it is probably~ot. neCeSsary .. : ' 
As YOll Diayknow from experience, dedicated "spammers" and "phishers" have ways~of obtain- ' ,i 
ing your e-mail address electronically. 

; .~ 
. -:. 

"', ' 

6. Shoukl'I enroll in an identity-theft program? Will MOAA or Convio pay for it? It is ' 
"I", 

your dCcision, but we don't believe that's necessary. Your e-mail address alone will 'not iiIlow , 
any6ne'tp steal your identity. MOAA will not pay for you to ~nroll in' an identity-theft program ,>" : 
under these ~ircumstances; " 

7) H6w',~':this breach happen? A credential belonging to one of the contractor~s ~mp]oyees " " .: 
was stolen,which allowed the thief to log onto the contractor's system and access e-mail ad~ 

., ~' •. '1 

dresses owned by members of MOAA and members of dozens of other organiza1ioI,ls,; ': i . ' 

" I' ~ 
'I. V " 

! ' 1~;1 

, : } ... " ' , , i, 

'" .: 
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. 
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~ ,~ 

8. What-is MOAA doing to prevent a recurrence? First, Convio contacted the FBrloalert it ,; 
a~~fi'tlA~:theft. Second, we at MOAA are working with Convio to ensure itreviews apd,up'- ", l~ 
grades:its da~a-security protections. Finally, MOM is initiating an internal review, aDd similar .:, '" 
reyi,?,ws with all of our other outside contractors, to assess and, where necessary. upgrade the, " i,' \,'\ 'I,i. 
protectiOJ? accorded all of o~r members' personal data. , ' 'I' ',' " , ' ," '~, 

. !. ;1 1 !: ' 

9., Why «Joes MOAA have'to use an outside online service provider? Can't it bedone in:. 
, hotis'e?' W~fortunately. the complex.i'ty of e-mail guidelines and anti-spam Jaws have made it' , 

very difficult for organizations like M'OAA to keep tJ'ack of all the rules, outdated e-mailad7 
dresses. 'Yld unique requirements of the hundreds of different Internet Service PrOV~qe~S like, :,' 
AOL, yhtod,etc. We must hire contractors who ~pecialize in managing all these req4irements 

""I 

. , 
".~ 
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to ensure we can properly deliver MOAA's weekly Legislative Update, News Exchange, and 
other e-mail communications to those who wish to subscribe to them. 

'] 

19. WII" can I contact if I have questions about this situation? If you have addi tibn~l ques- ! 

tions, pl~as~ contact MOAA's Member Service Cen:ter by calling 1-800-234-6622 ore-mailing 
the Center at InSc@moaa.org. ' '. 
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9. Who 'can I contact if I have questions abouVhis situation? If you have adctiti6nal ques· " 
tiops, you. can contact MOAA's Member Service Ce~rbycalling 1-800-234-6622 or e-mailing 
the Center at msc@moaa.org. " 

,',1 ' 

1~~ "Why does MOAA have to use an outside online service provider? Can't this- work ,be 
done m .. ~ouse? UnfortUnately, the complexity of e·mail guidelines and anti-spam laws have ", 'I 

made it v,ery difficult for organizations like MOAAtq keep track of all the rules, outdated e·ma,iI 
addr~ses, and unique requirements of the hundredS of different Intemet ServieeProYiders li1{c,. ' 
AOL, Yaboo. etc. We must hire corttractors who specialize in managing 'all these requirements;,:, 
to ensurewe can properly deliver MOAA's weeklx4.Wslative Uwale, News ¥?,chapge,311cJ ' 
otlier·e·mail' communications to tho&e who wish to sU&'scribe to them: ' .;1 . ...,' ~, 
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