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North Carolina Seeurity Breach Reporting Form 
Pursuaa.t to the Idea.tity Theft Protection Aet of 2005 

. PLEASE SUBMIT FORM TO: 

Name .of BusineS$ Owcing or Licensing Information Affe(ted by the 
Breach: Kraft Foods 
Address: Three Lakes Drive; Northfield, IL 60093 
Telephone: (202) 942-4360 
Fax: (570) 472-6175 
Email: Jim.Portnoy@kraft.com 

Date Security Breach Reporting Form submi~d; Fe~ 23, 2008 

Date the Secwity Breach was discovered: January 16, 2008 

Consumer Protection Division 
NC Attorney General'!! Office 
~()O 1 Mail Service Center 
Raleigh. NC 27699-900 I 
Telephone: (919) 716-6000 
Toll Free INC: ('877) 566·7226 
FAX; (919) 716-6050 

Estimated number of affected individuals: 19)46 North Carolina Residents: 32 

Name of business maintaining or possessing infonnation that was the subject of the Security Breac;;h~ ifthc: bufliness 
that experienced the Security Breach is not the s8IIle entity as the businelis reporting the Security Breach (pursuant 
to N.C.G.S. §75-65(b): Not Applicable. 

Describe the (;ir(;uti!.SWl~S surrounding the Security Breach and state whether the information breached was in 
electronic Or))al)et format: We recently became aware ofa theft of an employee's la.ptop computer. The 
laptop contained certain personal information about some employees of Kraft Foods, including names and 
Social Security numbers. 

R.egarding electronic information breached, state whether the information breached or potentially bre""hc:d was 
password protected or encrypted in some manner; ~, If so~ please deSCribe the secW'ity measures protecting the 
information; The stolen laptOp was password protected. 

Describe any measures taken to prevent Ii similar Security Brea¢b from occutrina in the futul'e: We are taking 
action to enhance our data security practices, in~luding: 

1. Eliminating the use and stomge of personally identifiable infonnation on laptop computers 
unless it has been approved md encrypted. 
2. Maintaining personal info~on on servers rather than laptops. 
3, Conducting training for those who have access to personally identifiable information. 

Date affected NC residents were/will be notified: February 26, 2008. 

If there has been any delay in notifYing affected NC residents, describe the circumstances surrounding the delay 
pursuant to N.C.G.S. §75-65(a) and (c»): Not ApplicabJe. 

If the deJay was pursuant to a request from law enfurcement pursuant to N.C. O.S. 75-65(c)1 please include the 
written request or the contemporaneous memOrArtdwtl. Not Applicable. 

How NC residents were/will be notified? 
(pursuant to N.C.G.S.§ 7S-65(e») 
Please attach a copy of the notice if in written form or a copy of 
Any scripted notice ifin telephonic fooo. 

X written notice 
o electronic notice (email) 
Dtelephone notice 
Osubstitute notice 



Signature: 
Contact Person, Title: 
Address: 
(if different from above) 
Telephone; (202) 942-4360 
Fax: (570) 472-6175 
Email: Jim.Portnoy@kraft.com 

Date: February 28,2008 
ief Counsel, Corpo e and Government Affairs 
treel, NW, Washington, DC 20Q04 



February 26. W08 

Dear Kraft Emplo)'l!£: 

I'm writing &D you aboul me possible: compromise ofyanr pcnonally identifiable information. In 
nlid.JlUllUUY. a Kraft-owned laptop computer wlU nolan from an employee while travl!ling on 
company business. The employee W8!I wOIkinS on a systeDll project whiCh required misratiD8 
data from one daubase to another. The COIIlputa"'S hard drive contaioin8 your name may also 
have CODWDed )'OUr Social Security Number. We are worldDg with Jaw enforcement authorities 
to find the laptop. 

I am Vf!rJ disappojltcd and sony this aecwred. Weare takiDg actiODa to &Mance oar data 
security pnctiees. WhUe we have controls ill plaee. they clearly need to be snngthened. Over 
the Dwct few months. we w1U complete actions that include: 

1. Eliminating the use and 8tQJ1Ige of personally identjfjabJe iDforma~;on on laprop 
computers \In!C!$s it ftq helm epproved aDd encrypted. 

1_ MaintliliniDg pers0l28l1)' identifiable informatioD on serve~ rather tbe.n laptops_ 
3. Conducting training for thole who have ICtal to )lOUr personally idenTitlabte 

jnfonuation. 

As we prepllItd to SCDd you this notice,. we wanted to make ~ that we had confirmed what 
infoImation was on the stolen laptop. We alIo wanted to make sure that the cmiit monitoring 
service and our call centcT were well-prepared to assist you. 

I U5UJl! YOUr we Wee onr obligation to safeguard your persoDH.ll y identifiable informarion very 
seriously. While we have no reason to believe that anyone has accessed your infOftlllttiQD, we 
are IIlf:rt.in8 you so you can take Itep$ to ~ younelf from pomole identity fraud. As a 
precaution, we m:l ,sjvinS:you iII1 oppol1umty (0 register for two years of free credit moniroriftg 
from TranaUnion. This cn:dit monitoring sem~ can help you pard againBt !be imPl"Oper use of 
your pct'IIOnally identifiable infonnation. 

We ask thar ~ rqiStet by May 23, 2008 to beaiD the SClVice. The enclosed tr:ferer.a.:;c suide 
tells you bow to register for credit moDitoriDg and includes adler 61Iggestiolls on what )'00 taft do 
w ~ your personally idmtifiable iDformltiOll, including ~mcndations by the U.S. 
Fedenl Trade Commission. 

In addition, )'W are entitled uDder U.S. law to ODe me credit IepQIt annually from escb of the 
three natioual credit bumam_ To orde!- yoor free credit report. Visit www.annualCftditmpQtt.cQm 
or call toll-fie, at 877-312-82.28. 



We hope you find the crcclit monitoring and ~ference guide useful. If you would like to apeak 
with us, please don't besitale fO call us tQU-fKIc at (877) "J84-7748 (from 8 I.m. to 8 p.m. CT, 
Monday throuJh friday and Sacurday frQm 8 LUI. to 1 p.m. CT). AgliD we apologize for the 
data loss and n:gret any incDnvenience this mAy cause YOIl. 

Sincerely. 

KarenJ. May 
Ex.ccutive Vice Praid~nt, HumaD Resources 
Kraft Pooch' Inc_ 


