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Office of the Attorney General
200 St. Paul Place

16th Floor

Baltimore, MD 21202

April 30, 2009
To Whom It May Concern:

Pursuant to Maryland Code Section 14-3504, I am writing to inform you that the Center for
American Progress (“CAP”) recently suffered a computer security breach that may have resulted
in the personal information of Maryland residents being accessed by an unauthorized person.

We believe that the names and social security numbers of some Maryland residents may have
been accessed during the security breach. CAP is in possession of these social security numbers

- because the individuals in question are current or former employees of CAP, or are dependents
or 401(k) retirement account beneficiaries of current or former CAP employees. CAP will notify
these individuals of the security breach in accordance with Maryland Code Section 14-3504.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots @americanprogress.org.

Sinbere‘ly,
@%%&

Debbie Fine

General Counsel




Center for American Progress 1333 H Street, NW, 10th Floor

Washington, DC 20005

Center for American Progress Action Fund Tel: 202.682.1611 « Fax: 202.682.1867
- www.americanprogress.org

www.americanprogressaction.org

<<Name>>

<<Address>>
<<City>>, <<State>> <<Zip>>

<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes. '

- Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, and (2) the names and social security numbers of your
American Progress 401(k) retirement account beneficiaries.

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:
ssn-401-MD



Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General
200 St. Paul Place

Baltimore, MD 21202 ‘
1-888-743-0023 ‘
www.oag.state.md.us/idtheft/index.htm : \

Protecting personal and sensitive information is extremely important to American Progress. We

have robust systems in place to guard against security breaches that we regularly monitor and

evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute

security. Since this breach, we have implemented new security measures in an effort to prevent

further breaches, and we will continue to upgrade our systems as new threats emerge based on |

the methods available. |
\

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-401-MD
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Center for American Progress Action Fund Tel: 202.682.1611 - Fax: 202.682.1867
' www.americanprogress.org
www.americanprogressaction.org

<<Name>>
<<Address>>
<<City>>, <<State>> <<Zip>>

<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, and (2) your office computer. :

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

ssn-comp-MD



Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

In addition, as mentioned above, an unauthorized party may have gained access to the contents
of your office computer. We understand that information stored on your office computer can
include a wide range of sensitive information. We therefore suggest considering whether you
used your office computer to store information with respect to which you may want to take
additional steps.

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-comp-MD
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Center for American Progress Action Fund Tel: 202.682.1611 - Fax: 202.682.1867
www.americanprogress.org
V www.americanprogressaction.org
<<Name>>
<<Address>>

<<City>>, <<State>> <<Zip>>
<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, (2) the names and social security numbers of your
American Progress 401(k) retirement account beneficiaries, (3) your CAP and/or CAPAF email
accounts, and (4) your office computer.

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.)  You may with to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian
P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion
'P.O. Box 1000
Chester, PA 19022
1-800-888-4213

- ssn-email-comp-401-MD




Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

In addition, as mentioned above, an unauthorized party may have gained access to the contents
of your office computer and CAP and/or CAPAF email account(s). We understand that
information stored on your office computer or sent through email can include a wide range of
sensitive information. We therefore suggest considering whether you used your office computer
to store, or your CAP and/or CAPAF email(s) to send or receive, information with respect to
which you may want to take additional steps. '

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-email-comp-401-MD
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Center for American Progress Action Fund Tel: 202.682.1611 - Fax: 202.682.1867
www.americanprogress.org
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<<Name>>
<<Address>>

<<City>>, <<State>> <<Zip>>
<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, (2) the names and social security numbers of your
American Progress 401(k) retirement account beneficiaries, (3) the names and social security
numbers of your health care dependents insured by American Progress’s health care plan (if
any), (4) your CAP and/or CAPAF email accounts, and (5) your office computer.

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may with to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

ssn-email-comp-he-401-MD



Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023 _
www.oag.state.md.us/idtheft/index.htm

In addition, as mentioned above, an unauthorized party may have gained access to the contents

of your office computer and CAP and/or CAPAF email account(s). We understand that

information stored on your office computer or sent through email can include a wide range of
sensitive information. We therefore suggest considering whether you used your office computer
to store, or your CAP and/or CAPAF email(s) to send or receive, information with respect to

~ which you may want to take additional steps.

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-email-comp-he-401-MD
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Center for American Progress Action Fund Tel: 202.682.1611 - Fax: 202.682.1867
www.americanprogress.org
V www.americanprogressaction.org
<<Name>>
<<Address>>

<<City>>, <<State>> <<Zip>>
<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which

- does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, (2) the names and social security numbers of your
health care dependents insured by American Progress’s health care plan (if any), (3) your CAP
and/or CAPAF email accounts, and (4) your office computer.

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

SSN-email-comp-he-MD



Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

In addition, as mentioned above, an unauthorized party may have gained access to the contents
of your office computer and CAP and/or CAPAF email account(s). We understand that
information stored on your office computer or sent through email can include a wide range of
sensitive information. We therefore suggest considering whether you used your office computer
to store, or your CAP and/or CAPAF email(s) to send or receive, information with respect to
which you may want to take additional steps.

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on

- the methods available.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

SSN-email-comp-he-MD
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. ] 1333 H Street, NW, 10th Floor
Center for American Progress Washingtor, DC 20008

Center for American Progress Action Fund Tel: 202.682.1611 - Fax: 202.682.1867
www.americanprogress.org
www.americanprogressaction.org

<<Name>>
<<Address>>
<<City>>, <<State>> <<Zip>>

<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, (2) your CAP and/or CAPAF email accounts, and (3)
your office computer. -

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

SSN-email-comp-MD



Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338 :
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

In addition, as mentioned above, an unauthorized party may have gained access to the contents
of your office computer and CAP and/or CAPAF email account(s). We understand that
information stored on your office computer or sent through email can include a wide range of
sensitive information. We therefore suggest considering whether you used your office computer
to store, or your CAP and/or CAPAF email(s) to send or receive, information with respect to
which you may want to take additional steps.

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

SSN-email-comp-MD
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~ - www.americanprogress.org
” www.americanprogressaction.org

<<Name>>
<<Address>>
<<City>>, <<State>> <<Zip>>

<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for Américan Progress and the Center for
American Progress Action Fund (American Progress) recently experienced a highly
sophisticated computer security breach by an unauthorized outside party. We are
working with law enforcement, which does not believe that personal information was
the primary objective of the breach. Moreover, we have seen no indications that
compromised information is being used as part of financial or identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may
have been accessed, you may wish to take steps to protect yourself against identity theft
or other improper use of personal information. Specifically, the following information
may have been accessed: your name and social security number.

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available

- for free through this service.) You may wish to remain vigilant by monitoring these
reports regularly. The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian
P.O. Box 2002
Allen, TX 75013

1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

ssn-MD




Further information on protecting against identity theft is attached and available from
the Federal Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338 .
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

Protecting personal and sensitive information is extremely important to American
Progress. We have robust systems in place to guard against security breaches that we
regularly monitor and evaluate for potential improvements, but, unfortunately, our
efforts cannot guarantee absolute security. Since this breach, we have implemented new
security measures in an effort to prevent further breaches, and we will continue to
upgrade our systems as new threats emerge based on the methods available.

We are available to address any further questions or concerns that you may have
regarding this incident. Please contact Alex DeMots at 202-481-8198 or
ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-MD



. 1333HS , NW, 10th Fi
Center for American Progress Washirator, DC 20005

_Center for American Progress Action Fund ' Tel: 202.682.1611 « Fax: 202.682.1867
www.americanprogress.org
V www.americanprogressaction.org
<<Name>>
<<Address>>

<<City>>, <<State>> <<Zip>>
<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes. '

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, and (2) your CAP and/or CAPAF email accounts.

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly:
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002 -
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

ssn-email-MD



Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

+ 200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

In addition, as mentioned above, an unauthorized party may have gained access to the contents
of your CAP and/or CAPAF email account(s). We understand that the emails you have sent or
received can include a wide range of sensitive information. We therefore suggest considering
whether you used your CAP and/or CAPAF email(s) to send or receive information with respect
to which you may want to take additional steps. \

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

We are available to address any further questions or concerns that you may have regérding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-email-MD



: 1333 H Street, NW, 10th Fl
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Center for American Progress Action Fund } Tel: 202.682.1611 « Fax: 202.682.1867
. , www.americanprogress.org
www.americanprogressaction.org

<<Name>>
<<Address>>
<<City>>, <<State>> <<Zip>>

<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes. '

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, (2) the names and social security numbers of your
health care dependents insured by American Progress’s health care plan (if any), and (3) your
CAP and/or CAPAF email accounts.

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

ssn-email-hc-MD




Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

In addition, as mentioned above, an unauthorized party may have gained access to the contents
of your CAP and/or CAPAF email account(s). We understand that the emails you have sent or
received can include a wide range of sensitive information. We therefore suggest considering
whether you used your CAP and/or CAPAF email(s) to send or receive information with respect
to which you may want to take additional steps.

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-email-hc-MD
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<<Name>>
<<Address>>

<<City>>, <<State>> <<Zip>>
<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, and (2) the names and social security numbers of your
health care dependents insured by American Progress’s health care plan (if any).

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

ssn-he-MD



Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel

ssn-he-MD



: 1333 H Street, NW, 10th Fl
Center for American Progress Washingtor, DC 20005

Center for American Progress Action Fund ' Tel: 202.682.1611 - Fax: 202.682.1867
—~ : www.americanprogress.org

W/ www.americanprogressaction.org

<<Name>>
<<Address>>
<<City>>, <<State>> <<Zip>>

<<Date>>
Dear <<Salutation>>:

I am writing to inform you that the Center for American Progress and the Center for American
Progress Action Fund (American Progress) recently experienced a highly sophisticated computer
security breach by an unauthorized outside party. We are working with law enforcement, which
does not believe that personal information was the primary objective of the breach. Moreover,
we have seen no indications that compromised information is being used as part of financial or
identity theft crimes.

Nevertheless, because we have reason to believe that some of your information may have been
accessed, you may wish to take steps to protect yourself against identity theft or other improper
use of personal information. Specifically, the following information may have been accessed:
(1) your name and social security number, (2) the names and social security numbers of your
American Progress 401(k) retirement account beneficiaries, and (3) the names and social security
numbers of your health care dependents insured by American Progress’s health care plan (if

any).

Credit reports from each of the three credit reporting agencies are available at
www.annualcreditreport.com or by calling 1-877-322-8228. (One per year is available for free
through this service.) You may wish to remain vigilant by monitoring these reports regularly.
The three credit reporting agencies are:

Equifax

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111

Experian

P.O. Box 2002
Allen, TX 75013
1-888-397-3742

TransUnion

P.O. Box 1000
Chester, PA 19022
1-800-888-4213

ssn-HC-401-MD



Further information on protecting against identity theft is attached and available from the Federal
Trade Commission and the Maryland Attorney General:

Federal Trade Commission

Consumer Response Center

600 Pennsylvania Avenue, NW
Washington, DC 20580

1-877-438-4338
www.ftc.gov/bep/edu/microsites/idtheft/

Office of the Attorney General

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023
www.oag.state.md.us/idtheft/index.htm

Protecting personal and sensitive information is extremely important to American Progress. We
have robust systems in place to guard against security breaches that we regularly monitor and
evaluate for potential improvements, but, unfortunately, our efforts cannot guarantee absolute
security. Since this breach, we have implemented new security measures in an effort to prevent
further breaches, and we will continue to upgrade our systems as new threats emerge based on
the methods available.

~ We are available to address any further questions or concerns that you may have regarding this
incident. Please contact Alex DeMots at 202-481-8198 or ademots@americanprogress.org.

Sincerely,

Debbie Fine
General Counsel
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