
FIS, 
FIDELITY NATIONAL 
INFORMATION SERVICES 

December 19, 2007 

Attorney General 
One Ashburton Place 
Boston, MA 02108 

Office of Consumer Affairs and Business Regulation 
Ten Park Plaza, Suite 5170 
Boston, MA 02116 

RE: Notice of Unauthorized Disclosure by Fidelity Information Services 

Dear Sir or Madam: 

Fidelity Information Services, Inc. (FrS"), for itself and on behalf of its customer HSBC Mortgage 
Corporation (USA) ("HSBC"), is providing this letter as notice that FIS inadvertently disclosed three 
reports containing HSBC's customer data to another financial institution. The data included personal 
information (names, addresses, account numbers and social security numbers) for some of HSBC's 
mortgage loan customers. 

We have received assurances from the receiving financial institution, a well-regarded and regulated entity 
in its own right, that only two (2) employees saw the information, that steps were taken to protect the 
information while in its possession and that the information. has now been purged from that financial 
institution's systems. FrS has responded by implementing preventive controls and placing additional 
safeguards on information. 

At this time, we have determined that there were 219 residents of the State of Massachusetts affected. 
Attached is a copy of the forms of notice which will be provided to those residents. The notices will be 
mailed on or prior to December 20, 2007. 

Should you have any questions, please contact my office at 904-357-1663. 

Sincerely 

Fara E. Faubus 
Chief Compliance Officer 
Fidelity National Information Services, Inc. 



HSBC~ 
2929 Walden AWIIDe 
Depew, NY 14043 

1, .. 11 ... 1111 ... 11 .... "II", n n , .... 11",11,,1 ,,/1 ... 11,1 .. 1 

Re: Important Notice Regarding Your Personal infurmation 

Dear 

December 20, 2007 

Fidelity ilifonnation Services, Inc. ("FISH) and HSBC Mortgage Corporation (USA) ("HSBC',) are providing this 
Ietter as notice that F1S inachoertentIy disclosed three reports con1aildng HSBC's aJsIomer data to another finAncial 
lDstitulion. The data included personal infunnation (names, addRsses, account numbers and social security 
numbers) fur somo of HSBC's mortgage loan customers. 

As a n:suIt of our imestigation, we beIieve that a repolt coDlaincd iofurmation about your mortgage loan. We ha", 
receiwd 8SSUIlIDCCS from the finaIIciaIlDstitutIoo, a weII-regarded and regulated euIity in its own rigbt, that steps 
WCRltaken to protect the Infonnation whiIc in its possession and that the infunnation has now been purged from !hat 
financisl lDstitulion's systems. FIS has tIlSpOlIded by implementing preventive controls and placing additional 
safeguards on infunnation. _ 

While we are confident that there is no risk to your petSOnal data, Fidelity and HSBC are infurntlug you of this 
Incident becanse we care about the safety and security of your personal infurmation. On the reverse side of this 
~ is a Re1brcuoe Guide that gives you IDOI"C infurmation on identity theft, how to report it and- how to protect 
youraeIffrom it. Although we do not believe this disclosure PRSeD!S a risk to your Identity, we have IIll1IllpI with 
BquiIlIx Personal Solutions to help you protect your Identity and your CRdit information at no cost to you. The 
complimentary one year membership in EqulJlIx Credit Watch SI1Wr idenlity tbcft protection service lncludes one 
copy of your EqulJlIx Credit Report and comprehensiYe credlt file monitoring of your EqulJlIx credit report with 
weekly notification of key changes. Other features include 24 by 7 IIw agent customer service to assist you in 
U11deI8IaDding the content of your EqulJlIx credlt information, petSOnaIized Identity theft vk:tim assisIance and help 
with initiating an investigation of inaccuraIe infurination. EqulJlIx has a simple Intemet-hased vedfication and 
enroUment process. If you would IiIre to take advantage of this offer, please -enroll using the link and activation 
code appearing below: ...... ..."IenIces.equllu.com/dhv 

P ...... otIouJ Code: 

During the "check out" process, you should 1ltiIize the peIIIODSIized promotional code provided above in the "Enter 
Promotion Code" box (no spaces, Include dash). After eotering your code press the «Apply Code" button and then 
the ·Submlt Order" button at the bottom of the page. (IbIs code oliminates the need to provide a credit caId number 
for payment) -

Por further infurmaIion reganIing this matter please call ns at our toll free number 1-800-338-4626 and speak to one 
of our customer support petSOnnei who will be able to assist you. 

HSBC and F1S are both oonscionlions companies !hat take their responsibility to protect and preserve your 
infonnation ""'Y serionsly. FIS deeply regrets this UDfortunate eYeIII and apologizes for any incolM:llienoe it has 
caosed and has taken appropriate steps to prevent a similar situation 0CCUIring. 

First Vice President 



REn1lENCE GllIDE 

Identity theft, in its simplest form, occurs when someone obtains and misuses your personal information without 
your permission, and often times without any knowledge of the activity by you. It is prudent to know about identity 
theft and.what steps ~ ':"Il1ake to minimize your risk a: JlO.tentiaI identity theft or fraud. We recommend that you 
remam vigilant by rmewmg account Slatemenls and IDODltonng free etedit reports fur the next twenty (24) months. 

llree llnad A!ert. A fraud alert ins1rocts ~ to watch for unusual or suspicious activity in your acx:ounts, and 
provides eteditors with notice to contact you sepamteIy before approving an extension of credit To place a fraud 
alert, fI'Ie of ........ contact one of the three national credit-reporting agencies Hsted below. You do not need to 
contact all three agencies; rather, the agency that you contact will fOlward the fraud alert to the other two agencies 
on your behalf: An initial fraud alert stays on your credit IqIOrt fur 90 days. 

Eqalfu 
Office of Froud Assistance 
P.O. Box 105069 
Atlanta, GA 30348 
(877) 478-7625ITY: (866) 478-0030 
http://www.equiliIx.com 

Experiu 
Credit Fmud Caller 
P.O. Box 9532 
Allen, TX 75013 
(888) 397-3742 
TTY: (800)735-2989 
http://www.experian.com 

Tr ... U.IOD 
Fmud Victim AssiSlauce Department 
P.O. Box 6790 
Fullerton. CA 92834 
(800) 680·7289 
TTY: (877) 533-7803 
http://www.toe.com 

IIree Credit Jleport. Placing a fraud alert with each of the three consumer reporting agencies will also entitle you 
to a free etedit report. When you place this alert, you will receive information about ordering a free etedit report 
from each of the agencies. (If you elect not to place a fraud aIett on your consumer credit file, you may still receive 
a free credit report by visitlDg www.annnaIcreditreport.comorcallingtoil-free (877) 322-8228.) We encourage you 
to obtain a free etedit report. and to verify that any personal iDfurmation listed is accumte. 

lIftIew Yov Crec!lt l!eport. Once you receive your reports, you should review them carefully for unusual credit 
activities, such as lnquiries from companies you did not contact. accounts you did not open, and debts on your 
accounts that you cannot explain. You sbould verify the aeeumcy of your Social Security nwnber, address( es), 
complete name and employer(s). If your credit report shows suspicious activity or unusual credit inquiries, you 
should immediately notifY the agency that issued the report You may also contact your local police or sheriff's 
office to file a report ofldentlty th8ft. Be certain to obtain a copy of the police report· You may need to provide the 
police report to creditors in order to address any credit problems that may arise. We recommend that·you check your 
credit reports and review your account Slatements periodically. This can help you spot problems and address them 
quickly. 

Credit It - Depending on the state that you live In, you may be eligible to place a security freeze on your 
COIISUJIICr cndit file with each of the three national credit buRaus. Asecurity freeze prohibits credit agencies from 
sharing your etedit file with any potential creditors witboUt your consent Once your fi1es are frozen, even someone 
who has your personal information should not be able to obtain credit in your name. More information about 
securitY freezes is available through the websites of the three national etedit reporting agencies - Equifilx, Experian 
and TmnsUnion (website addresses are DOted above). 

Addltloul Ioform!!lloa. Additional information about personal identity theft and fraud is available from the 
Federal Trade Conunission ("FTC') at http://www.consumer.govlidtheft. If you suspect identity theft, you may also 
file a complaint with the FTC at its website or by calling 1-877·ID·TIIEFT. Your complaint will be added to the 
FTC's Identify Theft Data Qearinghouse, where it will be acoessible to law enforcement agencies for use in their 
investigations. 


