Kraft Foods:

James S. Porinoy
Chief Counsel
Corporate & Government Affairs

February 28, 2008

Director of Consumer Affairs and Business Regulation
Daniel C. Crane

Ten Park Plaza, Suite 5170

Boston, MA 02116

Massachusetts Attorney General
Martha Coakley

McCormack Building

One Ashburton Place

Boston, MA 02108

Mr. Crane and Ms. Coakley:

In accordance with Mass. Gen. Laws ch. 93H (H.B. 4144), we are providing you with written
notification regarding the nature and circumstances of a recent event that may constitute a
legally-reportable security breach.

We recently became aware of a theft of an employee’s laptop computer. The laptop contained
certain personal information about some employees of Kraft Foods, including names and Social
Security numbers. Approximately 224 employees affected reside in Massachusetts. At this time,
we have no information indicating that the information on the laptop has been misused.
Additionally, we have no evidence that any information has been used to commit identity fraud.
We are taking action to enhance our data security practices.

Attached for your information is a sample of the notices that we sent to affected individuals. If
you have any questions, please do not hesitate to contact me at {(202) 942-4360.

Very truly your‘s"__>
o 3 . \ &K
:ﬁnes S. Portnoy

Chief Counsel, Corporate and Government Affairs
Kraft Foods

Enclosures

975 F Street Northwest. Suste 10006 « Washingion, 3 20004 + Phone 202.942 4360 « Fax 202.943 4365



Kraft Foods

February 26, 2008
Dear Kraft Employee:

I'm writing to you about the possible compromise of your personally identifiable information.
The information included your name and may also have included your Social Security Number.
We are working with law enforcement authorities in connection with this incident.

I am very disappointed and sorry this occurred. We are taking actions to enhance our data
security practices. While we have controls in place, they clearly need to be strengthened. Over
the next few months, we will complete actions that include:

1. Eliminating the use and storage of personally identifiable information on Japtop
computers unless it has been approved and encrypted.
2. Maintaining personally identifiable information on servers rather than laptops.
3. Conducting training for those who have access to your personally identifiable
~ information.

I assure you, we take our obligation to safeguard your personaily identifiable information very
seriously. While we have no reason to believe that anyone has accessed your information, we
are alerting you so you can take steps to protect yourself from possible identity fraud. Asa
precaution, we are giving you an opportunity to register for two years of free credit monitoring
from TransUnion. This credit monjtoring service can help you guard against the improper use of
your personally identifiable information.

We ask that you register by May 23, 2008 to begin the service. The enclosed reference guide
tells you how to register for credit monitoring and includes other suggestions on what you can do
to protect your personally identifiabie information, including recommendations by the U.S.
Federal Trade Commission.

In addition, you are entitied under U.S. law to one free credit report annually from each of the
three national credit bureaus. To order your free credit report visit www. annualcrcdllreport com
or call tolil-free at 877-322-8228.

We hope you find the credit monitoring and reference guide useful. If you would like to speak
with us, please don’t hesitate to call us toll-free at (877) 784-7748 (from 8 a.m. to 8 p.m. CT,
Monday through Friday and Saturday from 8 am. to I p.m. CT). Again we apologize for the
data loss and regret any inconvenience this may cause you.

Sincerely,

Rpwer—

Karen J. May
Executive Vice President, Human Resources
Kraft Foods Inc.

Three Lakes Drive « Northfield, 11 60003-2753



Kt Food

February 26, 2008

Dear Kraft Employee:

I'm very sorry to be writing to you a second time about the possible compromise of your
personally identifiable information. The information included your name and may also have
included your Social Security Number. We are working with law enforcement authorities in
connection with this incident.

While we have no reason to believe that anyone has accessed your information, it is fair for you
to ask, how this can happen again. T assure you, we take our obligation to safeguard your
personally identifiable jnformation very seriously and since the Caremark incident, we have put
actions in place that will be completed in the next few months to enhance our data security
practices. They include:

l. Eliminating the use and storage of personally identifiable information on laptop
computers unless it has been approved and encrypted.

2. Maintaining personally identifiable information on servers rather than laptops.

3. Conducting training for those who have access to your personally identifiable
information.

We are alerting you so you can take steps to protect yourself from possible identity fraud. As a
precaution, we are giving you an opportunity to register or re-register for free credit monitoring
from TransUnion. This credit monitoring service can help you guard against the improper use of
your personally identifiable information.

¢ If you are registering for the first time, you will receive two years of free credit
monitoring from TransUnion.

» If yoy previously registered for this service following the Caremark situation, we are
offering you an opportunity to extend the service for several additional months. You
must re-register because TransUnion cannot continue monitoring your credit activity
without your consent. The free credit monitoring extension will last for two years from
the date you re-register.

We ask that you register for the first time or re-register for the extension by May 23, 2008. The
enclosed reference guide tells you how to register for credit monitoring and includes other
suggestions on what you can do to protect your personally identifiable information, including
recommendations by the U.S. Federal Trade Commission,

In addition, you are entitled under U.S. law to one free credit report annually from each of the

three national credit bureaus. To order your free credit report, visit www.annualcreditreport.com
or call toll-free at 877-322-8228.

Three Lakes Drive « Northfield, 1L 60093-2753



We hope you find the credit monitoring and reference guide useful. If you would like to speak
with us, please don’t hesitate to call us toll-free at (877) 784-7748 (from 8 a.m. to 8 pm.CT,
Monday through Friday and Saturday from 8 a.m. to 1 p.m. CT). Again we apologize for the
data loss and regret any inconvenience this may cause you.

Sincerely,

Rprenr

Karen ). May
Executive Vice President, Human Resources
Kraft Foods Inc.



Massachusetts Reference Guide
We encourage individuals receiving Kraft's Jetier of February 26, 2008 to take the following steps:

Free it R . To order your free credit report, visit www.annualcreditreport.com,
call toll-free at 877-322-8228, or corplete the Annual Credit Report Request Form on the U.S. Federal
Trade Commission’s website at www.ftc.gov and mail it to Annual Credit Report Request Service, P.O.
Box 105281, Atlanta, GA 30348-5281. Do not contact the (hree credit bareaus individually. They
provide free annual credit reports only through the website or toll-free number.

When you receive your credit report, review it carefuelly. Look for accounts you don't recognize. Look in
the “inguirics” section for names of creditors from whom you haven't requested credit. Some companies
bill under names other than their store names. The credit bureau will be able to tell yon when that is the
case. And look in the “personal information™ scetion for information (such as your home address and
Social Security number) for any inaccuracies. Ermors in this information may be a waming sign of
possible identity-theft. You should notify-the credie-bureaus of any inaccuracies in your report, whether
due to ermror or fraud, as soon as possible so the information can be investigated and, if found to be in
error, comected. If there are accounts or charges you did not authorize, immediately notify the
appropriate creditor and credit bureay by telephone and in writing.

¥ you find items you don’t understand on your report, call the credit bureaus at the numbers given on the
report. Credit bureau staff will review your report with you. If the information can’s be explained, then
you will need to call the creditors involved. Information that can’t be explained also should be reported
to your local police or sheriff's office because it may signal criminal activity.

Register for Credit Monitoring. You must register or re-register by May 23, 2008 for credit
monitoring, which we have arranged to provide you at no charge for twenty-four months. Credit

monitoring will provide you with an “early waming system” to changes to your credit file and help you
understand the content of your credit file at TransUnion. The key features and benefits arc as folows:

2 years of unlimited TransUnion credit reports

2 years of ynlimited VantageScore credit scores

2 years of 3-bureau credit monitoring

Up 1o $25,000 identity thefi insurance for the duration of the Lwo year period (Due to New

York state law restrictions, identity theft insurance coverage is not available to residents of

New York)

» . Quarterly sunyparies of all credit monitoring alents per year for the duration of the two year _
period

¢ Toll-free TransUnion customer service professionals are available Monday-Friday, 7:30 a.m.

— 630 pm. CST

.

To enroll, please contact TransUnion at 800-242-5181 and enter code 601112 and the system will route
you to the appropriate representatives. You will then receive membership matetials after the enrollment
that will describe the services in great detail. At the end of your free, two-year subscription, your
subscription will be canceled and you will not be billed.



For Equifax; your full name, current residential address, date of birth, Social Security number and proof
of your current address (such as a current utility hill).

For Expedian: your full name, with middle initial and generation (such as Jr., Sr., I, TII), Social Security
number, date of birth, corrent address and previous address(es) for the past 2 years, You also will need to
provide one copy of a government-Issued identification card (such as a driver’s license, state or military
identification card) and one copy of a wtility bill, bank or insurance statement, etc. Make sure that each
copy is legible, displays your name and current mailing address and the date of issue. Please note that the
statement dates mmst be recent.

For TransUnion: your name, current residential address, Social Security nnmber, credit cand number and
expiration date (to pay the $5 fee). You also will need to provide proof of your current residence (such as
a driver's license ot state issved identification card).

If you would like to speak with a Kraft Foods representative, please don't hesitate to call tollfree at (877)
784-7748 (from 8.a.m_to 8 p.m. CT, Monday throngh Friday and Saturday from 8 am. 01 pm. CTh . ...

Kraft Foods .

Three Lakes Drive
Northfield, Illinois 60093
847-646-2000

Reference Guide to Kraft's letter of February 26, 2008
TOTAL P.B7



Kent oot

February 26, 2008
Dear Kraft Employee:

I'm writing to you about the possible compromise of your personally identifiable information.
The information included your name and may also have included your Social Security Number.
We are working with law enforcement authorities in connection with this incident.

1 am very disappointed and sorry this occurred. We are taking actions to enhance our data
security practices. While we have controls in place, they clearly need to be strengthened. Over
the next few months, we will complete actions that include:

1. Eliminating the use and storage of personally identifiable information on Japtop
computers unless it has been approved and encrypted.

2, Maintaining personally identifiable information on servers rather than laptops.

3. Conducting training for those who -have access to your personally identifiable
information.

I assure you, we take our obligation to safeguard your personally identifiable information very
seriously. While we have no reason to believe that anyone has accessed your information, we
are alerting you s0 you can take steps to protect yourself from possible jdentity fraud. As a
precaution, We are giving you an opportunity to register for two years of free credit monitoring
from TransUnion. This credit monitoring service can help you guard against the improper use of
your personally identifiable information.

We ask that you register by May 23, 2008 to begin the service. The enclosed reference guide
tells you how to register for credit monitoring and includes other suggestions on what you can do
1o protect your personaily identifiable information, including recommendations by the U.S.
Federal Trade Commission.

In addition, you are entitled under U.S. law to one free credit report annually from each of the
three national credit bureaus. To order your free credit report visit www., annualcrcd:lrepon .com
or call toll-free at 877-322-8228.

We hope you find the credit monitoring and reference guide useful. If you would like to speak
with us, please don’t hesitate to call us toll-free at (877) 784-7748 (from 8 a.m. to 8§ p.m. CT,
Monday through Friday and Saturday from 8 a.m. to 1 p.m. CT). Again we apologize for the
data loss and regret any inconvenience this may cause you.

Sincerely,

Karen J. May
Executive Vice President, Human Resources
Kraft Foods Inc.

Three 1-akes Drive « Norihfield, 11, 600932753



Kraft Foods

February 26, 2008

Dear Kraft Employee:

I'm very sorry to be writing to you a second time about the possible compromise of your
personally identifiable information. The information included your name and may also have
included your Social Security Number. We are working with law enforcement authorities in
connection with this incident,

While we have no reason to believe that anyone has accessed your information, it is fair for you
to ask, how this can happen again. T assure you, we take our obligation to safeguard your
personally identifiable information very seriously and since the Caremark incident, we have put
actions in place that will be completed in the next few months to enhance our data security
practices. They include:

1. Eliminating the use and storage of personally identifiable information on laptop
computers unless it has been approved and encrypted.

2. Maintaining personally identifiable information on servers rather than laptops.

3. Conducting training for those who have access to your personally identifiable
information. _

We are alerting you $o you can take steps to protect yourself from possible identity fraud. As a
precaution, we are giving you an opportunity to register or re-register for free credit monitoring
from TransUnion. This credit menitoring service can help you guard against the improper use of
your personally identifiable information.,

* If you are registering for the first time, you will receive two years of free credit
monitoring from TransUnion.

¢ If you previously registered for this service following the Caremark situation, we are
offering you an opportunity to extend the service for several additional months. You
must re-register because TransUnion cannot continue monitoring your credit activity
without your consent. The free credit monitoring extension will last for two years from
the date you re-register.

We ask that you register for the first time or re-register for the extension by May 23, 2008. The
enclosed reference guide tells you how to register for credit monitoring and includes other
suggestions on what you can do to protect your personally identifiable information, including
recomnmendations by the U.S. Federal Trade Commission,

In addition, you are entitled under U.S. law to one free credit report annually from each of the
three national credit bureaus. To order your free credit report, visit www.annualcreditreport.com
or cal} toll-free at §77-322-8228.

Three Lakes Drive » Northfield, 11, 60093-2753



We hope you find the credit monitoring and reference guide useful. If you would like to speak
with us, please don’t hesitate to call us toll-free at (877) 784-7748 (from 8 a.m. to 8 p-m. CT,
Monday through Friday and Saturday from 8 a.m. to | p.m. CT). Again we apologize for the
data loss and regret any inconvenience this may cause you.

Sincerely,

Rorem

Karen J. May
Executive Vice President, Huoman Resources
Kruft Foods Inc.



Massachusetts Reference Guide
We encourage individuals receiving Kraft's lenter of February 26, 2008 to 1ake the following steps:

Order Your Free Credit Report. To order your free credit repont, visit www.annualcreditreport.com,
call toll-free at §77-322-8228, or complete the Annual Credit Report Request Form on the U.S, Federal
Trade Commission’s website at www.ftc.gov and mail it to Annual Credit Report Request Serviee, P.O.
Box 105281, Atlanta, GA 30348-5281. Do not contact the three credit bureaus individvatly. They
provide fres annual credit reports only through the website or toll-free number,

When you receive your credit report, review it carefully. Look for accounts you don’t recognize. Look in
the “inquiries” section for names of creditors from whom you haven’t requested credit. Some companies
bill under names other than their store names. The credit bureau will be able to tell you when that is the
case. And ook in the “personal information” scction for information (such as your home address and
Social Security number) for any inaccuracies. Ermors in this information may be a waming sign of
possible identity-theft. Yon should notify-the credit-burcsus of any inaccuracies in your report, whether
due to emor or fraud, as soon as possible so the information can be investigated and, if found to be in
error, comrected. If there are accounts or charges you did not authorize, immediately notify the
appropriate creditor and credit bureau by telephone and in writing.

If you find items you don't understand on your report, call the credit bureaus at the numbers given on the
report. Credit bureau staff will review your report with you. If the information can’t be explained, then
you will need to call the creditors involved. Information that can’t be explained also should be reported
to your Iocal police or sheriff’s office because it may signal criminal activity.

Register for Credit Moniioring. You must register or re-register by May 23, 2008 for credit
monitoring, which we have arranged to provide you at no charge for twenty-four months, Credit

momnitoring will providc you with an “early waming system” to changes 10 your credit file and help you
understand the content of your credit file at TransUnion. The key features and benefits are as follows;

2 years of unlimited TransUnion credit reports

2 years of unlimited VantageScore credit scores

2 years of 3-bureau credit monitoring _

Up to $25,000 identity theft insurance for the duration of the two year period (Due to New

York state law restrictions, identity theft insprance coverage is not available to residents of

New York)

e . Quarterly summaries of all credit monitoring alerts per year for the duration of the two year
period

¢ Toll-free TransUnion customer service professionals are available Monday-Friday, 7:30 am.

-630 p.m. CST

To enroll, please contact TransUnion at 800-242-5181 and enter code 601112 and the system will route
you to the appropriate representatives. You wifl then receive membership materials after the enrollmem
that will describe the services in great detail. At the end of your free, two-year subscription, your
subscription will be canceled and you will not be billed.



Apply the FTC’s B._mméndaﬁons. If you believe your identity has been stolen, the U.S. Fedcral
Trade Commission (“FTC”) recommends that you take thesc additional steps:

s Close the accounts that you havc confirmed or belicve have been tampered with or opened
fraudulently. Use the FTC's ID Theft Affidavit (available at www.consumer.gov/idthelt) when
you dispute new unauthorized accounts.

¢ File a local police report. Obtain a copy of the police report and submit it to your creditors and
any others that may require proof of the identity theft crime.

¢ File your concern with the FTC. The FTC maintains a dawbasc of identity theft cuscs used by
law enforcement agencies for their investigations. By filing a concem, it helps the FTC leamn
more about identity theft and the problems victims arc having so FTC represcntatives can beiter
assist you. The FT'C's Identity Thefi Hotline toll-free nurnber is 877-IDTHEFT (877-438-4338)
or you can visit their websile at www fic.gov,

Place a Fraud Alert on Your Credit File. To protect yourself from possible identity theft, consider

placing a fraud alcrt on your credit file. A fraud alent helps proteet you against the possibility of an
identity thief opening new credit accounts in your name. When a merchant checks the credit histocy of
someone applying for credit, the merchant pets a notice thal the applicant may bc a victim of identity
theft. The alert notifies the merchant 10 take steps to verify the identity of the applicant. You cun repont
potential identity theft to all three of the major credit bureaus by calling any one of the toll-free fraud
numbers below. You will reach sn automated telcphone system that allows you to flag your file with a
fraud alert at all three bureaus.

Equifax PO Box 74021 877-478-7G25 www_equifax.com
Atlanta, Georgia 30374-0241

Experian PO Box 9532 888-397-3742 www.experian.com
Allen, Texas 75013

TransUnion Fraud Victim Assistance Division 800-680-7289 www.transunion.com
PO Box 6790

Fullenon, California 92834-6790

You will be sent instructions on how to get a copy of your tepont from each of the credit bureaus. As u
possible victim of identity theft, you will not be charged for these copies. Lven if you do nrot initiaily find
any sigas of fraud on your reports, we recomumend that you review your credit reports carcfuily every
three months for the next ycar. Just call the numbers above 10 order your reports and keep the fraud alen
in place.

Right to Reguest a Police Report and a Security Freeze on Your Credit Report. You have the right

ta request a police report and the right to request a security frecze on your credit report. The sceurity
freeze will prohibit a credit burcau from releasing any infoomation in your credit report without your
express authorization. As such, it could delay or prevent your timely application for new {oans, credit,
mortgages, insurance, government services or payments, rental housing, employment, investments,
licenses, cellular phones, utilitics, credit card transactions, or other services, including cxtensions of credit
at the point of sale.

You can request a sectitity freceze by scnding a certified, overnight, or regular mail rcquesi to the major
credit burcaus using the contact information given above. Credit bureaus may charge you a fee of up o
$5 to placc a freeze on your account, and may require thal you provide proper identification prior to
honoring your request. When requesting a security frecze with each of the credit burcaus, you will be
required to provide the following information:

Relference Guide to Kraf('s letter of February 26, 2008



For Equifax: your full name, current residential address, date of birth, Social Security number and proof
of your current address (such as a current wtility bill),

For Bxperlan: your full name, with middle initial and generation (such as Jr., Sr., I, III), Social Security
nomber, date of birth, current address and previous address(es) for the past 2 years. You also will need to
provide one copy of a government-issued identification card (such as a driver’s license, state or military
identification card) and one copy of a utility bill, bank or insurance statement, etc. Make sure that each
copy is legible, displays your name and current mailing address and the date of issue. Please note that the
statement dates must be recent.

For TransUgion: your name, current residential address, Social Security nnmber, credit card sumber and
expiration date (to pay the $5 fee). You also will need to provide proof of your current residence (such as
adriver’s license or state issued identification card).

If you would like to speak with a Kraft Foods representative, please don't hesitate to call toll-free at (877)
784-7748 (from 8. a.m. 10 8 p.m. CT, Monday through Friday and Saturday from8 am. to1 pm CT). . ...

Kraft Foods

Three Lakes Drive
Northfield, Illinois 60093
347-646-2000

Reference Guide to Kraft's letter of February 26, 2008
TOTAL P.O7



