TARGET

January 29, 2008
Dear Sir/Madam:

In a letter dated January 22, 2008 we provided notice to you pursuant to your state
security breach notification law. As part of that notification we included a copy of the
letter that was being sent to impacted residents of your state. It has come to our attention
that we may have inadvertently attached a letter intended for residents of another state.

To avoid any confusion we are resending both our original notice to you and a copy of
the letter that was sent to residents of your state.

We apologize for any confusion this may have caused. If you have questions please

contact me using the information provided on the attached letter.

Robert M. Barnhart
Vice President
Target Financial Services

. PO Box 673, Minneapclis, MN 55440-0673



TARGET

January 22, 2008

Via Fax and First-Class Mail

Office of the Attorney General
Attention: Christopher Barry-Smith
Chief Consumer Protection Division
One Ashburton Place

Boston, MA 02108

Fax: 617-727-3265

Re: Notification Pursuant to Massachusetts Gen. Laws Ann. Ch. 93H, § 3

Dear Sir/Madam:

I write on behalf of Target to provide notice pursuant to Massachusetts Gen.
Laws Ann. Ch 93H, § 3. Target is a Minnesota corporation with its principal place
of business in Minneapolis, Minnesota.

Recently, the Target Fraud Preventton team became aware of suspicious activity
on some Target Visa accounts. The suspicious activity was tied back to employees of a
company that provides call center support services to Target National Bank, the issuer of
the Target Visa credit card. To assist accountholders with their questions, employees of
the call center have access to information about Target Visa accounts in the course of
their normal job duties.

Based on Target’s investigation into the incident, we have determined that three
employees of the call center accessed information about certain Target Visa accounts.
Subsequently, these employees used some of the account information to place fraudulent
charges on Target Visa accounts. The three employees involved in this incident have
been terminated by the call center.

This incident may have involved Target Visa account information, including
name, address, account number, social security number and telephone number.

Target National Bank has renumbered all Target Visa accounts that appear to
have experienced fraudulent activity as a result of this incident. Fraudulent charges
identified on these accounts have been removed. As a precaution, Target also is
renumbering those accounts that have experienced the same pattern of access even
though no fraudulent activity has been identified.

On January 23, 2008, Target is mailing letters to the affected Massachusetts

. PO Box 673, Minneapolis, MN §5440-0673



restdents advising them of this security incident (see attached). Currently, Target is
estimating that there are approximately 16 affected Massachusetts residents. The letter
explains that a security incident has occurred, it provides a description of the information
that was lost and specifies which type of the resident’s private information was lost. It
also advises the resident that Target is providing, at no charge, a credit monitoring and
identify theft recovery program through a one-year paid subscription to Experian’s Triple
Advantage Monitoring. The letter also provides contact information for Target including
a toll-free telephone number. Finally, it provides the resident with information about
obtaining a police report, requesting a security freeze, and fees required to be paid to the
conswmer reporting agencies.

If you have questions regarding this incident, please feel free to contact me.

Vice President
Target Financial Services
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TARGET TEST )
1645 OLEANDER DR

YUBACITY, CA 95991.7307

January 16, 2008
Dear Target Test,

We value the relationship we have with you and the trust you have in us. Unfortunately,  am writing to let you
know about an incident that may have involved the compremise of some of your Target Visa account
information, including name, address, account number, social security number and telephone number.

We take the protecton of our guests’ personal information seriously. We are very soiry this incident occuired,

Upon becaming aware of this incident we immediately Jaunched an investigation. Based on the results of that
investigation Target National Bank, which issues your Target Visa account, took immediate action and
renumbered all Target visa accounts that appear to have experienced fraudulent activity as a result of tis
incident. Fraudulent charges identified on these accounts have been removed. if yours is one of these
accounts, we have alregdy contacied you.

As a precaution, we will also be renumbering those accounts that have expefienced the same pattern of
access even though no fraudulent activity has been identfiad. If yours is one of thess accounts, we will be
renumbering your account and issuing new card(s) for every card holder on your account. Your old card(s)
will be Wned off, ao it's important that you activats your new card(s) right away. (This does natapply to you if
we have previgusly contacted you and your cards have already been reissued )

Here is what you will need to do when you receive your new cards:

«  Callto activate your new card(s) by calling the number on the activation sticker. Your old card will no
longer be active when the new c¢ard is sent out.

«  Since your card number and explrahon date are changing, notfy any services you have set up with
automatic peyments.

+  As always, review your next statement-or check recent account aclivity online at
https /tvam.target.com-o lock far any unidentified transactions.

As a precaulion, we ate also making a credit monitoring product available to you, free of charge. This product
iS 2 ohe year paid subscription to Consumerinfo.com, Inc.'s Triple AdvantageSM Premium Credit Monioring.
This membership will give you the ability to monitor your reports from all three national credit bureaus for any
new or unauthorized accounts established in your name. To sign up for this membership, please calt 1-866-
252-0121. You will need to provide the 6 digit activation code at the bottom of this letter. The representative
will provide you with an access code needed on the sign up page hitp.//partner.consumerinfo.comaarget This
cade will be valid for 80 days from 01/30/08.

Target National Bank

3901 West 53rd Street, Si
R eet, Sioux Falls, SD 57106-4216
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Under Massachusatts law, residents are entittied to request a police raport. In addition, you can place a
sacurity freeze on your credit report, which prohibits a ¢redit reporting agency from releasing any information
from your credit report without written authonization. .

You should be aware, however, that plaging a security freeze on your cieditreport may delay, interfese with;
of prevant the tmely approval of any requests you make for new loans, ctedit, mortgages, employment,
housing or other services.

Ifyou have been a victim of identity theft, and you provide the credit reporting agency with a valid police
report, it cannot charge you to place a security freeze. In all other cases, a credit reporting agency may
charge up v $5 {plus tax) each to place a security freeze

To place a secuiity freeze:

+ Send a writien request 1o each of the cradit bureaus by regular, certified or overnight mail (see
addresses below) and include name, address, date of birth, social security number, and credit card
number and expiration date for payment, if applicable Please reference the follawing websites for
the three credit bureaus for thair specific requirements to place a security freeze:

Equifax Security Fresze
P.Q. Box 105788

Atianta, Georgia 30348
www.etquifax.com (search “security freeze* for details)

Experian Security Freeze
P.Q. Box 9554

Allen, Texas 75013
www.experian. com (search "sacurity freeze” for details)

TransUnion Security Freaze
P.O. Box 6790

Fullerton, California 92834
www.transunion.com (¢lick on "security freeze" ink on home page for details)

Finally, we suggest that you consider taking the steps outiined on page 3 of this ietter to reduce any potential
harm from fraud or identity theft,

We are vary sorry this incident occurred, and we deeply regret any inconvenienca ar worry this may cause
you. Iif you have any questions, please call us at 1-866-225-7040. Representatives will be svailable seven
days a week from 8:00am to 10:00pm {CST)  respond to your questions.

Sincerely,
Robert M. Barnhart

Vice President
Target Financial Services

Acct1D; 00000046747

Target National Bank

7 3901 West 53rd Street, Sioux Falls, SD 5710842158
GsCese
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Help Keep Your Information Safe

We urge you to remain vigilant for incidents of fraud and idenfity theft, It is imporfant that you
regularly review your account statements and monitor free credit reports. Here's how you can do that:

« Check Your Statement: Review your account statements and immediately report any suspicious
activity,

» Conslder a Fraud Alert: A fraud sien helps put your creditors on notice that you may be a victim of
fraud. The alert tells creditors to foliow certain procedures before they open new accounts in your
nama or make changes 10 your existing accounts. You can place a fraud alert on your accounts by
contacting one of the three nationwide consumer reporting companies.

Equifax 800-525-8205 equifax.com
Experian 8808-397-3742 experian.com
TransUnion 800-680-7289 transunion.com

» Review Your Credit Reports: You are antited to one free credit report every year, Review your
ctedil report annuaily. You can ask to have fraudulent transactions deleted. Simply contactone of
three nationwide consumar reporting companies. ‘

» Reviewthe FTC Informatlon: The Federal Trade Commisgion provides guidance regarding sleps a
person can take to protect against identity thet. Review that information at fic.gov. You can contact

the FTC at
Online fic.goviidthen
Phone B7740-THEFT (438-4338) or TTY B56-653-4261
Address Federal Trada Commission
600 Pennsylvania Avenue NW
Washington D.C. 20580

s Report Suspected identity Theft: Report suspected identity thett to law enforcement, as woll as
the Federal Trade Commission. If you file a police report you have a right (o receive a copy.

« Be cautious about giving out personal information over the Internet or the telephone: Only
give.infarmatian 1o known er weil-established websites. Many people find that their information has
baen stolen after they respand to an email or phone call requesting personal information.

Additional tips to protect your identity can be found at Target.com. Click on redcards/benefits/protect
your identity.

Target National Bank

3601 West 53rd Street, Sioux Falla, SD 571064216
GSCCE6



TARGET

January 22, 2008

Via Fax and First-Class Mail

Office of the Attorney General
Attention: Christopher Barry-Smith
Chief Consumer Protection Division
One Ashburton Place

Boston, MA 02108

Fax: 617-727-3265

Re: Notification Pursuant to Massachusetts Gen. Laws Ann. Ch. 93H. § 3

Dear Sir/Madam:

I write on behalf of Target to provide notice pursuant to Massachusetts Gen.
Laws Ann. Ch 93H, § 3. Target is a Minnesota corporation with its pr1nc1pal place
of business in Mlnneapohs Minnesota.

Recently, the Target Fraud Prevention team became aware of suspicious activity -
on some Target Visa accounts. The suspicious activity was tied back to employees of a
company that provides call center support services to Target National Bank, the issuer of
the Target Visa credit card. To assist accountholders with their questions, employees of
the call center have access to information about Target Visa accounts in the course of
their normal job duties.

Based on Target’s investigation into the incident, we have determined that three
employees of the call center accessed information about certain Target Visa accounts.
Subsequently, these employees used some of the account information to place fraudulent
charges on Target Visa accounts. The three employees involved in this incident have
been terminated by the call center.

This incident may have involved Target Visa account information, including
name, address, account number, social security number and telephone number.

Target National Bank has renumbered all Target Visa accounts that appear to
have experienced fraudulent activity as a result of this incident. Fraudulent charges
identified on these accounts have been removed. As a precaution, Target also is
renumbering those accounts that have experienced the same pattern of access even
though no fraudulent activity has been identified.

On January 23, 2008, Target is mailing letters to the affected Massachusetts

PO Box 673, Minneapolis, MN 55440-0673
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TARGET TEST
1645 OLEANDER DR
YUBACITY, CA 85991.7307

January 16, 2008
Dear Target Test,

We value the relationship we have with you and the trust you have in us. Unfortunately, | am writing to let you
know about an incident that may have involved the compromise of some of your Target Visa account
information, including name, address, account number, sociat security number and telephone number,

We take the protection of our guests’ pergonal information seriously. We are very sorry this incident occurred.

Recently, the Target Fraud Prevention team became aware of sugpicious activity on some Target Visa
accounts. The suspicious activity wae tied back to three employees of a company that provides cali center
support services 1o Target National Bank, the issuer of your Target Visa credit card. In order to assist
accountholders -with their questions, employees of the call center have access 1o information about Target
Visa accounts.

We immediately launched an investigation into the incident. Based on that invastigation, we believe thatin the
course of theif normal job duties three employees of the call centar accessed information about cerain Target
Visa accounts. Subsequently these three employees used some of the accountinformation to place
fraudulent charges on Target Visa accounts.

The three employees involved in this incident have been ferminated by the call center.

Target National Bank has renumbered ali Target Visa accounts that appear to have experienced fraudulent
activity as a rasult of this incident. Frauduient charges identified on these accounts have been removed, If
your6 is one of these accounts, we have already contacted you. -

As a precaution, we will also be renumbering those accounts that have sxperienced the same pattern of
access even though no frauduient activity has beaen idenfified. If yours is one of these accounts, we will be
ranumbering your account and issuing new card(s) for every card holder on your account. Your old card(s)
wili be turned off, so it's important that you activate your new card(s) right away. (This does notapply to you «f
we hava previously contacted you and your cards have already been reissued.)

Target National Bank

3801 West 53 i
GSCCSS rd Sireet, Sioux Falls, SD 57108-4216
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Here ia what you will need to do when you receive your new cards:

+  Call to activate your new card(s) by calling the number on the activation sticker. Your oid card will no
longer be active when the new card is sent out.

«  Since your card number and expiration date are changing, nolify any services you have set up with
automatic payments. )

«  As always, review your next statement-or check recent account activity online at
hitps /fivam target.com - to look for any unidentified transactions.

As a precaution, we are also making a credit monitoring product available to you, free of charge. This product
ia @ ane year paid subscription to Consumerinfo.com, Inc.'s Triple Advantage SM Premium Credit Monitoring.
This membership will give you the ability to monitor your reports from all three national credit bureaus for any
new of unauthofized accaounts established in your name. To sign up for this membership, please call 1-866-
252-0121. You will need to provide the & digit activation coda at the boettom of this letter. The representative
will provide you with an access code needed on the sign up page http:/pariner.consumerinfo.comtarget. This
code will be valid for 20 days from 01/30/08

Finally, we suggest that you consider taking the steps cutlined on page 3 of this lefter to reduce any potental
harm from fraud or identity theft.

We are very sorry this incident occurred, and we deeply regret any inconvenience or worry this may cause
you. Il you have ahy questiong, please call us at 1-866-225-7040. Represantatives will be available seven
days a week from 8:00am to 10:00pm {CST) to respond fo your questions

Sincerely,

Robert M. Barnhart
Vice President
Target Financial Services

Acct 10: 00000046797

Target National Bank

3801 West 53rd Street, Sioux Falls, SD 571064218
GSCCRs
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Help Keep Your Information Safe

We urge you to remain vigitant for incidents of fraud and identity theft, It is important that you
regularly review your account statements and monitor free credit reports. Here's how you can do that:

»  Check Your Statement: Raview your account statements and immediately report any suspicious
activity. .

» Consider a Fraud Alert: A fraud alert halps put your creditors on notice that you may be a victim of
fraud. The alert teils creditors to follow certain procedures befora they open new accounts in your
name or make changes to your existing accounts. You can place a fraud alerton your accounts by
contacting one of the three nationwide consumer reporting companies.

Equifax 800-525-6285 equifax.com
Experian 088-397-3742  experian.com
TransUnlon 800-880-7289  transunion.com

= Review Your Credit Reports: You are entitied to one free credit report every year. Review your
cradit report annually. You can ask to have fraudulent transactions deleted. Simply contact one of
three nationwide consumer reporting companies.

« Revlewthe FTC Infarmation: The Federal Trade Commission provides guidance regaiding steps a
person can take to protect against identity theft. Review that information at fic gov. You can contact

the FTC at
Online ftc.goviidtheft
Phone B877-4D-THEFT (438-4338) or TTY 866-6553-4261
Address Federal Trade Commission

600 Pennsylvania Avenue NW
Washington D.C. 20580

= Report Suspected Identity Theft: Report sugpected identity theft to law enforcement, as weli as
the Federal Trade Commission. if you file a police report'you have a fight to receive a oopy.

» Becautious about glving out personal information over the internet of the tetephone: Only
give information to known or well-sstablished wabsitas. Many people find that their information has
been stolen after they respond 1o an emall or phone call requesling personal information.

Additional tips to protact your identity can be found at Target.com. Click on redeards/benefits/protect
your identity.

+ MARYLAND Residents: For additonal information about staps you can take to avoid identity thett
contact the Maryland Attorney General.
Office of the Attorney General
200 St Paul Place, Baltimore, MD 21202
(410) 576-6300 or 1-888-743-0023 toll-free in Maryland
consumer@oag.state. md.us

+ CALIFORNIA Residents: For additional information you may contact:
California Office of Privacy Protection:
1625 North Market Bivd, Suite N324, Sacramanto, CA 95534
1-866-785-9663
privacy@dea ca gov

Target National Bank

3901 West 53/d Streat, Sioux Falls, SD 571064216
G5CLS55
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residents advising them of this security incident (see attached). Currently, Targetis
estimating that there are approximately 16 affected Massachusetts residents. The letter
explains that a security incident has occurred, it provides a description of the information
that was lost and specifies which type of the resident's private information was lost. It
also advises the resident that Target is providing, at no charge, a credit monitoring and
identify theft recovery program through a one-year paid subscription to Experian’s Triple
Advantage Monitoring. The letter also provides contact information for Target including
a toll-free telephone number. Finally, it provides the resident with information about
obtaining a police report, requesting a security freeze, and fees required to be paid to the
consumer reporting agencies.

If you have questions regarding this incident, please feel free to contact me.

Very yours,
. _
7
obert B art

Vice President, Risk Management
Target Financial Services
612-307-6263
rob.barnhart@target.com



