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Re: Information Security NotifICation 

To whom it may concern: 

FACS'MILE: 

(202) 342-9451 

vvVllw.keUeydrye.com 

Pursuant to your state's law, the Seibels Bruce Group, Inc. is notifying you of an information 
security incident involving the personal information of approximately 3 Massachusetts residents. 

The Seibels Bruce Group, Inc. and its subsidiaries ("Seibels Bruce") provide various identity 
verification and related services to insurance companies who use our services during the process 
of granting and servicing insurance policies. In mid-December, we became aware that certain 
personal records that we use for these business purposes were accessed improperly by an 
unauthorized third party. We promptly detected the issue, and took a number of measures to 
secure our systems. 
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The company has drafted written notice of the breach that it will be sending to the affected 
individuals imminently. See Attached. The notice explains the occurrence, provides the 
individuals with a telephone number to reach Seibels Bruce if they have questions about the 
occurrence, and provides information about how they can protect themselves against identity 
theft, including instructions on how to obtain and review their free credit report. Please contact 
me if you have any Q,uestions. 

Sincerel:, ~ 

C~\)JI 
I " Alysa Z. Hutnik 



C'jJ THf SBBflS BRUn GROUP, INC' 
Ow Building Relationships Since 1869 

MICHAEL A. CULBERTSON 
PRESIDENT 

[Date] 

\"II'll',sl'ihe!s. CO/ll 

[placeholder for consumer's address] 
[placeholder, City, ST ZIP] 

Re: Security-Related Notice 

Dear [CONSUMER NAME]: 

PO. BOX ONE, COLUMBIA, SC 29202-0001 

803.748.2000 
600.525,8835 

DIRECT PHONE: 80.3.748.2666 
FAX: 603.746.2839 

We are sending you this letter as .a cautionary measure because we believe that certain information about 
you may have been improperly accessed. 

What Happened: 

The Seibels Bruce Group, Inc. and its subsidiaries ("Seibels Bruce") provide various identity verification 
and related services to insurance companies who use our services during tlle process of granting and 
servicing insurance policies. In mid-December, we became aware that certain personal records that we use 
for these business purposes were. accessed improperly by an unauthorized third party. We promptly4etected 
the issue, and took a number of measures to secure our systems. We are sending you this letter because we 
confirmed that, during this brief period oftime. your records (which may have contained your name, address, 
telephone number, Social Security number, and/or date of birth) were accessed by an unauthorized third 
party. 

Steps You Can Take To Reduce YO\IT Risk of Identity Theft: 

1. Reviewing Your Financial Accounts For Unusual Activitv 

While we have received no information at this time indicating that your personal information .has been 
used in an improper manner, it is a good practice for you to review your financial account statements closely 
for any suspicious activity. If you notice anY suspicious transactions on your account statements or other 
suspicious activity involving your account, please report it immediately to the appropriate financial 
institution and to your local police and file a police report of identity theft. Make sure to get a copy of the 
police report. You may need to give a copy of the report to creditors to clear up your records, 

t. Review Your Free Credit Report 

You also are entitled py law to ask for a free copy of your credit report from each of the three credit 
reporting companies - Equifax, EIfPeTiun,and T'r.ansUnion ~once every 12 montlls. To keep an eye on the 
accuracy and complet~ess oCthe i,nformatibn In. your reports, We recommend that you staggetyt)1lr requests 
from eachoftlle reportmgoomparu:es QvertheneJtt 12 months. To obtainyour free!:tedit report: 

• Go to. www.mmualcreditreport.com; 
• Call the toll-free number 877-322-8228; or 



• Complete the Annual Credit Report Request Form (available at 
www.ftc.gov/bcp/conline/include/requestformfinal.pdf) and mail ilto: 

Annual Credit Report Request Service 
P.O. Box 105281 
Atlanta, GA 30348-5281 

When you receive your credit report, look it over carefully. Look for accoUlits you did not open and 
inquiries from creditors that you did not initiate. If you see anything you do not understand call the credit 
agency at the telephone number provided on the report. Another helpful reSOUl'ce is the Federal Trade 
Commission's identity theft website at http://onguardonline.gov/idtheft.html or by calling 1-877-IDTHEFr. 
The Federal Tra4e Commission can assist victims and potential victims In dealing with the threat of identity 
theft. -

3. Placing a Fraud AJert 

Y Oil also may wish to place a "fraud alert" on YQur credit files by contacting any of the three national 
consumer reporting agencies. A fraud alert means that creditors should take additional steps to verify the 
identity of anyone who applies for credit .in your name, and should also reduce the possibility of identity 
theft. There is no charge for placing a fraud alert on your consumer credit files. This option may, however, 
c:ause.a delay if you intend to open up new credit accounts. You may pLac.e a fraud alert by contacting any of 
the credit reporting companies, toll free or through their website: Experian at (888) 397-3742 or 
www.experian.com; Equifax at (888) 766-0008 or www.equifax.com; and TransUnion at (800) 6$0-7289 or 
www.transunion.com. 

4. Placing a Security Freeze 

You also have the option of placing a "security freeze" on your credit files. A security freeze (also 
referred to as a credit freeze) is designed to prevent credit, loans, and services from being approved in your 
name without your consent. However, using a security freeze may delay your ability to obtaiu credit 
because it prevents your credit file from being shared with poteutial credito\'s, insurance companies, 
or employers dOIng backgroUnd checks. You may request that a freeze be placed on your consumer report 
by sending a request to a credit reporting agency by certified mail, ove111ight mail, or regular stamped mail to 
the address below. 

Equifax Security Freeze 
P.O. BOJ{ 105788 
Atlanta, GA 30348 
www.equifax.com 
(800) 685-1111 

Experian Security 
Frllezll 
P.O. Box 9554 
Allen, TX 75013 
www.experian.com 
(888) 397-3742 

TrartsUnion (FV AD) 
P . .Q, Box 6190 
Fullerton, CA 92834-
6790 

www.transunion.com 
(888) 909-8872 

When requesting a security freeze; be prepared t() submit thll following information: full name; S<lcial 
Security number; full date of birth; current address and previous addresses for the past two years; and 
applicable fee (if any) or incident report or complaint with a law enforcement agency or the Department of 
M()tor Veili1;les. The request also should illClude a C()?y efa gDVetnlttent-issued identification card (e.g., a 
driver's license, state or military ro card), and a copy of a utility bill, bank, or insurance statement. Each 
copy sheuld be legible, display yournarne and current mailing address, and the date of issue (statemeut dates 
must be recel1t). The COUSUJ1ler reporting agency may charge a reasonable fee to place a freeze or to lift.or 



remove a freeze, unless you are a victim of identity theft or the spouse of a victim of identity theft, and have 
submitted a valid police report relating to the identity theft to the consumer reporting company. 

* * * 

Finally, if you have additional questions related to this situation, you can contact us between the hours of 
8:15 a.m. ET through 5:00 p.m. ET Monday through Friday through our dedicated toU-free infollllation 
helpline at 1-877-734-2357. We are committed to taking appropriate steps to protect your confidential 
information. 

Like you, we take this matter very seriously. We deeply regret any inconvenience or concern that this 
matter may cause you. 

Sincerely, 

Michael A. Culbertson 
President 
The SeibeIs Bruce Group, Inc. 



KELLEY DRYE 0. WARREN LLP 

NEW YORK. NY 

TYSONS CORNER. VA 

CHICAGO. IL 

STAMFORD. CT 

PARSIPPANY. NJ 

BRUSSELS. BELGIUM 

.... r-FIL'ATE: OFTICES 

MU'MBAI. INDIA 

January 12, 2009 

VIA OVERNIGHT DELIVERY 

Shannon Choy-Seymour, Esq. 
Assistant Attorney General 
Office of the Attorney General 
Consumer Protection Division 
One Ashburton Place 
Boston, MA 02108 

3050 K. STREET, N.W. 

SUITE 400 

WASHINGTON, D.C. 20007 

(202) 342-8400 

Re: The Seibels Bruce Group, Inc. 

Dear Ms. Choy-Seymour: 

FACSIMILE 

www.kelleydrye.com 

AlYSA ZELTZER HUTNIK 

DIRECT LINE: (202) 342-8603 

EMAIL: ahutnikGlkelleydrye.com 

Thank you for speaking with me earlier this week concerning your letter, dated December 29, 
2008, regarding the data security notification sent by The Seibels Bruce Group, Inc. Following 
our discussion, the company resent its notification letter to the affected Massachusetts residents 
with the updated language concerning the $5 credit reporting agency fee. Enclosed is a copy of 
that updated notification letter for your files. 

Please let me know if you have any questions. 

Sincerely 



S8 TH~ SBBHS BRUU GROUP, INC. ,. 
. ;) Building Relationships Since 1869 

HWII'. seibc/s.co/ll P.O. BOX ONE, COLUMBIA. SC 29202-0001 

MICHAEL A, CULBERTSON 
PRESIQENT 

[~lwJ4.erfor·eon&tl1Iler's.·address] 
tPlacellalcleF,City,ST ZIP] 

.r Seeur-ilf~Itelllttid N.otlce 

Dear [CONSt.rMERNAM13]: 

803.746.2000 
600.525.6635 

DIRECT PHONE: 803.746.2666 
FAX: 603.748.2839 

W'eJfte sending Yi):u this letter as a cautionarymeaSlite because we believe that certain 
in1him;tt\t)tHlboUt YOll may have been impropetlYacc:essed. 

WIJm Happened: 

The Set'b'els Bruce Group, Inc. and its subsidiaries ("Seibeis :Bruce") provide various 
identity yerific:alion and related servic:es to insutll11C:c COD1panies who use our services 
during the process of granting and servjc:ing insurance PQIicies. In mid-December, we 
became aWare that certain personal records that we use for these business purposes were 
accessedimpt<iperjy by.an unauthorized third party. Weprol11ptlydetected the issue, and 
took.anumb!lrofmeasures to secure our systems. We afe sending you this letter because 
we confbmed that-during this brief period of time, your records (which may have 
POntaineP yQurname. address, telephone numbilct,. 'S.oci1l1 Security number, and/or date of 
birth) w.eteaceessetl by an unauthorized Third party. 

Steps Vonean Take To Reduce Your Risk'OfIdentityTheft: 

1. RiWiewing Your Financial Acconnts .For Unusual Activitv 

White we have received no infonnatioll at thill time indicating that your personal 
lbfum:iatlGn has belltl used in an improper manner, it is a good practice for you to review 
ybUl'J:IiJanclal account statements c100ely fOf any suspicious activity. If you notice any 
S1ilSPioio,llstransacl:ions on your aCCOilnt statemetlts or other suspicious activity involving 
Y9llfat;ea1jDt,please report it immediately to the appropriate financial institution and to 
your localpoliee lind file a police report of identity theft. Make sure to get a copy of the 
peltee report. You may need to give a copy of the report to creditors to clear up your 
records. 



2. Review Your Free Credit Report 

You also are entitled by law to ask for a free copy of your crediheport from each of 
the three credit reporting companies - Equifax, Experian, and TransUnion - ohCe every 
12 months. To keep ane:yeon the accuracy and completeness of the information in your 
reports, we reQ9rnttlend that you stagger your requests from each of the reporting 
companies over the next 12 months .. To obtain YDur free credit report: 

• Go to www;aruma\creditreport.com; 
• Call th~ tol1;·[ree !lumber gn,J12~g22$; or 
.. COUlpl¢te tht;: AnnUliI CreiJit R6jXlrt ·Request FQroi (available a,t 

www.ftc.govlbcplecmline{inelrutelrequestfonnfinal.pdf) and mail it to: 

AmlffillCtetltt Rep.ortRe:quest SeMce 
P:Q. 'Box. 10'5281 
Atlanj,,; GA 3Q34$,,5~81 

W'Il.enyQl,I.re~ive ygur crerllt report, looldt over care:fqIly. U!1lik'f{)rac~t,s you did 
0010l'-CJ1 am! illqumes from cred'itorsthat you did not initiate. Ify:eu sOO'.anytbing you do 
not understand cool the credit agency at the telephone nDmbet~Vided otl the report. 
AfiothertfeIpful. feS6UtG¢' 18 the i.i'edetal TtadeCotilltlission"s.iiierttlty theft website at 
httP:tlon~ardonllne.govliutheffl1ttnl or by calting 1-&77-IDTHEFT. The Federal Trade 
C~mmi!;sion cat1~ist viGtjtns and potential victims in dealing with the threat of identity 
theft. 

3. Plalling liFFilltd4Uett 

You algo may wish to place a "fraud alert" on YOUT credit f).lesby contacting any of 
the. three national consumer reporting agencies. A fraud aler! means that creditors should 
take additional steps to verify the identity of anyone who applies for credit in your name, 
and should also reduce the possibility of identity theft. There is ltD charge for placing a 
fraud alert 011 your consumer credit files. This option may, however,canse a delay if you 
.intend 10 open up new credit accounts. You may place a fraud alert by oontacling any of 
the credit reporting companies, loll free ·or titrough their website: Experian at (888) 397-
3742 or www.experian.com; Equifax at (888) 766-0008 or www;eqtiifulccom; and 
TransDnionat(lIDO) 68()-7289 or www.transUnlon.com. 

4. Placing a Security Freeze 

You also have the option of placing a "security freeze" on your credit files. 
A security freeze (also referred to as a credl.trreeze) is designed to ptevent credit, loans, 
and sfll'Vices from b.eing approved in your name witilOul your ooliSent. However, using 
a secnrity fl'eczttnay delay your ability to obtain credit becauS:l!itprevents your 
ere(lit ,dll frotnbeing shared with pl)tential creditors, ins.uranGe companies, or 
employers doing background checks. You may request that a freeze be placed on your 
consumer report bysertd~g a request to a credit reporting agency by certified mail, 
overnight mail, or regnlar stamped mail to the address below. 

Equifax Security Freeze 
p.o. Box 105788 

Experian Security 
Freeze 

TransUnion (FV AD) 
P.O. Box 6790 



Atlanta, GA 30348 
www.eguifax.col1'l 
(BOO) 685-1111 

P.O. Box 9554 
Allen, IX 75.013 

Fullerton, CA 92834-
6790 

WWW,.experian,COll1 www.transunion.coll1 
(8.68) 39N742 (888}909.8872 

When requesting a securil.y·n:eezB, be prepared to submit the foJlowing information: 
full name; Social Sectiiit)' tiUtnb:etj ftiU.dllte 1Jf birth; current address and previolls 
andtesses fur thep.mt ~'. ~~; tina applicttllll! .fe!! Ox ;my) '. Q~ lrtlJidetlt report or 
compJ'afut wUna ta,W ell~ltImf ~ImY Cit' t~P.~rtm'i!n~ 'ofMPtor Vehic1~s .. The 
~"'~alsQ sli,oul~ .~~~ a~F tl,f,e;gQY~\w'f~il'!!~ i~t(:ti~1l cat{~ (e,g., a 
driver's license. state,Ol7wlitlttyJD cam}, and 1Hl.ow'Bf'a ntility bill, bank, or rnSl1ratlCfl 
stat~ent. 'BIiUlt l5Qp.y sbilwdl!~t_ti!l, ~tar~ ~ 'aJiliXiUtfent"ntafUrtg.2al1dress, 
and the dlIte 01 t$S:(te(stlltttltW i'l.~~tb\$ t'@@ij, Xhe l!fA~ett$pOlting Jtli\i\lQ:lJy 
may ~Ijln"ge MI!, to $5;00 to. pl<!?e' 'li1t. 'Qf ~Q;:\<~ ,'1\. ~~; Mlli\:Ss Y91l area Vipfhl1 of 
idEnlity,theitor the &pIilHse;0;fa~tm Ofii~lli~ antI have sribmiiten a valid police 
.:teportittiiatmgrto the id:etitli)"\~lGt1l'll!~tISTlil'iW,rI!lPdjlbltt ~~¥, 

Finally, ifyau hII'Ve ad~ai queStl:oMS related to th'iil ..simatlott, you can oontact \is 

betWeen theh!3urs of 8,1.5 a.m, Jlrrtl'l1'o.ug'b';OO'j1.1l1. ETMofil!laythtdnglt Friday through 
ot)i' dl:!di~l®d tjjlHr:oo i'ntbntiatiun ~IItliu!) at 1..fl11·1't,:i.:2957: We tlte' colltinltted to 
taking approptiat~ st!lj1S to ~teot'your ¢pnfiut!lttil!1tnforrn~i()n. 

Llke you., we takethrsolutitrerver:y serIously. We deeply regret artyiuCoD:venicnce or 
concern that this matter may cauSe you. 

Sincerely, 

Michael A. Culbertson 
President 
The Sliibels 'Bruce Group, tnc. 


