Stock & Option Solutions

March 26, 2008

Martha Coakely

Office of the Attorney General
One Ashburton Place

Boston, MA 02108

Office of Consumer Affairs and Business Regulation
Ten Park Plaza, Suite 5170
Boston, Massachusetts 02116

Re: Legal Notice of Potential Information Security Breach Pursuant to Mass. Genl. Laws Ch.

3H
To Whom It May Concern:

Stock & Option Solutions, Inc., a vendor of THQ, Inc., provides consulting services to THQ
employees with regard to Employee Stock Purchase Plans. As you are aware, Massachusetts
state law requires notice to the Massachusetts Attorney General in the event of an information
security breach involving the personal information of Massachusetts residents. In accordance
with that requirement, we write to inform you of an information security breach that occurred on
March 1, 2008, later determined to concern personal data of THQ employees, both current and
former, that it maintained.

On that date, a Stock & Option Solutions laptop computer, containing certain confidential
g : LHQ employees, was stolen from the possession of one of Stock & Option
¥ees while travelmg The laptop, while not encrypted, was password protected.
ve no informatjon indicating the personal data has been has been accessed or
AR rted to the San Francisco Police Department. The police
xdacted copy is enclosed. .

sachusetts residents related to THQ were affected by
are in the process of notifying all affected

breach via written letter to each affected

®id, which began March 25, 2008. For your

convenience, a copy of the notice being scTERR: affected individuals is enclosed with this

letter.

The notice describes (1) the gelg R iffcident resulting in the potential information
security breach, (2) the type of § \formatiof that was the subject of the possible security
breach, (3) the precautionary mg k & Oplion Solutions is taking to help protect
personal information from :. d , (4) contact information for inquiries
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regarding the incident, (5) how to enroll in Kroll’s ID TheftSmart™ service, which Stock &
Option Solutions is making available to affected individuals free of charge for one year; (6)
advice to individuals that they should also consider placing an initial fraud alert on their credit
files and that they review account statements and monitor free credit reports that are available to
them,; (7) their right to obtain a police report; (8) how to request a security freeze; (9) the
necessary information they will need to provide when requesting a security freeze; and (10) any
fees required to be paid to any of the consumer reporting agencies.

If ydu have any questions or need further information regarding this incident, please do not
hesitate to contact us.

Sincezely yours,

Sean Lembree
President and CEO
Stock & Option Solutions, Inc.

Enclosure
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Stock & Option Solutions

Secure Processing Center | 600 Sateliite Blvd | Suwanee, GA 30024

Urgent Message from Stock & Option Solutions.
Please Open Immediately.

<FirstName> <Middlelnitial> <LastName> <Suffix>
<Address> (Line 1)

<Address> {Line 2)

<City> <State> <Zip>

<POSTNET BARCODE>

Re: Important Notice
Dear <FirstName> <Middlelnitial> <LastName> <Suffix>,

We are writing to inform you, as THQ's vendor for employee stock options consulting, that your personal
information may have been compromised as a result of a security breach on March 1, 2008 involving a stolen
laptop. Personal information, such as your name, Social Security number and address, may have been exposed.

Upon discovery, the theft was immediately reported to the local police. So far, the laptop has not been recovered.
Although we do not have any evidence that your information has been improperly accessed or misused, we want
to assure you that we have taken the necessary steps to help safeguard against any damage that may result from
this incident.

Because protecting your personal information is important to us, we have engaged Kroll Inc,, the world's leading
risk consulting company, to provide you with access, for one year, to its ID TheftSmart™ service. This service includes
Continuous Credit Monitoring, as well as Enhanced ldentity Theft Restoration, at no cost to you. You will have
access to licensed investigators to guide you through the process and should you become a victim of identity fraud,
your investigator will help restore your identity to pre-theft status.

ID TheftSmart is one of the most comprehensive programs available to help protect your name and credit
heft. We urge you to take the time to read about the safeguards now available to you.
vantage of the credit monitoring service, please note that you must complete and
rauthorization form.

ity theft or other unauthorized use of personal information about you,
nd that you remain vigilant over the next 12 months and review your
nauthorized activity. Promptly report incidents of suspected identity
acy, the Federal Trade Commission, your financial institution, and
encies fisted below. You have the right to obtain a police report
ontact your credit card issuers and financial institution and

if you are a victim of ldentl .
inform them of the incident.

three naticnal consumer reporting agencies to discuss
t to place a security freeze on your consumer report.
ices from being approved in your name without your

your options. Under Massachusetts law, you have /8
A security freeze is designed to pre) ent credlt, loans, an
consent; however, using a security TSl ihility to obtain credit. You may request that a security
freeze be placed on your consumer § est to a consumer reporting agency by certified mail,
avernight mail or regular stamped dress belovl The following information should be included when
requesting a security freeze (documen fyse
the spouse’s consumer report): full fidie initialghnd any suffixes; Sodial Security number; date of birth
{month, day and year); current add { es for the past two years; and applicable fee (if any)
or incident report or complaint wi giency or the Registry of Motor Vehicles. The request

974385 KRO-0308
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also should indude a c%f a government issued identification card, such as a driver's license, state or military 1D card,
and a copy of a utility bill, bank or insurance statement. Each copy should be legible, dispfay your name and
current mailing address, and the date of issue (statement dates must be recent). The consumer reporting agency
may charge a reasonable fee of up to $5.00 to place a freeze or lift or remove a freeze, unless you are a victim of
identity theft or the spouse of a victim of identity theft, and have submitted a valid pofice report relating to the
identity theft to the consumer reporting agency.

The contact information for the three national credit reporting agencies is as follows:

Experian Security Freeze Equifax Security Freeze TransUnion

P.0. Box 9554 P.O. Box 105788 Fraud Victim Assistance
Alien, TX 75013 Atlanta, Georgia 30348 Department
www.experian.com www.equifax.com P.O. Box 6790

Fullerton, CA 92834-6790
www.transunion.com

Under federal law, you are entitled to one free copy of your consumer credit report every 12 months from
each of the three major consumer reporting agencies. You may request your free annual consumer credit
report by visiting www.annualcreditreport.com or calling (877) FACTACT (1-877-322-8228). You may want to
obtain copies of your consumer credit report to ensure the accuracy of the report information.

To learn more and to report incidents of identity theft, you can go to www.consumer.goviidtheft, or www.ftc.gow/
credit, or call 1-877-IDTHEFT (1-877-438-4338).

Please call ID TheftSmart member services at 1-800-588-9839 between 9:00 a.m. and 6:00 p.m. (Eastern Time),
Monday through Friday.

Stock & Options Solutions takes the protection of your information very seriously. We are firmly committed to
protecting all of the information that is entrusted to us, and we apologize for any inconvenience or concern
that this incident may cause you.

Sincerely,

Stock & Options Solutions
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<FirstNarne> <Middlelnitial> <LastName> <Suffix>
Membership Number: <Membership Number>

<firstName> <Middlenitial> <LastName> <Suffix> |
Membership Number: <MembershH

Member Services: 1-800-588-9839

9:00 a.m. to 6:00 p.m. {Eastern Time), Monday through Friday
tf you have questions or feel you may have an identity theft
issue, please call [D TheftSmart member services

Member Services: 1-800-588-9839
9:00 a.m. to 6:00 p.m, (Eastern Teme), Monday €
If you have questions or feel you may have an
issue, please call ID TheftSmart mernber servi
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Qéport Type: Inifial

San Frangisca Palice Department
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San Fran Poli D tfment
ﬁaﬂzzﬂsss o c’sufnﬂ-?ﬁfaepa

iday sdaie at approx, 1359 hrs. l was at Pier 41} near m}mlieepatrul vehicle when a gitisn,
'Nﬁ—and (V) U alked up tanmwiﬁiﬂiewamallshndandteldme
the varthey had rented fmm {\/8) Thrifty Rent a Car had Itss back-window-smashed out,

(V1) R 2 n (Vzlm thisy wene takd. iy thilr Soti that thelr back window
de heeu smashadﬁ aut. JEl. Iniriiediately pulied his. car overon seeing my abive patrol ca¥dnd
H triz down,

-and-tasd Hie gy ha locked and parked theit &ewtneacmaaaf 1006 tins at the
ma Parking Barage at 20086 Emhﬂamadaro North (Gross af%’mm Peihiyacress fiw streaffeom Fiar
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' withi thisirsam canie back to the vehidasef 1230 frs. naﬁﬂiﬂt
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X gave Mary BFPD) Follow Up Forn #366.and an Addiﬁmﬂiﬂﬁ Fairn,

frcldent? 020220933 Peage § of 5



Hothcin Wi rEM OB I unz.v*u::fu 2B 8948

Dcar LEREZ

s

e EO TSI

EaR k-

j%:-qﬂ w|ay
f
[
ﬂf
]

" - Sl i S A e ki
i o . it x
o G ot et -

AR

1
]
1
d

PR

2% X
T
#




