
~ sterling commerce 
An AT&T Company 

April 22, 2008 

Martha Coakley, Esq. 
Attorney General 
McCormack Building 
One Ashburton Place 
Boston, MA 02108 

Daniel Crane, Director 
Massachusetts Office of Conswner Affairs and Business Regulation 
Ten Park Plaza, Suite 5 I 70 
Boston, MA 02 II 6 

Re: Notice of Potential Exposure of Personal Identifying InforltUltion 

This letter is to inform you that we received notification from one of our vendors, 
USinternetworking, Inc. ("USi"), that a laptop computer was stolen from the home of one 
of its employees in Colwnbus, OH on March 23, 2008. Sterling Commerce is a software 
and services company, and the stolen computer was used by USi in the provision of 
information technology services in support of Sterling Commerce's benefits 
administration. The unencrypted hard drive of the computer is believed to have 
contained personal information on several thousand Sterling Commerce (America), Inc. 
employees and their dependents, including their name, address, date of birth, Social 
Security nwnber, and prerniwns and coverages. Our records indicate that 326 of such 
employees and their dependents reside in Massachusetts. 

USi promptly reported the theft to local law enforcement authorities and is cooperating 
with them in the investigation of this matter. The computer was password protected. We 
believe that this theft was a random crime, and have no evidence at this time that the 
information has been, or will be, used for unauthorized purposes. However, as a 
precaution, we are notifying affected individuals and the national credit reporting 
agencies. 

Attached is a sample copy of the letter that we began mailing yesterday, April 21, 2008, 
to affected individuals, including those in Massachusetts, notifYing them of this incident. 
The letters contain all information required under G.L. ch. 93H, plus information 
regarding nationwide credit reporting agencies and resources available through the 
Federal Trade Commission. The letters also extend an offer of two years of online credit 
monitoring at no cost to the impacted individuals. 

World Headquarters 4600 Lakehurst Court PO Box 8000, Dublin, OhiO 43016-2000 USA 

www.sterlingcommerce,(.om 
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Sterling Commerce deeply regrets this incident and is working with USi to evaluate 
current safeguards and detennine if additional measures are necessary to avoid future 
such incidents. Please contact Michael McNew, a member of the Sterling Commerce 
Legal Department, at (614) 789-5569 should you have any questions. 

Sincerely, 

/f~~ /?'~ 
Michael A. Meyer 
Senior Vice President and General Counsel 

World Headquarters 4600 Lakehurst Court, PO Box 8000, Dublin, OhiO 43016-2000 USA 
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~. 'roctulng Ctnt.r 1600 Satellh. Blvd Suw .... GA )0024 

<FirstName> <Middlcl"itial> <LastNume> <Suffix:;. 
<Address> (line 1) 
<Adoress> (line 2) 
<City> <Stale> <lip> 

<POSTNET BARCODE> 

Dear <FirstName> <Middlelnitial> <lastName> <Suffix>, 

This letter Is to Inform you about an incident that may affect you. One of our vendors, USintemetworking, 
Inc. ("USi"), recently informed us that a computer used by USlln support of Sterling Commerce's benefits 
administration was stolen from the home of one of Its employees on March 23, 2008. This computer contained 
benefits Information of Sterling Commerce employees and their dependents, including your name, address, 
date of birth, Social Security number, and benefits premiums and coverages. 

We have no evidence that this Information has been improperly accessed or misused. However, we want to 
make you aware of the incident and the steps that have been taken to safeguard against any damage that 
may result from the incident. 

USi promptly notified law enforcement authorities of the Incident, who are currently investigating. USi also 
indicates that the computer was password protected. We, as well as US!, are reviewing this incident and working 
to enhance our security measures already in piace to protect personal information. 

As an additional safeguard, USi has arranged to provide you with ID TheftSmart- Continuous Credit Monitoring 
and Enhanced Identity Theft Restoration from Kroll Inc. at no cost to you for 2 years. 10 TheftSmart is one of the 
most comprehensive programs available to help protect your name and credit against Identity theft. Please read 
about the safeguards now available to you. 

If you would like to take advantage of the credit monitoring service. all you have to do is complete and return 
the enclosed authorization form to begin the process. Your authorization is required to provide the service. 

If you have questions regarding the 10 TheftSmart service or feel you may have an Identity theft issue, please 
caUID TheftSmart member services at HIOO·588-9839 between 8:00 a.m. and 5:00 p.m. (Central Time), Monday 
through Friday. 

If you have questions regarding the incident, piease contact Sterling Commerce's Privacy Office at 1-866-930-1608 
between 8:00 a.m. and 5:00 p.m. (Central Time), Monday through Friday. 

We sincereiy apologize for this incident. You have my assurance that Sterling Commerce takes the security of 
personal information very seriously. 

Sincerely. 

Robert D. irwin 
President and Chief Executive Officer 



• 

U.S. State Notification Requiremeuts 

For residents of Hawaji. Maryland. Michigan. North Carolina. Oregon. Vermont. and Wyoming: 
It is required by state laws to inform you that you may obtain a copy of your credit report, free of 
charge, whether or not you suspect any unauthorized activity on your account. It is recommended by 
state law that you remain vigilant for incidents of fraud and identity theft by reviewing credit card 
account statements and monitoring your credit report for unauthorized activity. You may obtain a free 
copy of your credit report by contacting anyone or more of the following national consumer reporting 
agencies: 

Experian Equif8ll TransUnion 
P.O. Box 9554 
Allen, TX 75013 
www.experian.com 

P.O. Box 105788 
Atlanta, Georgia 30348 
www.equifax.com 

Fraud Victim Assistance 
Department 
P.O. Box 6790 

For residents of Oregon and Maryland: 

Fullerton, CA 92834-6790 
www.transunion.com 

State laws advise you to report any suspected identity theft to law enforcement, as well as the Federal 
Trade Commission. 

For residents of Maryland: 
You can obtain information from the Maryland Office of the Attorney General about steps you can 
take to avoid identity theft. 

Maryland Office of the Attorney General 
Consumer Protection Division 
200 St. Paul Place 
Baltimore, MD 21202 
1-888-743-0023 
www.oag.state.md.us 

For residents of MassachusetIJ: 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 
1-877-IDTHEFT (438-4338) 
www.ftc.govlbcpledulmicrositesiidtheftl 

It is required by state law that you are informed of your right to place a security freeze on your credit 
report. A security freeze is intended to prevent credit, loans and services from being approved in your 
name without your consent; however, using a security freeze may delay your ability to obtain credit. 

To place a security freeze on your credit report, you need to send a request to a consumer reporting 
agency by certified mail, overnight mail, or regular stamped mail. The following information must be 
included when requesting a security freeze (note that if you are requesting a credit report for your 
spouse, this information must be provided for himlher as well); (J) fuJI name, with middle initial and 
any suffixes; (2) Social Security number; (3) date of birth; (4) current address and any previous 
addresses for the past two years; and (5) any applicable incident report or complaint with a law 
enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a 
government-issued identification card and a copy of a recent utility bill or bank or insurance statement. 
It is essential that each copy be legible, display your name and CWTent mailing address, and the date of 
issue. The consumer reporting agency may charge a fee of up to $5.00 to place a freeze or lift or 
remove a freeze, unless you are a victim of identity theft or the spouse of a victim of identity theft, and 
you have submitted a valid police report relating to the identity theft incident to the consumer reporting 
agency. 



I Itl. heftSmart" 

Consumer Credit Report and Credit Monitoring Authorization Form 

'<.NAM!» 
.:"AllDRESS 1» 
«AO()RESS 2>~ 
~<.Clrv, :-\lA~t: Z'P (00~"">. 

Do not rna,," "'f ilddress dIongos to 1I>e top hoW 01 "'Is _tlon form. 
_ use1l>e Change 01_ R_ section below. 

Personallnfonnatlon 

Socia/Security.: 000-00-0000 
Date of Birth: 00/00'0000 

mm dd yyyy 

Telephone.: 000-000-0000 
Email Address: __ -::-__ --:---:-_-:=====-:-:---

(f<>r monIU>ring alerts -I'I£ASE PRINT ClEARlY) 

PnnhdName: ______________________ _ 

Am _Initial Last 
-_._---1 

Signature 

o I authorize First Advantage Credco, provider of the credit report 
and credit file monitoring for 10 TheftSmart, to obtain my consumer 
report/Credit information from one or more of the three national credit 
repositories (Equifax, Experian, TransUnion). 

Signature: 

Current Date: 0 DID 0 10 0 00 
m m d d y y y y 

Change of Addntss Request 
Do not complete this section if your address printed above is correct. 

StreetAd~: ______________________ __ 

Suite/Apt,: _______________ _ 

City: 

State: _________ ZIP Code: 

Instruct/ons 

Step 1. Pe"""",'lnfonnatl_ 
Complete all of the personal information required 
using black or blue ink only. Please print clearly. 

Step z, signatunt 
Sign your name and date in the signature box. 

Step 3. Verify PrInted A ..... ss 
Please verify that your address printed above 
is accurate. 

If the address above is not your residential address, 
please provide your residential address in the box 
titled 'Change of Address Requesl' 

Step 4. Return Authorization Fonn 
Return this completed form using the postag<>-paid 
return envelope we've supplied. 

If you do not have your postage-paid return 
envelope, mail your authorization form to: 

Plan Administrator 
PO Box 14524 
Des Moines, IA 50306-9332 

,ninois Residents: Credit reporting agefKies are required by 
law to ~ )'OU a COPr of your cred~ record upon request at 
no ch.rge 0( fOf a nominal fee. 

Consurrtef5 miding in the states of Colorado. Massachusetts. 
Matytand. New Jersey and Vermont may receive a ffee copy 
of theW cmsumtr credit report once per)leal;. .J(·o residents of 
the state of Georgia may feceWe two copies per year. 

KR01114-4)-0107 



Frequently Asked 
Quc>stions 

Q. What is ideDtity then? 

A. Jdee&icy tboft it; • en .. IbIII occun wbeD IOGltIOOt .... 
your,.....a~ ... _illO .... t.1ae 
cnocIil. k _ ...... ";lb .... _ of. Social Seemly 
-,aodil __ , __ oc..-caoI. 

Q. Where does aD Ideality thief get tbls 
personalloronnatlon? 

A. -I)' ...... IIeaI.., ......... ""'". varicly of ...-.Tho1 ..... ___ ... ...- .... 
--. <ndil .... __ , Or lboy bcIp_lveo 
10 t.Dk ... crediI C*d ........... CRdit cant o«cn aDd 
tu. ~ IhIt'I ill )'oar own -.iIbox Of lraIb QII. 
'They lDIye'fCQ (lie •• ~ 01 U;iR;u fona" in yow 
..... ad ... vc aU 1OCII' maO __ to &DOCbcF 10CId0D. 
Some tbieveI fnucblIead.y obcaiD • c:mIil ft!pOR ill ,our 
name. 0dMn ICceII penoaaI iDfDmWioa)'OO IIha:Ie 00 ............. 

Q. How do they use the penoDai 
informatioo Ibey steal? 

A . II', ~ for .. ideari.y dlicf to can YOlI' aedit cwd 
~y aod Uk IbM 1M 1DIIiIiaa ..... 0Ia,... CftIdil 
....... -...,1'IIcy .............. _-
.·.1Dd Iboa bave Ibe biD _I to ........ . 
0Iber dIieveI opea .. cndiI e.d or hIak a:coaDI5 
..... 1"'" _."'" 01 biIlIo &ad Social s...rily 
Numbtt. So ....... billa .... , pUd or Ibe cIIecb 
_,il' • ..,....,a em _ ..... _.SliD_ 
dUc:vca .. )'OIIr DIInC .... cadit to tab out 10IIII for 
wbicll credicon daiak JOII're, I iNc, 

Q. What should I do If I am a vletim or 
identity theM 

A. ~. CDelDber. aU you UYe 10 do iJ make 0IIC,a.o.. call 
to cite ToU~Pmc DIImIber abowa OQ !be cocbed kctcr. 
ODe of Ibe ~ oa our"'" wiD prvvidc)'Oll 
wilj) IACp-bJ-IAep ...a..oce. 

Your ID TbeftSmart Benefits 
totnp ........ fnIad .......... 
1M tile __ do tho _Itu "'" 

~-----....,.-- .... ..­-"1deooIl)' _WI! bcIp_,.... __ _for,... w.."mdo_oI .... ....t1 

~ Crodil Moaitoriag 
un._ial •• 
MoUoriD& your adt it oec of tbc.,. way. 10 bdp 'POl 
idonllly-..tr. y ..... _ ,.... ..... Il10 ........... 
__ far ~ 1CIiYil)''' __ 1!xporioo ..... 1IIo .... _-,.. .. -. 
II yeti ..... queIIi ... or .81_ JOO ........ .... 
a ~ alloIoaIitr IMIt call .... lillI-he ...... f --..... -'-"-,. 
o .. ~ ~ ..... ",to"IpJOU. 

---...... iEIIrIIIcIIf....., ............... iI..., ........ .. 
~ ... - ........................... -.......................... 
A ................ fI....,_ .. ~ ............... 
lIIeft ....... ,.iI ....... II ........ knI • .,..,.. ..... ...., ...... ~ .... ....... 
Mr ..... ~ .... ., ......... ., ... ,..,...... ....... ................. ,., ...... ~ ................. , ........ ... 
........... ......, ............................ ef --............... CMr __ .................... 
......... &.c. ......... _~ .. ...,_,... ...... ---.......................... .,,.... ... --............... .,." • ....,IIIIft ................ . ..*'-"* ............. 

.,-

"","',; 
.~ '" ' ..; 

; .~-"-,'." 

Your Guide to 
Membership Benefits 

"7""t~ 

f 
~ 

..... : .. 

": 



_~':~if:·,~·;:··~''-~:~:;"' (-'I' .. ..•. "\ --, 

:"!:~i'W8ys:We"Gu8'dYou Against Identity Theft 

Your mcmbenbip with ID TbcfISmart" gives you easy 
acceas 10 1he _ you .- 10 fisht back If an ideutity 
thief_DB your fiDaKiai .~. Our aeMc:es are 
designed to monitor your credit activity and help .... tore 
damage 10 your cmtit history. 

Enhanced Identity Theft Restoration 
Let the expens do the wort to( you 

If you ha vc ideotiry lheft or frmd i.sues tc1ated to tbe event 
discussed ia Ibc cover letter included ill this packet, you will 
have access to EabaDCCd Ideality 'Theft Rcatorttion 10 help 
restore your identity 10 pre-Ibef\ status. 

You will also be assigned an eltperieDcccll.iccoacd JovesPptor 
woo will work: oa your brthalf 10 help n:ao1vc your idc:D.lity 
!heft islUCl;. 

y .... Uauod ........... - .. ork .. )'Our _to beIp 
address or correcI the ideality tbcIt issuc. you bave wilb 
affected agencica aod iastitutionl. mcloding (hut not limited 10): 

Credit card companies; 
FUtucial iDlaitutiona; 
All I.JIRc cn:dit rcpositurics; 
Fe4fl'al Trade Commi&&ioa; 
Social Security admiaiStn.bon: 
Deputment ofM_ Vehicle.; 
U.S ........ _; 

uw enforeemcat penonncJ; Ind 

other orgeniutiOD' that may be affocted. 

y .... ~ la, .. ' T wta .... perf 0I'III DIIIl-CI'eIIlt 
_oIlfP1icoble _ .... __ . We'U"" 

for IIddiIioall ~ you may DOt be aware of. iDcJIdaJ= 
• CIimioaIIIOIiviIy in your _ iD your _·s _. 

cenain __ .... fedenJ __ ; 

· 0.,._ of __ ....... iD yoar_; · U_ .......... oIIIIiued _ yoIII' _ Security 

Number.1Dd 
• Cbcr;:tioc ax."OUDllCIivity in your DUDe JqIOItCd u hIduIcPt. 

Continuoul Credit Monitoring 
Early doto.tiDII is key 
A pmf_lI_r caa ....... )'OOI' _I)< iDjua • few _.1IuI b ... lob ,.... f« you to ... _ yoIII' modi< 
.tudiJaa. BIrly cIeIc=ctioa blrey 10 minhnizi.., !he damqc 
COIIIOd by _ who _ """ ..... . 

CoutiImou CJodit MooiIorio& wiD ..... you to specifIC aclivby 
iD yoIII' I!&pedu CIodi! m. .... may be ..-willi _1CIivIty. _ as: 

• Companies who bave _>eel • copy of your c:mIil aoport; 
• Ncw_iafmDaUoa; 
·C ...... ol_ 
• P\IbIic _; .... 

• DeropIuy --. 
Upoo ........ RView ofyoor_' ...... ;r,.. feel 
dw10ll _ .. idooIIiIy _ luoe.oar _ ~ 1Ie._ to help __ """ ......... aediI. 

y---.taa __ be"",-_ 
JOIU' ..... ' t' y .. -cc:oaqllle ....... a. ..... 
..... U _Id .... thepr-. 

•• 

Need Assistance? Call the Toll-free number shown on the enclosed letter. 



Privacy Policy 

Genlral 
Kroll Background America. Inc. ("Kroll") respectS your concerns regarding maintaining the privacy of your personal data that is 
submitted to us. This Privacy Policy COllllrs all the information practices of Kroll and desoibes the prindples Kroll will follow wi!h' 
regard to all information submitted to Krell in connection with the services we provide. These prindp/es will be implemented by 
all Kroll personnel regardless of their location. All data shall be collected. stored and used in compliance with the Fair Credit 
Reporting Act ("FCRA") and other state and federal applicable law. This Privacy Policy applies only 10 Kroll Background America. 
Inc. and does not apply to data collected by Kroll Inc. or by any of the subsidiaries of Kroll Inc. other than KroP Background 
America. Inc. 

Kroll I. Committed to ProhCtlnll your PenonaIlnformatfon 

Kroll acknowledges both the duty of trust and care in maintaining the privacy of your personal Information which we conect and 
slore and our legal obligations as a consumer reporting agency. 

• ApplIcation Information 

• Infonnation From Outside Souras 

• Consumer Report Information 

u .. and Tr.nst., of Informa_ 

Kroll is pn:Mded with personal informaUon in connection with 
preparing a report for )'Ou. In connection with our pll>liding 
these 5efVices. Kroll may, in some instances. employ other 
companies and individuals, as our subcor1trac1m. 10 perfonn 
functions on our behalf. All such contractors are contractually 
obligated to use and maintain the confidentiality of personal 
Infonnation In a manner consistent with this Privacy Policy. 
These ~nies may not share any such infonnation with any 
third party. Except as described in !his Privacy Policy. we wil not 
use or otherwise dlsdose any of the personal data that )'OU 
provide or that we collect from third parties or other SOUI<OS. 

Confidentiality 

Krol will use our best efforts to insure that no unauthorized 
parties have access to any of )'Our infonnation. We win never 
sell or provide your personal data to a third party. except as 
stated in this Privacy Policy. without your express consent. 
We may. however. disclose personal data in response 10 a 
court order or other legal obligation. 

AccurlCY 

Kroll makes every effort to ensure that the data INf! receive, 
collect, and store about you is as accurate as possible. 
However. Kroll does not vouch for. and is not responsible for, 
incomplete, inaccurate or not current data about you that 
may be supplied to Kroll by a third·party source. 

Access 

You have the right to access any reports Kroll produces and 
maintains about you. You may contact Kroll at any time to 
determine whether we hold any personal information about 
)'OU and 10 obtain access 10 that Information. we wiU only 
afford you access to )'OUr data upon proof of identification 
that you are the individual who is entitled 10 l<!qUest access. 
we will mail a copy of such InformaUon within 7 days as 
mandated by the FCRA. 

Security 

Protecting )'Our confidential infonnation ~ our business; 
therefore. Kroll takes all appropriate measures to assure the 
security of )'Our personal data. Kroll uses advanced enoyption 
technology - 128-bit Sean Socket Layer (SSI) - to keep 
personal Information and data 5eQJre from unauthorized 
access. All data is stored on our selVerS in a secure. encrwted 
manner. Access to those seM!" is strictly 6mited 10 networ1r. 
administrators and other authorized personnel of Kroll. who 
h ...... been trained to prote<tagainst loss. misuse. unauthorized 
access, disdosure. alteration or destruction of personal data 
under Kroll's control. We take prKte in our technology and our 
security poides. 

Kroll is a member of the Better Business Bureau and the 
Better Business Bureau Online Privacy Seal Program. The 
Better Business Bureau is available for resolving disputes 
between you and Kroll. To file a complaint with respect to 
the privacy practices of Kroll. you may visit the Better 
Business Bureau web site a1 www.bbbonline.com 

KROLL 

I(R01184-40-0906 



Know Your Rights 
A Summary of Your Rights Under the Fair Credit Reporting Act 

The!tdtnil Fair Cftdit Rt!ril!I JIi;t (FeRAl promoI!lthe ~ ~ 
and p<tvacy oIlnIcInnaCb'lln the lies 01 oonsumer repoI1iIg agencies. lhert 
aoe many !)pes of consumer reporting agencie1. indudirJ aedit buIeaus and 
spec;.jIy agencies (such as agencies 1haI sellnfoona1Ion about died writing 
histories, medicallOallds, and remaI hIstoIy 1I<IlRfs~ Heft is. SIIIIII1aI)' d 
)'0lIl' major r9>ts under the FCRA. For more inIoImaIIon, inducing 
infom>atian about addidonaI rf!IIts. go " -"<.govIoaIt or"" to: 
Consumer Responsoc.rteo:. Room 13O-A, Fodel3lllade C ........ ian, 600 
~Ave.1tW. WasI1Ingta\ nCo 20580. 
You must be tdd if information In )'OUr lie has been used against IOU. 
Anyone who uses • end. "t>On or another type of consumer "pM '0 
deny lOUr applcation for aediI, insurance. 0( employmen1- or to tate 
another adverse action against IOU - must tell )OU. and must gl",,1OU 
the na.,.. address. and phone number of the agellty ltIat prrr.Ided the 
information. 

You '- dw ~t to u-wIIat Is In )'OUr ftle. You may roquest and 
obtain .. the information about IOU In the files of • COIISUI11fI' 
repor1ing agen<y (yow "file cIsdosure "). You wil be required to provide 
proper ldentiflcadon. v.flkh may Include your SOdaI SeaJrIty number. In 
many cases. the cIsdosure will be free. You Ole entiUed to a free file 
disdosureif: 
• a penon has taken _iM". action against IOU bEe_uSf 01 Information 

in your end~ report; 
• IOU are the victim of identify theft and place a frlIud alen in )'DUl file; 
• your file _ ~ Inbmatm asa O!SUItdllaud; 
• you are on public assistance; 
• IOU Ole IIIOII'IliaJed but ...,.a to apply for empb,ment v.ithin 60 days. 

In addition. as of September 2005 all consumen art llltided to one free 
disclosure MI'f 12 months upon request from each naUOI1'Mde ere'" 
booe .. and from nationwide specialty consumer reporting ager1Cies. 
See -.v.ftc.gcw/credt for adcIUonallnformation. 
You have the right to ask for a aedit saxe. Crecit S<!OIOS Ole numeri<al 
SUIMlIries of your aedit wordIiness baStd on Information from aedit 
boreaus. You may roquest a aedit S<OI1! from _1IpClIIiY,j ogon<ies 
that create scores or distribute S<!OIOS uStd In residential real property Ioan~ 
but IOU will h ..... to pay for it. In some mortgage tran!illllons.lOU \\in 
receive aecit S<OI1! InIonn_rIon for free from the mortgage Iende, 

'bI '- dw right to dispute iocornpleto or InacanIe information. 
K you Idently infoanation In your file that is ir'oalmpIoIe or InactIrat., and 
repon ~ to the ccnsumer IIpClIIiY,j agency; the agenq must IrNestigatt 
..... your d!pU1o Is f!Ndous. s.. -.ftc.gcwlcredt for an tlCpIanoIIon 
of dispute procedures. 
Consumer '"t>OfIIng agencies _ correct or deIeIe Inacnnlo, 
Inc~ or unverifiable 1nformatIoII. Inaccurate, Incomplete 0( 

UI1IIOIfiabi. information must be rema.oed 0( COII'O<Ied. ..... Iy within 
30 days. Howewr, • ~ rtpOning agonq may continue to "t>On 
Information ~ has verified as "",rate. 

C .......... reporting agencies may not report 0UIdatId negatIo.oe 
InbmItion.ln moot cases. a ........., reporting agon<:y may not repon 
negative information 1haI k more than ....... years ole!, 0( bankruptcies 
that Ole more than 10 years old. 
_ to )'OUt file Is limited. A consumer "t>O"Ing agenq may provide 
Informarlon about you only 10 peqlIe with a valid need - usualy 10 
consider an application with a a~ Insonr; e~ landlord, Of other 
business. 1he fCRA spedIies those with a valid need lor access. 
You must give your consent lor NpOIIS to ba pmrided 10 ~ 
A........., reporting _ may not give DIll Inlonnation about you to 
your em;>I¥t or a JlOI<Itia/ ~ without your written consent gIIen 
to the employer. _ consent generally is not roquirfd In the truddng 
inOOstly. For more information, go to -.v.ftc.gavfcredit 
'roo rnav limit "prescnened" offers of aedt and inlInnce IOU gel based 
(]II information In your aedt roport. Unsolicited "prescreened" offers for 
<red. and lruuance must i1dude a tol-lree phone number IOU can cal K 
IOU d100St to oemow lOUr name and address from the 11m these often 
are baStd on. You may opt_ willi the _ credt bureaus at 
1·883-5-0P10UT (1-888·567-8688). 

You may seek damages from vioIa_ If a consumer reporting agenty. 
~ In some cases, a user of consumer reports Of a fLmlsher of information 
to a consumtr reporting agency vioIlI<S ltI. FCRA. you may be able to sue 
in state or fedefal court 
ldettfty theft victims and aaivo clAy mHilary persomeI have 
additional rights. For mote Information, vlsft www.ftc.gavfaedit. 
Para informacion en ospanoI. ,;,Ite -.v.ftc.goIt'credt 0 escriba a I. 
FTC C_ Response Conte( Room 130-A, 600 FennsylvanIaAve.1tW" 
WasIlillC)lDn.O.C. 20580 

s .... fRIy enforc. elM FCRA. MCf 1Mn)' __ hew th .... own consu ..... reporting Iewt. In 101M cua. you may ....,. mON rights under JUte 
1M¥. For InON Informetlon, CIOnUct your stat. or IoceI con:lllUlMf' pro~ -eenq or yOUI' .taII Attorney GeMrai. 'tderal ... 1oRen arr. 

1kp! of ._ <:onU<t 

Consumer ttpOftlnO agencies, creditors and others not listed below Federal Trade Commission: ConSurtKH' Response Center - FCRA, 
_Oe20S .. 
877-382-4357 

National banks. federaJ bfanct\.eY.nctes of fcn1gn banks Office of the Comptroller of the Curre~ Comptiancf. Management. 
(word ~Natklnal- or Initiafs -N.A .. appHI' In or afterbant-S name) Mail Stop 6-6, Washington. DC 20219 

800-61].674) 

Federal Reserve System member banks Federal Rnerve Board. Division of Consumer & Community AffailS. 
(eKCep( 1"IcJtiona' banks, m federal br~agencies of fotrign banks) Washington. DC 20551 

202...452-3693 

Savings NOdations and federally charte~ SoWings banks Office of Thrift SupeMsion, Consumer Complaints, 
(word "'~aI· or InitiMs "FS.8." appear in fedft-at institution's n.tme) Washington, DC 20552 

800-842·6929 
Fed~1 ~it unions National Credit Union Administration, 
(w:)rds. ~federil Crw. lJnion~ appe;N" n instiMion's nanw) 1775 Duke Street. .6hxandria, VA 22314 

70).519-4600 

Sta!e-chartete(f banks 1haf i.re no! members of the Federal Resel\Oe Sys1em fed.ral Oeposit Insurance Corporation, ConstMTler Response Center, 
2}(S Grand Ave-ntJe. Suite 100, Kansas C~ Missouri 64108-2638 
817·275--3342 

Air, surlace. or rail common carriers Ifgwted ~ former Civil Department of Transporti.lion. Offke of Financial Managem.nt 
Aeronautics Board OIlntemate Coovnerce CommiSsIon Washington, DC 20590 

202·36&1306 

Activities subject 10 the Packet} and Stockyard) Aa of 1921 Department d Agricult~, OffICe of Deputy Administrator - GPSA. 
Washington, DC 20250 
201·]2().7051 


