) sterling commerce
An ATET Company

April 22, 2008

Martha Coakley, Esq.
Attorney General
McCormack Building
One Ashburton Place
Boston, MA 02108

Daniel Crane, Director :

Massachusetts Office of Consumer Affairs and Business Regulation
Ten Park Plaza, Suite 5170

Boston, MA 02116

Re:  Notice of Potential Exposure of Personal Identifying Information

This letter is to inform you that we received notification from one of our vendors,
USinternetworking, Inc. (“USi”), that a laptop computer was stolen from the home of one
of its employees in Columbus, OH on March 23, 2008. Sterling Commerce is a software
and services company, and the stolen computer was used by USi in the provision of
information technology services in support of Sterling Commerce’s benefits
administration. The unencrypted hard drive of the computer is believed to have
contained personal information on several thousand Sterling Commerce (America), Inc.
employees and their dependents, including their name, address, date of birth, Social
Security number, and premiums and coverages. Our records indicate that 326 of such
employees and their dependents reside in Massachusetts.

USi promptly reported the theft to local law enforcement authorities and is cooperating
with them in the investigation of this matter. The computer was password protected. We
believe that this theft was a random crime, and have no evidence at this time that the
information has been, or will be, used for unauthorized purposes. However, as a
precaution, we are notifying affected individuals and the national credit reporting
agencies.

Attached is a sample copy of the letter that we began mailing yesterday, April 21, 2008,
to affected individuais, including those in Massachusetts, notifying them of this incident.
The letters contain all information required under G.L. ch. 93H, plus information
regarding nationwide credit reporting agencies and resources available through the
Federal Trade Commission. The letters also extend an offer of two years of online credit
monitoring at no cost to the impacted individuals.

World Headquarters 4600 Lakehurst Court, PO Box 8000, Dublin, Ohio 43016-2000 USA
www.sterlingeommerce.com
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Sterling Commerce deeply regrets this incident and is working with USi to evaluate
current safeguards and determine if additional measures are necessary to avoid future
such incidents. Please contact Michael McNew, a member of the Sterling Commerce
Legal Department, at (614) 789-5569 should you have any questions.

Sincerely,

Michael A. Meyer
Senior Vice President and General Counsel

World Headquarters 4600 Lakehurst Court, PO Box 8000, Dublin, Ohio 43016-206C USA
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Secure Processing Center | 600 Satellite Blvd  Suwanee, GA 30024

<FirstName> <Middleinitial> <LastName> <Suffixe
<Address> {Line 1)

<Address> (Line 2)

<City> <State> <Zip>

<POSTNET BARCODE>

Dear <FirstName> <Middleinitial> <LastName> <Suffix:-,

This letter is to inform you about an incident that may affact you. One of our vendors, USinternetworking,
Inc. (*USi*), recently informed us that a computer used by USi In support of Sterling Commerce’s benefits
administration was stolen from the home of one of its employees on March 23, 2008. This computer contained
benefits information of Sterling Commerce employees and their dependents, including your name, address,
date of birth, Soclal Security number, and benefits premiums and coverages.

We have no evidence that this information has been improperly accessed or misused. However, we want to
make you aware of the incident and the steps that have been taken to safeguard against any damage that
may result from the incident.

USi promptly notified law enforcement authorities of the incident, who are currently investigating. Usi also
indicates that the computer was password protected. We, as wel! as US|, are reviewing this incident and working
to enhance our security measures already in place to protect personal information.

As an additional safeguard, USi has arranged to provide you with (D TheftSmart™ Continuous Credit Monitoring
and Enhanced Identity Theft Restoration from KroH Inc. at no cost to you for 2 years. 1D TheftSmart is one of the
most comprehensive programs available ta help protect your name and credit against identity theft. Please read
about the safeguards now available to you.

if you would like to take advantage of the credit monitoring service, all you have to do is complete and return
the enclosed authorization form to begin the process. Your authorization is required to provide the service.

If you have questions regarding the ID TheftSmart service or feel you may have an identity theft issue, please
calt ID TheftSmart member services at 1-800-588-9839 between 8:00 a.m. and 5:00 p.m. (Central Time), Monday
through Friday.

If you have questions regarding the incident, please contact Sterling Commerce’s Privacy Office at 1-866-930-1608
between 8:00 a.m. and 5:00 p.m. {Central Time), Monday through Friday.

We sincerely apelogize for this incident. You have my assurance that Sterling Commerce takes the security of
personal information very seriously.

Sincerely,

Rebed B g

Robert D. Irwin
President and Chief Executive Officer
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U.S. State Notification Requirements

For yesidents of Hawaii, Maryland, Michigan, North Carolina, Oregon, Vermont, and Wyoming.
It is required by state laws to inform you that you may obtain a copy of your credit report, free of
charge, whether or not you suspect any unauthorized activity on your account. It is recommended by
state law that you remain vigilant for incidents of fraud and identity theft by reviewing credit card
account statements and monitoring your credit report for unauthorized activity. You may obtain a free
copy of your credit report by contacting any one or more of the following national consumer reporting
agencies:

Experian Equifax TransUnion
P.O. Box 9554 P.O. Box 105788 Fraud Victim Assistance
Allen, TX 75013 Atlanta, Georgia 30348 Department
WWw.experian.com www.cquifax.com P.O. Box 6790
Fullerton, CA 92834-6790
www.{ransunion.com

For residents of Oregon and Maryland:
State laws advise you to report any suspected identity theft to law enforcement, as well as the Federal

Trade Commission.

For residents of Maryland:
You can obtain information from the Maryland Office of the Attorney General about steps you can

take to avoid identity theft.

Maryland Office of the Attorney General Federal Trade Commission

Cansumer Protection Division Consumer Response Center

200 St. Paul Place 600 Pennsylvania Avenue, NW
Baltimore, MD 21202 Washington, DC 20580

1-888-743-0023 1-877-IDTHEFT (438-4338)
www.oag.state.md.us www.ftc.gov/bep/edu/microsites/idtheft/

For residents of Massachuselty:
It is required by state law that you are informed of your right to place a security freeze on your credit

report. A security freeze is intended to prevent credit, loans and services from being approved in your
name without your consent; however, using a security freeze may delay your ability to obtain credit.

To place a security freeze on your credit report, you need to send a request to a consumer reporting
agency by certified mail, overnight mail, or regular stamped mail. The following information must be
included when requesting a security freeze (note that if you are requesting a credit report for your
spouse, this information must be provided for him/her as well): (1) full name, with middle initial and
any suffixes; (2) Social Security number; (3) date of birth; (4) current address and any previous
addresses for the past two years; and (5) any applicable incident report or complaint with a law
enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a
government-issued identification card and a copy of a recent utility bill or bank or insurance statement.
It is essential that each copy be legible, display your name and cwrrent mailing address, and the date of
issue. The consumer reporting agency may charge a fee of up to $5.00 to place a freeze or lift or
remove a freeze, unless you are a victim of identity theft or the spouse of a victim of identity theft, and
you have submitted a valid police report relating to the identity theft incident to the consumer reporting
agency.
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[} TheftSmart

weNAME>>

<<ADDRESS 1>»

<< ADDRESS 2>~

22 CITY, SYATE 2B JODE~>,

974 1234 5678 9102 «<Package Coce and Mermpership 10+

Do not maka any address changes to the top haif of this aythorization form.
Please use the Change of Address Request section below.

Consumer Credit Report and Credit Monitoring Authorization Form

Personal information |
socialseeurity#: [_] [ ] [ ]-L ] C3-C10I0J0]
Date of Birth: gl;]/[;l[;)l(;ll;lly:ll;'

remrenes: (1CI03-01010-01C1010)

Email Address:
(for monitoring alerts — PLEASE PRINT CLEARLY)
Printed Name:
' First Middle Initig Last
' et e T e s —— |
Signature

t authorize First Advantage Credco, provider of the credit report
and credit file monitoring for ID TheftSmart, to obtain my consumer
report/credit information from one or more of the three national credit
repositories (Equifax, Experian, TransUnion).

Signature:

Current Date: gglg}g/gggg

Change of Address Request
Do not complete this section if your address printed above is correct.

Street Address:

Suite/Apt #:

City.

State: ZiP Code:

instructions

Step 1. Parsonal information
Complete all of the personal information required
using black or blue ink only. Please print clearly.

Stap 1. Signature
Sign your name and date in the signature box.

Step 3. Verify Printed Address
Please verify that your address printed above
is accurate.

If the address abave is not your residential address,
please provide your residential address in the box
titled “Change of Address Request.*

Step 4. Return Authorization Form
Return this completed form using the postage-paid
return envelope we've supplied.

if you do not have your postage-paid return
envelope, mail your authorization form to:

Man Administrator
PO Box 14524
Des Moines, IA 50306-9332

Hinois Residents: Credit reporting agencies are required by
law to give you a copy of your credit record upon request at
no charge or for a nominal fee.

Consumers residing in the states of Colorado, Massachusetts,
Maryland, New Jersey and Vermont may receive a free copy
of their consumer credit report once per year, ard residents of
the stata of Georgia may receive two copies per year.

KRO1184-43-0107
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Frequently Asked
HESTTORS

What is identity theft?

Tdentity thoft is & crime that oocurs when jomeope steals
your personal informmtion snd wees it o obtain false
cradit. It ofien begins with the theft of a Social Secerity
ousnber, credit card manber, debit card or phone card.

Where does an identity thief get this
personal information?

Identity thicves Meal information fro & varicty of
places. They take it from stolon walicn or purses tha
contaia credit and bank cards, Or they belp themaclves
10 bank and credit card stements, credit card offers and
tax information that’s in yoer own mailbex or tnsh can.
They may even file » “change of address form™ in your
namne and have all your mail sest 1o adother locadon.
Some thieves frandulondy obtain s credit report i Your
:me.%mmupmai informatios you share on

How do they use the personal
information they steal?

it"s comanon for aa identity thief 1o call your credit card
company and ask that the mailing address on your credit
card be changed. They run up charges on your sccount
-+ 80dt then have the bill sent to another address,
Othes thicves open mew crodit cand or bank accounts
using your aame, date of birth and Social Secarity
Numbar. So whea the bills aren’t paid or the chocks
W.h'lmﬂmmaﬁm.swo&u
thicves use your aame and credit to take out loans for
which creditons think you're responaible,

What should I do if I am a victim of
wdentity theft?

A1 a member, all you kave 1o do is make one phove call
(0 the Toll-Free pomber shown oa the coclosed letier.

O"no!lhepmfmiomlsonou'mﬂ'wmplwihym
with step-by-step asistance.

Your 1D TheftSmart Benefits

Comprehenasive Fraud Restoration

Lot the experts do the work for vou

Licesscd Investigatons who auly eadarsand the problems
sarrouading ideatity theft will help restore your aame and
credit for you. We will do most of the work!

Continuotss Credit Monitoring

Earty dataction is key

Monitoring your credis is 0t of the best ways w0 belp spou
identity theft early. You can have your credit file costinually
soailoved for specific activity in your Bxperisn credit file
that may alest Yoo 0 frand,

if you have questions or fesl that you have become
a victim of ilentity theft call the tol:-free number
shewn on the enciosed letter.

Qur Liconsad Investigaters are ready to help you.

Tostosption Suvies Exvheioss

Vour fros Enhaatud idantly Thoft Anstoration 30rvice it saly swaloble for
ety Bl conchrna that are fuloted 10 the tvest deecribed in e cover
vy Intlucoud with thie banefitz guide.

A signed Smitnd pownr of attorney st be srovided w Krell whan se Wesliey
Thalt Remorstins t00e is opeand in arder for Krall 1o wark o yoor bobalf
it provide Meow-Crodit Dambass Suarches,

Any winioa idontity svest of whick & spouss o Chid pacticipated in, Siracied
o bod prios movindgs, -

Arwy dinbument. crimins, meficious of ireutaient ucts, I the mesberls) Bt
wuliurnd the roud porvonally parkcipand in, drecind or bad Lorededgn of
soch sets.

Mawbunkip Services de R0t cover sny Tneaciel DEses wTitutd 1 the
Dulan Moty Evant inciwiing but net imiled tn, Sowey siolen From & wallat,
wamshoriaed parchanss #f retadl posde o serviens onling, by phons, mal

of dimct,

Perinration suvices enly Spply i identty theft ains fraud insuss accurming in
the domaealc Unived States.

Your Guide to
Membership Benefits




Your membesship with ID ThefiSmart™ gives you casy
access to the resources you need to fight back if an identity
thief threatens your financial standing. Qur services are
designed so monitor your credit activity and help restore
damage to your credit history.

Enhanced Identity Theit Restoration
Lgt the exparts do the work for you

If you have ideatity theft or frand issues rclaied to the event
discussed in the cover letier included in this packet, you wili
have access to Enhanced Identity Theft Restoration to help
restore your identity 10 pre-theft status,

You will also be assigned an experienced Licensed lovestigatot
who will work on your behalf 1o help resolve your ideatity
thefy isaunes. .

Your Licessed Juvestigator will work om your behalf to belp
address or correct the identity theft issues you have with
affected agencies and institutions, inclading (but not Jknited o)
« Credit card companies;

* Financial iastitutions;

* All three credit repusiluries;

- Federa) Trade Commistion;

+ Social Security administration:

* Deparunent of Motor Vehicles;

* US. Posial Servics;

+ Law enforcement personnel; and

+ other organizations that may be affectsd. ~

Need Assistance? Call the Toli-Free number shown on

Your Licesaed Investizator will alse perforn: non-credit

searches of applicable local and national datsbases. We'll Jook

for additiona] issics you may pot be aware of, incloding:

= Crimina} activity in your name in your county’s records,
certain oational databases and federal watch lists;

+ Department of Motor Vehicle records in your state;

+ Unknown addresses affiliated with your Social Security
Number;, and

+ Checking account activity in your name reported as frandulent.

Continuous Cradit Monitoring
Earty datactr‘o_n is key

A professional thief can assume your identity i jast & few
hours. But it can take years for you to resiore your credi(

standing. Early detection is key %0 minimizing the demage
cansed by thieves who steal your name.

Continuous Credit Monitoring will alext you to specific activity
in your Experian credit file that may be associated with
frsndulent setivity, such as

+ Companies who have received a copy of your credit report;
+ New account information;

« Change of address;

+ Public records; and

*+ Derogatory inforynation.

Upon receipt and review of your monitoring alert, if you feel
that you have an ideatity theft issve, our licensed investigators
are available to help reswore your same and credit.

Your credit menitoring service cannot be provided withomt
your suthorization. You most cotaplete and return the cuclosed
asutheriuntion form to begin the process.

the enclosed letter.




Privacy Policy

General

Kroll Background America, Inc. (*Krolt”} respects yaur concerns regarding maintaining the privacy of your personal data that is
submitted to us. This Privacy Policy covers all the information practices of Kroll and describes the principles Kroll will follow with
regard to all information submitted to Kroll in connection with the services we provide. These principles will be implemented by
alt Kroll personnel regardiess of their location. All data shall be coltected, stored and used in compliance with the Fair Credit
Reporting Act (“FCRA") and other state and federal applicable law. This Privacy Policy applies only to Kroll Background America,
Inc. and does not apply to data collected by Krok Inc. or by any of the subsidiaries of Kroll Inc. other than Kroll Background
America, Inc.

Kroll Is Committed to Protecting your Persanal Information

Kroll acknowledges both the duty of trust and care in maintaining the privacy of your personal information which we collect and
store and our legal obligations as a consumer reporting agency.

* Application information
» Information From Qutside Sources
= Consumer Report Information

Use and Transfer of Information

Kroll is previded with personal information in connection with
preparing a report for you. In connection with our providing
these services, Kroll may, in some instances, employ other
companies and individuals, as our subcontractors, 1o perform
functions on our behalf. All such contractors are contractually
obligated 10 use and maintain the confidentiality of personal
information in @ manner consistent with this Privacy Policy.
These companies may not share any such information with any
third party. Except as described in this Privacy Policy, we will not
use or otherwise disclose any of the personal data that you
provide or that we collect from third parties or other sources.

Confidentiality

Krol will use our best efforts to insure that no unauthorized
parties have access to any of your information, We will never
sell or provide your personal data to a third party, except as
stated in this Privacy Policy, without your express consent.
We may, however, disclose personal data in response to a
court order or other legal obligation,

Accuracy

Kroll makes every effort to ensure that the data we receive,
collect, and store about you Is as accurate as possible.
However, Kroll does not vouch for, and is not responsible for,
incormplete, inaccurate or not current data about you that
may be supplied to Krolf by a third-party source.

Access

You have the right to access any reports Kroll produces and
maintains about you. You may contaat Kroll at any time to
determine whether we hald any persenal information about
you and to obtain access to that information. We will only
afford you access to your data upon proof of identification
that you are the individual who is entitled to request access.
We will mail a copy of such information within 7 days as
mandated by the FCRA. '

Security

Protecting your confidential information is our business;
therefore, Kroll takes all appropriate measures 1o assure the
security of your personal data. Kroll uses advanced encryption
technology - 128-bit Secure Socket Layer (S5L) - to keep
personal information and data secure from unauthorized
access. All data is stored on our servers in a secure, encrypted
rmanner, Access to those servers s strictly limited to network
administrators and other authorized personnel of Kroll, who
have been trained to protect against loss, misuse, unauthorized
access, disdosure, alteration or destruction of personal data
under Kroll's control. We take pride in our technokogy and our
security polices.

Krolt is a member of the Better Business Bureau and the
Better Business Bureau Online Privacy Seal Program. The
Better Business Bureau is available for resolving disputes
between you and Kroll. To file a compfaint with respect to
the privacy practices of Kroll, you may visit the Better
Business Bureau web site at www.bbbonline.com

KROLL

KADT 1 84-40-0506



Know Your Rights

A Summary of Your Rights Under the Fair Credit Reporting Act

The federal Fair Credit Reporting Act (FCRA) promotes the accuracy, faimess,

and privacy of Information In the files of consumer reporting agencies. There

ammarthesofouwnefremngagmdumdudhgmmsm

specialty agendies (such as agendies that sell information about check writing

histories, medical records, and rental history records). Here is a summary of

your major rights under the FCRA. For more information, induding

information about additional rights, go 10 www.ftc.govioredit or write to:

Cormmkesponsemkoanﬁo-a&deralmcmlmﬁw

Pennsylvania Ave. AW, Washington, D.C. 20580.

You must be told if information In your file has been used against you.
who uses a aedit report or another type of consumer repert to

deny your application for credit, insurance, or employment — or to take

another adverse action against you — must tell you, and must give you

the name, address, and phone number of the agency that provided the

information.

You have the right to know what is in your file. You may request and

oblain all the information about you in the files of a consumer

reporting agency (your “file disdosure™). You will be required to provide

prope identification, which may include your Soclal Seaurity number. In

marny cases, the disclosure will be free. You are entitied to a free file

disdosure if:

* a person has taken adverse action against you because of Information

in your credit report;

= you are the victm of identify theft and place a fraud afert in your file;

» your file contalns inaccurate Information as a result of fraud;

* you are on public assistance;

* you ane unempioyed but expect to apply for employment within 60 days.

in addition, as of September 2005 all consumers are entitied to one free

disclosure every 12 months upon request from each nationwide credit

bureay and from nationwide speciaity consumer reporting ageicies,

See www.tc.gov/credit for additional information.

You have the right to ask for a crexit score. Credit scores are numerical
summaries of your credit worthiness based on information from credit
bureaus. You may request a credit score from consumes reporting agencies
that create scores or distribute scores used in residential real property loans,
but you will have to pay for it. ln some transactions, you witl
receive crecit score information for free from the mortgage lender.

You have the right to dispute incomplete or inaccurate information.

i you Identify inforrnation in your file that is incomplete or inacourate, and
report it to the consumer reporting agency, the agendy must investigate
unless your dispute ks frivoious. See wwwi ftc govicredit for an explanation
of dispute procedures,

Consumer reporting agencies must correct or delete inaccurate,
incamplete, or unverifiable Information. Inaccusate, incomplete of
unverifiable information must be removed or corrected, usually within
30 days. However, 2 consumer reporting agency may continue 1o report
Information it has verified as accurate.

memwmmmwmdmﬁm
information. in most cases, a consumer reporting agency
mgﬂvehfonnaﬂonﬂmkmmﬂmmnmsold.mmmmu
that are more than 10 years oid.

Access %o your file is limited. A consumer reporting agency may provide
Informistion about you only to people with a valid need — usually to
consider an application with a credftog, insurer, employer, landiord, or other
business, The FCRA specifies those with a valld need for access.

You must give your consent for reports 10 be provided to employers.

A consumer reporting agency may nat give out information about you to
your employes, or a potential employer, without your witlen consent given
10 the employer. Written conserit generally 8 not required in the trucking
industry. For move information, go to www.fte govicredit.

You may mit “prescreened” offers of aredit and insurance you get based
on Information in your aredit report, Unsolicited “prescreened” offers for
credit and insurance must indude 2 toll-free phone number you can call if
you choose to remove your name and address from the lists these offers
are based 0n. You may opt-out with the natiomwide credit bureaus at
1-888-5-OPTOUT (1-888-567-8688).

You may seek damages from violators. If a consumer reporting agency,
o, in some cases, a user of consumer reports or 3 fumnisher of information
to a consumer reporting agency wiolates the FCRA, you may be able to sue
in state or federal court.

identity theft victims and active duty military personnef have
addional rights. For more Information, visit www.ftc.govicradit,
Para informacion en espanol, visite www.ftc gow'credit o escribe a fa

FTC Consumer Response Centet Room 130-A, 600 Pennsylvania Ave, NW.,
Washington, D.C. 20580

States may enforca the FCRA, and many states have their own consumer reporting laws. In some cases, you may have more rights under state
law, For more information, contact your state or local consumer protection agency or your state Attorney General. Federal snforcers are:

Type of Business:

Contact:

Consumer reporting agencies, creditors and others not listed below

Federal Trade Commission: Consumer Response Center - FCRA,

Washington, DC 20580
B77-382-4357

National banks, federal bracchev/agercies of foreign banks
tword "National™ or Initials "N.A." appear In or after banks name)

Office of the Comptroller of the Cumrency, Compliance Management,
Mail Stop 6-6. Washington, DC 20219
B0OO-613-6743

Federal Reserve System member banks
{except national banks, and federal branchesfagencies of foreign banks)

Federal Reserve Board, Division of Consurner & Community Affairs,
Washington, DC 20551
202-452-3693

Savings associations and federally chartered savings banks
(word “Federal” or initisks “F5.8," appear in federal institution’s name}

Office of Thrift Supervision, Consumer Compiaints,
Washington, DC 20552
800-842-6929

Federal credit unions
(words “Federal Credit Union” appeat in institution's name}

National Credit Union Administration,
1775 Duke Street, Alexandria, VA 22314
703-519-4600

State-chartered banks that are not members of the Federal Reserve System

Federyl Deposit Insurance Corporation, Consumer Response Center,
2345 Grand Avenue, Suite 100, Kansas City, Missoun 64108-2638
877-275-3342

Air, surface. or rail common carriers segulated by former Civil
Aeronautics Board or Interstate Commerce Commission

Department of Transportation, Office of Financial Management,
Wachington, DC 20590
202-366-1306

Activities subject to the Packers and Stockyards Act of 1921

Department of Agricuiture, Office of Deputy Admunistrator — GIPSA,
Washington, DC 10250
202-720-7051




