Lend%g’l“ree*

April 18, 2008

Attorney General Martha Coakley
Massachusetts Office of the Attorney General
One Ashburton Place

Boston, Massachusetts 02180

Re: Notification of Security Breach Incident

Dear Attorney General Coakley:

LendingTree, LLC is writing to notify you of an information security breach involving the
personal information of LendingTree’s mortgage loan customers.

As you may be aware, LendingTree is an online mortgage lead aggregator; conswners complete
loan request forms on LendingTree’s website (or over the telephone with LendingTree’s
Customer Care unit), and LendingTree then matches the consumers with lenders on its network
who provide initial mortgage loan offers to the consumers. In addition, LendingTree offers
related services under its trade name, “GetSmart.” Under the GetSmart program, consumers
typically provide less information and are matched with lenders on the network, but the matched
lenders do not provide initial mortgage loan offers; instead LendingTree provides contact
information to the lender and the consumer.

LendingTree recently discovered that several former employees may have misappropriated
passwords that allowed access into LendingTree’s files containing customer information. We
believe these former employees provided the passwords to three lenders who were not authorized
to access LendingTree’s customer information. All three lenders were at various times members
of the LendingTree network of lenders.

Those three lenders used the passwords to access loan request information to which they were
not entitled, and the lenders then solicited the LendingTree (or GetSmart) customers for
mortgage loans. The information that the lenders had access to included name, address, email
address, telephone number, Social Security number, income and employment information.
LendingTree has no indication that the customer information was used for any purpose other
than to solicit our customers for mortgage loans. In essence, we believe this situation involves
three morigage companies that wished to market mortgage loans without paying fees to
LendingTree. We do not believe this situation involves any fraud on the consumer or identity
theft. According to our investigation, we understand that this activity occurred between October
2006 and early 2008.

When we discovered the situation in early 2008, we promptly reported the sitvation to the
Federal Bureau of Investigation and we have been cooperating fully with the FBI’s investigation.
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The FBI requested that we not disclose this situation while its investigation was ongoing,
because any disclosure could negatively affect the FBI's investigation. The FBI has now
indicated that we may disclose this publicly.

LendingTree also conducted extensive internal investigations and took steps to block further
access by these lenders and to enhance and strengthen the security of our system and password
management, In addition, we brought legal action against the mortgage companies and others
involved in this activity.

Based on our internal investigation, on a nationwide basis, LendingTree identified roughly 5,600
LendingTree and GetSmart mortgage customers whose confidential nonpublic information we
know was inappropriately accessed by these lenders between December 2007 and early February
2008. These customers are being notified of this situation on Monday, April 21*". In addition,
we are sending a similar notice to a larger group of mortgage loan customers who submitted
LendingTree or GetSmart loan requests during October 2006 through December 2007; with
respect to this larger group, we believe the mortgage companies may have in fact accessed the
information of only a small percentage of those individuals, but due to system constraints we
cannot identify which files were accessed. As a result, we are sending the notification to all of
them. The notices include a description of what happened and how customers can obtain free
credit reports, place injtial fraud alerts and obtain other general information about how to protect
their personal information. Again, we have no reason to believe that the information was used in
any way other than to solicit the customers for mortgage loans. However, because the
information was accessed inappropriately, we concluded it was appropriate to notify affected and
potentially affected customers. In total, 48,806 consumers in the Commonwealth of
Massachusetts are receiving a notice from LendingTree concemning this incident.

Please fee! free to contact me at (704) 943-8248 if you have any questions.

Sincerely,

Scott A. Cammarn
Senior Vice President & General Counsel

Attachments

cc: Mark Merritt, Esq., Robiﬁson Bradshaw & Hinson, P.A.
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April 21,2008

Dear LendingTree Customer:

We want you to kaow that some Joan request forms our customers sent to LendingTree may have been seen by lenders
without our consent. These leaders then used the forms to market their own mortgage loans to our customers. While we
don't believe that the forms were used for any other purpose, we want you to know what happened and what we did to
correct this sintation, as well as what you can do to monitor your credit records.

What Happened and What We Did

Recently, LendingTree leamned that several formaer employees may have belped 2 handful of mortgage lenders gain access to
LendingTree's customer information by sharing confidential passwords with the lenders. When we learned of this situation,
we quickly comtacted the authonities, and LendingTree is helping with their investigation. We promptly made several
systern security changes, We also brought Jawsnits against those involved.

Based on our investigation, we understand that these mortgage lenders used the passwords to access LendingTree’s
customer !oan request forms, normally available only to LendingTree-approved lenders, to market loans to those customers.
The loan request forms conteined data such as name, address, email address, telephone munber, Social Security number,
income and employment informetion. We believe these lenders accessed LendingTree’s loan request forms between
Octeber 2006 and early 2008.

YWhat Yon Can Do

Again, we don't believe any identity theft or frauduleat financial activity resulted from this situstion, However, we suggest
you get a frec credit report. Lock for any accounts you didn’t open and/or inguiries from creditors that you didn’t inftiate.
If you see anything you don't nonderstand, contact the credit burean. If you see anything suspicious, you may want fo file 2
fraud alert with the bureaus. For more information on how to do this, please refer to LendingTree's Gulde to Protecting
Your Credit and Identity (enclosed).

Where te Get More Information

We ragret any inconvenisnce and apologize for any unwanted mortgage calls you may have received. For more information
about this situation, and for more information on what you can do, please refer to the attached Questions & Answers Sheet.

Sincerely

R.L. Harris

You have the right to obtain 2 police report with respect to this issue. You may 2lso request a security freeze on your credit
report file. Ifyou are a victim of identity theft (or the spouse of a victim), there is no fee to place a security freeze.
Otherwise, the fee is $5.00 to place, temporarily lift, or remove a security freeze. To prove you are a victim, you must
provide the credit burean with a copy of a police report. For more information about security freezes in Massachusetts, visit
hitp./fwww. consumersunion.ors/pdfisecurity/securityMA pdf. '
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LendingTree’s Guide te Protecting Your Credit and Identity

Identity theft occurs when somenqe uses your persopally identifying information - like your
name, Soviat Security number, ar credit card aumber — withoul yoir permission to commit frand
or other crimes. Al consumers should krow about identity theft and what sieps they can take o
reduce the risk of identity theft or fraad, We suggest that you remain vigilant by roviewing
account statements and monitoring your credit reports for the next 24 months.

Free Credit Reports. You can get a free copy of your cedit report each year at
www.annualcreditreport.com or by calling 1-877-322-8228. When you get your credit report,
make sure that 2l informaston in the report is cwrent and acourats, 1 you see any unawthorized
wansachions or inaccurale mformation, call the credit bureaus and have the inflormation deleted.

Frand Alerts. If you place 2 fraud alert in your credat file, potential ereditors must either contact
you or take additional stops to verfy your ideatity bofore acting on a credit roquest. Fraud alerts
make it baed for others to steal your identity to get credit, If you think that you've been a victim
of identity theft or framd, contact one of the three major credit bureaus to ptace a fraud alert on
your account. The bureay you conitact will foruard the frand alet 10 the other two bureaus on
your behalf, so you don’t need to contact all three bureaus yourself, Initial fravd alerts stay on
yourcredit file for 90 days. The boreau will tell you how to extend the fraud alert, which may
require you to get a police report or other evidence of idemtity theft or fraud, Remember dm a
iraud alest may delay credif approvals,

Contact the Credit Bureaus

Equifax Experian Translnioe

Office of Frand Assistance, Credit Fraud Center Frand Yictith Assistance Dept.
P. O, Box 105069 P.O. Box 9332 P.O, Box 6790

Atanla, GA 30348 Allen, TX 75013 Fullertlon, CA 92834

(B3E) 766-0008 (B8} 397-3742 (SD0) 680-7289

TTY: (B66) 478-0030 TTY: (B00) 735.-2989 TTY: {8773 533-7803

aww cquifax com RWW.CXDCIIAN.COm WWW, UG, COIm

For more information: To learn more about how 10 profect yoursel{ agaimst identity thefi, visit
the Federal Trade Cmmmssnon s identity :heft wel sHe at

: . , wmersinder brml or call fhe Federsl Trade
Com:mssmn hollme at 1-8?7 IDTHEFT {438-4338) You can alse call or visit the FTC web site
12 report any incident of suspected identity theft. You can find resources aboud Kentity theft at
LendingTree's Smart Bomower Center st fitp-dwww lendingtree. comismartbgrrower/Proteciing.

Your-Privocy/Proteciine- Your-Privao . asor,

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 866-503-8874



Questions and Answers
Q: What happened at LendingTree?

Recently, LendingTree leamad that saveral former employess nay have taken Company
passwords and given them to a handiul of lenders. These lenders then used the passwords fo
access LendingTree customer information fies, normally available ondy 1o LendingTrae-
approved lenders, to markel Ipans o LendingTrea's customers. The files tontained loan
request datz such as name, address, email address, telephone number, Sacial Securily
number, income and employmend information.

Q: How did you learn about it?

Qur intemal securdly uncovered this situation. We began an internal Investigation and reporied
i to the authoriies. We coniinue 1o assist tha authorities and are teling cur customers as soon
as it was possible to do so.

Q: What kind of customer data was compramised?

The fles contzined ioan request dala such as name, address, email address, telephone
number, Social Sacurity number, income and employment information, '

Q: Was my credit card information compromised?
Na. Credit card infarmation (such as account number or account balancej was not involved.
Q2: What is being done to prevert this from recurring?

After LendingTres learned of this situation, we quickly contacied the authorities, and
LendingTree is heiping with their nvestigation. We promptiy enhanced the security of our
systam so that this situation couldn’l happen again. We also brought lawsuits against he
ienders and other persons involved.

Q. ks my personal infermation safe?

Again, va have no reason o believe any identily theft or fraudutent finandial aciivity resulied
from this siuafion. You still might want to gel a free oredit report and file a fraud aler with the
credit bureavs. Yéhen yors gat your cradit report, look for any acopunts you didn't open and/er
inquiries from creditors that you didn'tinitiate. if you see anything you don't undersiand, contast
the credit bureau.

Q: {didn't apply for a martgage, but | did apply for a credit card, auto loan, or persenal
toaii. s my information at risk?

LendingTree believes that the information accessed was limited {o morigage customer loan

requests andy, which were then used by the morigage lenders o soficit those customers for
mbrgage losns.

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 866-505-8874



Q: What should | iock for?

When you get your cradit repod, look for any accounts you didnt open andlor inguisies from
creditors that you didn't initiate. If you sse anything you don't understand, confact the credit
buraau and diseuss your report with them.

Q: What should 1 de if [ discover suspiciois transactions on my credit report?

1 you sea anything suspicious, you should contact the credit bureau to report the suspicious
transactions and work to have them removed. You may afso want o file 2 fraud alest with the
burgaus.

Q: What Is a “fraud alert™7?

if you place a fraud alert in your credit file, potential crediiors must either contact you or iake
additional steps o verlfy your identity before acting on a credit request. Fraud alerts make it
hard for others to steal your identily Yo get credit. if you think that you've been a victim of
ideniity theft or fraud, contact one of the three major credit bureaus to place a fraud atert on
your ascotint. The bureau you contact will forward the fraud atert to the other two bureaus on
your bahal, so you don't need o contact all three bursaus yourself. Initial fraud alerts stay on
your cred# fiie for 90 days. The bureau will iell you how to extend the fraud alert, which may
" require you lo gel a police report or cther evidence of identity theft or fraud. Remember that 3
fraud alert may delay cradit approvatls,

Q: Where can | get more information about identity theft?

You can ﬁnd rasouroes abouf idontity theft at Lendingires’s Smart Borruwer Center
: YsmarthormowarProtecting- Your-Privacy/Protecting-Yotir-

Pngm SSEX, OF Via the Feéc:a! Trade Commission's wahsnte at
A iic. oo, ' I

G Who do | call i | have further questions?

You can call LendingTree at 866-505-8874 1o speak with one of our customsr service
representatives who are avaflable from 8am EST fo 9pm EST seven days a week,

Q: Is thore a company contact that 1 can call to verify that the email or ietter | recalved
actually tame from Lendingiree?

You zan call Lending Tres at B66-505-8874 (o speak with one of our cugtomer service
representatives. Of course, i is always prudent to verily the identity of any persen before
praviding any nonpublic information over the indeihet, by fmail or on the telephone. in
particular, never provide personal infermation in response to emails about security
breaches unless you confirm their Identity.

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 856-505-8874



Q: What mortgage lenders were involved in accessing LendingTrae's customer
infarmation?

Ve brought a lawsuit against Newpor! Lending Growup, lrvine, California; Home Loan
Cunsultants, Inc., Newport Beach, Caliomis; ahd Sage Credit Company, irving, California, in
connection with this incidert,

Q: [s there any evidenca that these lenders used the information for anything other than
marketing {e.q,, identity theft, efc.}?

We have no evidence thal any identity theft or consumer fraud has resuited from this situation.
Q: Edidn't receive a letter or emall. Is my Eformation at risk?

LendingTree seni emails or lefters 1o the mongage customers that it belleves, based on its
investigation 1o date, might ba at risk of having thelr information accessad and used by these
morigage companies to solicit mortgage loans.

Q: !applied to LendingTrea and heard from sevaral lenders who were niot on my ofticial
fict of LendingTres fenders, Does this mean that my infarmation was accessed, too?

Whenever you apply for a morigage loan, you may hear from a variety of lenders. Many
mortgage companies purchass what ary cafled “tigger Bsts”® - lists prepared by credit bureaus
ideniffying consumers who have recently fad their credit chacked ~ to find cut who may be in
the market for a mortgage. This is legal although it may resut in you hearing from mortgage
COMPaEnies yau do oot recogrize.

- . If you wish 1o opt out of the credit bureau's trigger laad program, there are two ways for you 1o
iake action. One way is to complete and submit 2 form online at www oplouiprescresn.com.
This method stops trigger leads for five years, The ofther way is to eompleie a separate form at
the same Web site and then print, sign and madl a letier generated by that form to confirm your
optout request. This method stops iigger leads permanantly.

Q: Whal actions can | take {9 protect mysel7

Again, we have no reason 1o beliave any identity theit or frauduient financial ackivity resuited
from this situafion. In these arcumstances, though, it makes sense for you to get a free credit
repart énd check for any iregularties or suspicious ransactions, discuss ary conesms with the
oredit bureaws, and consider whesher o file a fraud glert.  You also should also be vighant for 12
10 24 moetvths in reviewing bank and credit card slatements and any future credit reports.

Q: How can | get a free credit report?

You can gt a free copy of your cradit repor each year at www g
calling 1-877-322-8228,

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 856-505-8874
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April 21, 2008

Dear LendingTree Customer:

We want you to know that recent loan request forms submitted to us by certain customers, including you, were seen by
lenders without our consent. These lenders then used the forms to market to those customers the lenders' own mortgage
loans. While we dos't believe that the forms were used for any other purpose, we want you to know what happened and
what we did to comrect this situation, as well as what you can do to monitor your credit records.

‘What Happened and What We Did

Recently, LendingTree leamed that severa! former employees may have helped a handful of morigage lenders gain access to
Lending Tree's customer information by sharing confidential passwords with the lenders. When we learned of this situation,
we quickly contacted the autherities, and LendingTree is helping with their investigation. We promptly made several
system security changss, We also brought lawsuits against those involved.

Based on our investigation, we understand that these morigage lenders used the passwords to access LendingTree's
customer Jozn request forms, normally available only to Lending Tree-approved Jenders, to mearket loans to those cestomers,
The loan request forms contained data such as name, address, email address, telephone number, Social Security oumber,
income and employment information. We believe these lenders accessed LendingTree’s loan request forms between
October 2006 and early 2008.

What You Can Do

Again, we don’t believe any ideatity theft or fraudulent financial activity resulted from this situation. However, we suggest
you get a free credit report. Look for any accounts you didn’t open and/or inquiries from creditors that you dide’t initiate.
If you see anything you doa’t nnderstand, contact the creditburean. If you see anything suspicious, you may want to file a
fraud alert with the buresns. For more information on how to do this, plesse refer to LendingTree’s Guide fo Protecting
Your Credit and Identity (enclosed).

Where to Get More Information

We regret any inconvenience and apologize for any unwanted mortgage calls you may have received, For more inforrpation
about this situation, and for more information on what you can do, please refer to the attached Questions & Answers Sheet.

Sincerely

R.L. Hamis

You have the right to obtain a police report with respect to this issue. You may also request a security freeze on your credit
report file. if you are a victim of identity theft {or the spouse of a victim), there is no fec to place g sccurity freeze.
Otherwise, the fee is $5.00 to place, temporarily lift, or remove a security freeze, To prove you are a victim, you must
provide the credit bureau with a copy of a police report. For more information about security freezes in Massachusetts, visit
hity:/fwww consumersunion.org/pdfsecurity/securityMA. pdf.

M4 -E4SCDESE %



LeadisuTree’s Guide to Protecting Your Credit and Identity

Tdentity theft occurs when somenue uses your personally identifying mformation -~ fike your
name, Soclal Security aumber, of ctedil card nurmber — without your petinission to commit fraud
of other crimes. All consursers shrould know abowt idemtity theft aind what steps they can take to
rodnce the risk of ideptity theft or fraud. We suggest that you remain vigilant by revicwing
accou statements and moniftocing your ceedit reports for the next 24 monvhs.

Free Credit Reports. You can pet a free copy of your credit report cach year at
www.gnnualcreditreport.com or by calling 1-877-322-8228. When you get your cradit repost,
make swe that 21l irformation in the report is cuvrent and accurate. 1f you see any unauthorized
ransections or inecourate information, call the credit burcaus and have the infornmtion dedeted.

Fraud Alerts. If you place a #raud alert in your credat file, potential craditars mvrst edther contact
you ar take additivnal steps to verify your ideotity before acting op a credit roguest. Frand alerts
make it bard for others fo steal your identity to pet credit. 1f you think that you’ve been a victim
of identity theft or frand, contact ope of the three major cradit bureans to piace a frand alert on
your acontml. The burean you comtact will forward the frand alert 1o the other wo bureaus on
your behalf, se you don’t nesd to contact all three burezus yourself. Initial fraud alerts stay on
your credit file for 90 days. The bureau will 1ol you how to extend the frand slert, which may
require you 1o get a polios report or other evidence of identity theft or fravd. Remember that a
fraud alert may delay credit approvals,

Contact the Credit Bureaus

Egquifax Experian TransUnion

Offce of Frand Assistancy: Credit Frand Censer Frand Vhctim Assistanes Degt.
B, {. Box 103069 P.O.Box 9532 P. 0. Box 6790

Allanta, GA 30348 Allan TX 75013 Fuilerton, CA 92834

(B3R} 764-D0DR (BRE} 397-3742 (R00) 6R0-7289

TTY: {866) 473-0020 TTY: {800) 735-2989 FTY: (877) 533-7803

e couifax.com W cxnerian com W, e, O

For miore information: To leath mote about how 10 protect yoursel( against identity theft, visit
the Federal Trade Cormmission’s ideatity theft web site at
s e fie oo/ fin it rosil o stmers/indey or call the Federzl Trade
Comenission hotline ar I1-877-IDTHEFT (438-4338). You can also call or visil the FTC web site
“to Teport any incident of suspected idemwity theft. You can find resources abowt identity theft ai
LendingTroe's Smai Borrower Conter z€ Stfp-deww lendingtres com/smariborrower/frotecring-
Your- Privacy/Protecting- Your-Privacy.aspz.

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 866-305-8874



Questions and Answers
Q: What happened at LendingTree?

Recantly, LendingTree learned that several former employees may have taken Coropany
PasSWOIts and given them o a handiul of lendexs. These jenders then used the pesswodds o
access LandingTree customer information fies, normally avadable anfy fo LendingTree-
approved lenders, o market loans o Lending Tree's cusiomens.  The files contained ioan
request daka such 2s name, address, emoil address. telephone number, Sodial Security
number, income and empicyment information.

Q: How did you leam about #t?

Qur intemnal securdly unicovered this situation. We bzgan &n inkemail investigation and reporied
it to the authortes. We conlinue to assist the authoriies and are ieliing our customers as soon
as i was possibie to do so.

Q: What kind of customer data was compromised?

The fles contained ioan raquest data such 28 nama, address, amail address, telsphone
number, Sociz| Security number, income and employment formation.

Q: Was my cradit card information compromised?
No. Credit card information {slch 25 atcourd humber of account batatee) was net invohved.
Q= What is being done to prevent this from recwrting?

After LandingTres ledrhed of s situalion, we guickly conlicted e gutharilies, end
LendingTree Is helping with thedr investigation. We prompily enfianced the security of our
systatn so that this siluation coukint happen again. We also brought lawsuits against the
fenders and giher persons involved,

Q: Is my personat ikformation safe?

Again, wa have no reason o believe any identity theft or frauduient financial aciivity resulied
from this situalion. You still might want to get a free oradit repor and e a fraud afert with the
credit burazus. When you gel your credit report, lock for any acoounts you didn't open andior
inquiries from credions thot you didn't indicie. I you see anything you don't undersfand, condoct
the credi Buareats

O 1 didn't apply for & martgage, but [ did apply for a credit card, auto loan, or personal
loan. s my infetmation at risk?

LendingTres believes that the information acoessed was fmited to morigage customer loan
requests only, which were then vsed by the morlgage lenders Lo soficit thase customers for
morgags loans,

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT B68-505-8874



Q: What showdd | jook for?

Y¥hen you gat your credit report, look for any accounts vou didat open andfor inquiries from
craditars thal vou didnt indtizte, [f you see anything you dor't undetstand, contsct the credil
buraau and disotes your report with them.

Q: What should 1 do if | discover suspicions transactions on my credit report?

I you see amvibing suspicious, you should contact the credR bureay to report the suspicious
fransactions and work fo have them removed. You may aiso want io Ble a fraud alart with the
buresus,

G: What is a “fraud alert™?

If you place a fraud alest in your credi file, polentisl crediiors must either contact you or iake
additional steps to verify your idenfity before acting on a aredit request. Fraud alects make it
hard for nthers o staal your idedily 1o get credit. If you think that you've bean 3 victim of
identity thedt or fraud, contact one of fhe three major credit bureaus to place a fraud alert on
your acecitnt. The buteat you eontact will forward the: frand alet 1o the otiver two bureans on
your behalf, 0 you don't need 1 contact all thiee bureaus yourself. Inisiat fraud olerts stay on
your credil fa for 90 days. The Dureau will tell you how to extend ihe fraud afert, which may
raquira you 1o get & pafice report or other evidenoe of idantity theft or raud. Remembar that a
Traesd ahert may dalay credit appovaly.

{r: Where can [ get more information about identity theft?

_ You can find resources about identity theft at Lencimg’t‘rae‘s Smart Bormer Canier

Privacy aspx, or via the Fedaral Trade Cmnmlssmns wehsite at
owew.ife. govwbonediymicrpsiiesidthef/corsumersindex. himl.

Q: Who do I cal if | have further questions?

You can cafl LendingTres at 865-505-8074 lo spagk with (ue of our customer seivice
representatives whe are available from Sam EST fo 8pm EST seven days a week.

: Is there a company contact that | can call fo verify that the email or kstter | received
actualiy came from LendingTree?

You can call LendingTres =t 868-505-8874 > spaak with ong of ocur customer seivice
representatives. OF course, it Is always prident to verlfy the identity of any person before
providing any ronpublic infonmation ovar tha internet, by mafl or an the alephone. In
particular, never provide personal information in responss fo emails ahout security
breaches utess you confirm their Identity.

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 856.505-8874



Q: What mortgage ienders were involved In accessing LendingTree's customear
information? '

e brought a [awsit against Newport Lending Group, Irvine, California; Home Loan
Consultants, inc., Newpott Beach, Califomiz; and Sage Credit Company, kving, Callfornia, in
conneciian wii this incidernt.

i ks there any evidenca that these lenders used the information for anything other than
marketing {e.q., idemtity theft, elc.)?

We have o evidence thal any identity thaft or cotsumet fraud has resudted from this siteradion.
Q: bdidn't recelve a lotier or emall. Is my nformation at risk? - .

LendingTrea sent emalls of letters to the morigage customers that it believes, based ont its
investigation to date, might be at risk of having thelr information accessed and usad by these
morigage companies o solicl mordgage loans,

Q: Fappliad to LendingTrea and heard from sevecal lendears who wars not on my official
iist of LandingTroe fenders. Does this mean that my information was accessed, toa?

Whenever you apply for a morigage loan, you may hear from a variety of lenders. Many
morigage companies purchase whal are called “bigger Ests™ - lists prepared by oredit bureaus
identifying consumers who have receatly had thelr credil checked ~ o find out who may be in
fhe market for 2 morigage. This is legal although it may result in you bearing from motkgage
companies you do nod recognize.

i you wish 1o opt out of the oradit buread’s trigger laad program, thera are two ways for you 1o
taka achion. Ore way is 1o complate apd subid  fort onlihe ot wwiw optolipresciaen oo
This method siops Tigger leads for five years. The other way is to compiete a separata $orm at
the same Wed site and then print, sign and mail a leller genarated by that form to confirr your
opt-out request. This method siops frigger leads permanenily.

Q: Whal actions can | take to protect myself?

Again, we have no reason o believe any idendity thef of fraudutent financial acivity resulted
from this shofion. I these dreumslances, though, & makes sense for you (o get a fres aredit
rapart and check for any imeguiaries or suspicious ransactions, dscuss any conosns with the
cradit burcaus, and conskder wieiher o Bile a fraud alert.  You also shouid oiso be vigiant for 12
o 24 months I reviewing bank and credit card stalements and any fubire eredit repods.

Q: How can | get a free credit report?

You can gel a free copy of your credit repor each yaar of www annualcredifreparnt com or by
calling 1-877-322-8223.

{IF YOU HAVE ANY OUESTIONS, CONTACT LENDINGTREE AT 886-505-8874



U.S. Department of Justice

Federal Bureau of Investigation

gfﬁmeucﬂﬂﬂn 400 S. Tryon Street
ile No. Suite 9200

January 10, 2008

Lending Tree

Scott Cammarn

Information Security Director
11115 Rushmore Drive
Charlotte, NC 28277

RE: Reguest for Non Disclosure

Dear Mr. Scott Cammarn:

The Federal Bureau of Investigation has initiated an
investigation into the unauthorized access and possibly criminal
breach of Lending Tree's customer database also known as Lender
Web Apex. The outstanding cooperation obtained to date from
Lending Tree has been instrumental in identifying suspects and
various leads.

The FBI respectfully requests that Lending Tree
postpone it legal obligation of public disclosure to its valued
customers of this potential security breach. Notification at
this time may impede the criminal investigation or jeopardize
national or homeland security.

Sincerely,

Nathan Gray
Special Agent in Charge

By: 2/ Z:. okegv//
David Johnson :]~ 4(.
Supervisory Special Agent



