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April 18,2008 

Attorney General Martha Coakley 
Massachusetts Office of the Attorney General 
One Ashburton Place 
Boston, Massachusetts 02 I 80 

Re: Notification of Security Breach Incident 

Dear Attorney General Coakley: 

LendingTree, LLC is writing to notify you of an information security breach involving the 
personal information of LendingTree's mortgage loan customers. 

As you may be aware, LendingTree is an online mortgage lead aggregator; consumers complete 
loan request forms on LendingTree's website (or over the telephone with LendingTree's 
Customer Care unit), and LendingTree then matches the consumers with lenders on its network 
who provide initial mOltgage loan offers to the consumers. In addition, LendingTree offers 
related services under its trade name, "GetSmart." Under the GetSmart program, consumers 
typically provide less information and are matched with lenders on the network, but the matched 
lenders do not provide initial mortgage loan offers; instead LendingTree provides contact 
information to the lender and the consumer. 

LendingTree recently discovered that several former employees may have misappropriated 
passwords that allowed access into LendingTree's files containing customer information. We 
believe these former employees provided the passwords to three lenders who were not authorized 
to access LendingTree's customer information. All three lenders were at various times members 
of the LendingTree network oflenders. 

Those three lenders used the passwords to access loan request infOlmation to which they were 
not entitled, and the lenders then solicited tlle LendingTree (or GetSmart) customers for 
mortgage loans. The information that the lenders had access to included name, address, email 
address, telephone number, Social Security number, income and employment information. 
LendingTree has no indication that the customer information was used for any purpose other 
than to solicit our customers for mortgage loans. In essence, we believe this situation involves 
three mortgage companies that wished to market mortgage loans without paying fees to 
LendingTree. We do not believe this situation involves any fraud on the consumer or identity 
theft. According to our investigation, we understand iliat this activity occurred between October 
2006 and early 2008. 

When we discovered the situation in early 2008, we promptly reported the situation to the 
Federal Bureau oflnvestigation and we have been cooperating fully with the FBI's investigation. 
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The FBI requested that we not disclose this situation while its investigation was ongoing, 
because any disclosure could negatively affect the FBI's investigation. The FBI has now 
indicated that we may disclose this publicly. 

LendingTree also conducted extensive internal investigations and took steps to block further 
access by these lenders and to enhance and strengthen the security of our system and password 
management. In addition, we brought legal action against the mortgage companies and others 
involved in this activity. 

Based on our internal investigation, on a nationwide basis, LendingTree identified roughly 5,600 
LendingTree and GetSmart mortgage customers whose confidential nonpublic information we 
know was inappropriately accessed by these lenders between December 2007 and early February 
2008. These customers are being notified of this situation on Monday, April 21 st. In addition, 
we are sending a similar notice to a larger group of mortgage loan customers who submitted 
LendingTree or GetSmart loan requests during October 2006 through December 2007; with 
respect to this larger group, we believe the mortgage companies may have in fact accessed the 
information of only a small percentage of those individuals, but due to system constraints we 
cannot identify which files were accessed. As a result, we are sending the notification to all of 
them. The notices include a description of what happened and how customers can obtain free 
credit reports, place initial fraud alerts and obtain other general information about how to protect 
their personal information. Again, we have no reason to believe that the information was used in 
any way other than to solicit the customers for mortgage loans. However, because the 
information was accessed inappropriately, we concluded it was appropriate to notifY affected and 
potentially affected customers. In total, 48,806 consumers in the Commonwealth of 
Massachusetts are receiving a notice from LendingTree concerning this incident. 

Please feel free to contact me at (704) 943-8248 if you have any questions. 

',:/.::: Sin~CreIY' . . . /;/ 

4a121{/~ 
Scott A. Cammarn 
Senior Vice President & General Counsel 

Attachments 

cc: Mark Merritt, Esq., Robinson Bradshaw & Hinson, P.A. 
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April Zl,2008 

Dear LenilingTree Customer: 

g 
LendIDgTree" 

We want you to know that some loan request forms our customers sent to LendingTree may have been seen by lenders 
without our consent These leoders then used the forms to market their own mortgage loans to our customen. While we 
don't believe that the forms were used for any other purpose, we want you to know what happened and what we did to 
correct this siruation, as well as what you can do to monitor your credit reconfs. 

What Happened and What We Did 

Recently, LeDdingTree learned that several £Onner employees may have helped a handful of mortga"ae lenders gain access to 
LendingTree's customer information by abaring confidential passwords with the lenders. When "'e learned of this situation, 
we quickly contacted the authorities., and LendingTree is helping with their investigation. We promptly made several 
system security changes. We also brought lawsuits against those involved. 

Based on our investigation, we understand that these mortgage lenders used the passwords to access LendingTrec's 
customer loan request fonns, normally available only to LendingTree-approved lenders, to market loans to those customers. 
The loan request forms contained data such as name, address~ email address., telephone number, Social Security number) 
income and employment infonnation. We believe these lenders accessed LendingTree'.loan request forms between 
October 2006 and early 2008. 

What You Can Do 

Again, we don ~t believe any identity th~"\" or fraudulent financial activity resulted from this situation. However. we suggest 
you get a free credit report. Look for arty accounts you dido't open and/or inquiricsfrom creditors that you didn't initiate. 
lfyau see anything you don't understand. contact the credit bureau. If you see anything suspicious, you may want to file a 
fraud alert with the bureaus. For more infurmation on how to do this, please refer to LendingTree's Gubie tb Prote:ting 
Your Credit and Identity (eoclosed). 

Whereto Get More Information 

We regret any inconvenience and apologize for any unwanted mortgage calls you may have received. For more information 
about this situation, and for more infurmation on what you coo do, please refer to the attached Questions & Answers Sheet. 

Sincerely 

~.I.. fI~ 
R.L. Harris 

You have the right to obtain a police report with respect to this issue. You may also request a security freeze on your credit 
report file. lfyou are a victim ofidentity theft (or the spouse of a victim), there is no fee to place a security freeze. 
Otherwise, the fee is $5.00 to place, temporarily lift, or remove a security freeze. To prove you are a victim. you must 
provide the credit bmeau 't\':ith a copy of a police report. For more information about secwity freezes in Massachusetts, visit 
http'/Iwww.CQ!lSUmersugiQfLprglpdtJsecurity!securityMA.pdf. 

M.4.JJfJ1F6630 



LendiugT.".,·s Golde 1& Protecting Your Credit ud Identity 

Identity theft occw> when SOlllCt>t)C 11.'''' your p<TSOn.lly ldanifYing inform.tiOll - like your 
name, Social Security number, or credit card ownber - \\ithoul ~-our ptrnlissioo 10 commit fraud 
or other crimei;. All CODSUmers should know about identity theft and w hal steps they cal] take to 
rodoce the risk of identity theft or fraud. We suggest that you remain "igilant by rt:\';cwing 
account StalemenlS and monitoring your credit reports for tbe next 24 mombs. 

Free Credit Repor1s. Yau can get a free copy of your credit report each ye ... at 
www.annuaJcreditrepor!.comorbycallingl-877-322~8.VI.ben you gel yoor credit report, 
m3ke sure that all infonnation in lbe report is current and accurate. If you see any unauthorized 
transaclions or inaccurale information. call the credit bureaus and h."e the information deleted. 

Fraud Aler1s. If you ~ • fraud alert in your credit file, potential cmdilJ;Ks mu.t either contne! 
yon or take additional steps to veri1Y your identity before acting 00 a credit rcquc:>t Fraud alerts 
make it bard for others Ie steal your identity to get credit. If you think thaI you've been a victim 
of jdentity tbeft or fraud, oontact one of Ibe diree major credit bu"""", to place a fraud alert Q!1 

,-our acoouul. The bureau you CODlllet will forward the fraud alet1 10 Ibe otber two bureaus on 
your behalf, so you don '( need to contact all three bureaus yOOfself. Initial fraud akr!s sUly 011 
your credit file for 90 day,. The bureau v.~11 tell you how to extcDd the fraud alert, ",hicb may 
require you to gel a pcli<:e repolt or other evidence of identity theft or fraud. Remember thaI a 
fralld aJert may delay credit approvals. 

Contact the Credit Bureaus 

£4iulCu 
Off"", "fFraud Assistaoce. 
P. O. Box JQ5069 
Ad..,.., GA 30348 
(SU) 766-0008 
TTY; (86()) 478-0030 
1;o\1l,\\<.cguifax.OOiIl 

£xperiaQ 
Credil Fraud Certret 
P.O. Box 9532 
Allen. TX 75013 
(SS8) 397-3742 
TTY: (SOO) 735-2989 
'ol,,\\·\\,.cxperian.com 

l"ra.nsUnio&: 
Fr.aud Victim Assis.tance DepL 
P. O. Box 6790 
Fullerton, CA 92834 
(SOO)6ro.7189 
TTY: (S71) 533-7803 
\\'W'W.tuc·com 

For more btfOrJrultit>D: To learn more abo!II how to prolect yourself against ideotit), theft. ,~sit 
lb. Federal Trade Commission's identity theft web sile at 
httn:liH"U<tt .. f1C-f!.rwlhcnlMulnUcrt:J!iite:didlheOlqmsumen/inde:x.lJrmi or call the federal Trade 
Commission botlin. atl-817-IDTHEFT (438-4338). You can also call or "isil the FTC web site 
10 report any incident of suspected identity theft. You can find resources about identity tbeft at 
Lending Tree's Smart Borrower Cente.- at ht!p_-iIHWVI'..Jending/n!~_com/smartborlTytl'erlProI~iJlg .. 
Your .. Priv(J.(,.,'Prof,e.ctmg- }"ow--Privacv.asl?X. 

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 866-505-8814 



Questions and Answers 

Q: What happened at LendingTree? 

ReC$n!ly, L*ndlngTrae learned that $EI\I$ral fOrmer employees may h8\19 taken Company 
passwords and glven them to " handful of lenders. These lend"", then used the passwords to 
aocess LendingTree customer information tiles, normally ava~able only to LendingTree-
approved lef1ders. to markellDans to Lend'IIiQTrea's cuslomers_ The !lies COntained loan 
request data such as name, address. ema~ address, telephone number. Social Securny 
number, Inrome and employment Information. 

Q: How did you learn about it? 

Our Internal security UIlcovered this situation. We !>egan an intemallnvestigation aIld reported 
H to the aUthorities. We corn"inue to assist the autharijies and are telting 0lI' cuslomefs as soon 
as it was possible to do so. 

Q: What kind of customer data was compromised? 

The files contained loon request data such "" name. address, email "ddress, telepn""e 
number, Social Security number, income and employment Inlormallo<1. 

Q: Was my credit card information comprorni .. "d? 

No_ Credit card inionnation (suah as account rlumber OJ acooun! balance) was nol inv"ived_ 

Q: What is being done to prevent this from recurring? 

Aller lendiilg T roe learned of lhis situation. we quickly cofllacled Ilia authorities, and 
lenclingTree is helping w~h their iowestigation. We promptly ellhanced the security of our 
system so that this situation ooulcln't happen again. We also brougr.t lawsuits againstlhe 
1en<:ler1l and other persons InVQlved. 

Q: Is my personalloformatlon safe? 

Again, we have no reason to believe any identity theft or fraudulent financIaJ aclivity resulted 
from this situation. Yoo still might want to gel a free a-edit report and fde a frallCf alert with the 
credit bureaus. Vinen you gal your cred~ rsport, look tor .. ny a<:cI:MJnts you didn't open .. ncllor 
inquiries from creditors Ihol you didn't irlitlate. If you see ooything you don't u,ndcrotand, oomoo! 
the credtt bureau. 

Q: I didn't apply for a mortgage, but I did apply lOr a credit card, auto loan, or personal 
loan. Is my Information at risk? 

LendhgTree bel;"""s that the iniormatfon accessed was nmited 10 mortgage customer loan 
requests only, wl1ioh were IhaII used I>y the mortgage lerulers to soIici! those customers for 
mortgage loans. 

IF YOU HAVE IIJiY QUESTIONS. CONTACT LENDINGTREE AT 866·5!J5.8874 



Q: What should I look for? 

When you get your credit ~ look far any aocounts you dido 1 open and/or il1qO.Jiries from 
aeditars \hat you didn't initiate. If you see anytIling you don't understand, contact the credit 
bureau and discuss your report with th>em. 

Q: What should I de if I liisccwet susplclcoS transactions on my credit report? 

If you see anyli1ing suspicious. you should contact lhe credit blJre .. u to report Ihe suspicious 
transactions and WOI1< 10 have them removed. You may also want 10 file a fraud alert with Ihe 
bureaus. 

Q: What Is a "fraud alert"? 

If you !'lace a fraud alert in your cre<frt fi Ie. potential creditors must either COfltaci you Of talle 
additional steps to verify your identity before acllng on a credit request Fraud alerts make It 
hard ler others to 61eal your ideollty to get crvdIt. If you \I1ink thai y"u've been a victim of 
idenIiIy IhefI or fraud. contact ooe of \he three major aedil bureaus to place a fraud alert on 
your aocounl. The bureau you contact wHI forward the fraud alert 10 Ihe other two bureaus on 
your behalf. so yoo don't """" to contact aU t/Qe bureaus yourself. Inilialliaud alerts stay on 
your credit file for 90 days. The bureau will teO you how to extend the fraud alert, wIlich may 
require you to get a police report or oIhet evidence of identity Iheft or fraud. Remember IIlat a 
fraud alert may delay credit awrovals. 

Q: Where can I get more infonnalion aboot ldenlily theft? 

You can find r9scur"OeS abOut ideo1ily Ihelt at LendingTroo's Smart Borrower Cemer 
hltp/lwWWJeI1dil1q!tee.t;9!l1{Smart/loo'owertPm/ectlnq-YQ!I!-Pri1IacylProtectJoo. YOUf-
Pri""ttIilSP~ Of via IDe Fede",1 T ",de CoinrnissQis webSile at 
flttp:/lwww.iIc·oov/bcnfedu/microsifes:'jd!tJe!!!oonsumers'!/ldeX.hlmL 

Q: Who do I caU if I have further questions? 

Y QU ""n caU Lend;ngTree iii 8SS·5OS-BB74 10 spe~k with one of .,.,.. <>JStomer servioe 
repms.entatives who are available from 9am EST to 9pm EST seven days a week. 

Q: Is there a compallY contact that I can call to verify that th" email or letter I received 
.cruDlIy ""me from LcndlngTrcc? 

You can call LendingT_ at 866-505-8874 10 speal< with 008 of our cuslomer service 
representatives. or course. it is always prudent 10 verify the identity of any person before 
providing any I'IOnpublle Information over the internlll, by mall or on the telephone. 11'1 
parti-.;ular. nltV« provide pen!Onal inf'ormatlon in r""pon"" 10 emajl .. GQut 69Ctlr!ty 
breaches unless you confirm their Ic:IentIty. 

IF YOU HAVE ANY QUESTIONS, CONTACT LENDINGTREE AT 866·505-8874 



Q: What mortg.gelenders were Involved in accessing LendlngTrae's customer 
informlltion? 

We brought a lawsuit against Newport Lending GI'OIlP, IlYine, California; Home Loan 
Consultants, Inc., Newport Beach, CarlfOmi~; I!/'Id Sage Credit Company, irvine. california, In 
coonec1ion wiHllhis incident. 

Q: 1$ u-e any evidence thai these lenders used the infocmation for an\lthing other than 
matbling (e.g. identity theft. etc.)? 

We h""'" no evidence th"t any Identity the!! or co"sumer fraud h/>s resulted from this situation_ 

Q: I didn't recelve a leHer or email. Is my information al risk? 

LendingTree sent emails or letters to the mortgage customers thel It believes, based on its 
investigation to dale, might be at risk of hailing Ihelr information accessed and used by these 
mor1gage companies to solicit morlg;:;lge loaIls. 

Q: I applied 10 LendlngTree and heard from sev ...... ll&nders who were not on my official 
lisl of Lending Tree landers. Ooes this mean that my information was a<:cessed, too? 

Whenever you apply tor a mortg~a loan, you may hear from a variety of lenders. Many 
mor1gage companies purchase what are called "trlgger lists' - lists prepared by credit Ilureaus 
identifying conSUITl€fS who have reO&lltly had thai" crooit checKOO -10 find out who may be in 
the market for a mortgage. ThIs Is legal although il may result in you hearing from mortgage 
companies you do not recognize. 

If you wish \0 opt out of 1I1e cred~ bureau's ItIgger lead program, there are two ways for you \0 
lake acfiDn. One way is to cOmj>lete ahd subma a form ¢orona ;'1 www.ootouWrescn...".cOrrt. 
This melhOO stops \Jigger leads for live years. The other way is to complete a separate form at 
lhe same Web site and then pt'i11l sign and ma~ a leiter generated by !hal rorm \0 confirm your 
opi-Qf.Sl teql.l..st This melhod $lQp$ \rigger le~d$ perm.ll$nUy. 

Q: What actions calli take 10 pt-otecl myself? 

Again, we have no reason to believe any identily theft or fraudulent tinancial aclivily resulted 
from !his silua50n. In these drcumstances, though, ~ makes sense for you to get a free credit 
report and ~hl>Ck for aflY irregularilies or suspicious lJ'aflsacUonS, discuss any conoetns witlt the 
credit burem.w. and oonsider whe1I1er to 61e a frau" alert. You "'50 ahould alno be vigilant for 12 
to 24 rnonlhs in reviewing bank and creell! card _aments ar.d any future credit repMs_ 

Q: How can I get a free credit report? 

You can get" fr<>e <:-Of.JY Qf yo ... r cr"';it reporl ","on Y""r@t 'l""W.~nn"alC<9d5r ... OOft.CQ!Jl Qr I>y 
calling 1--877-322-13226. 

IF YOU HAVE IoHf QUESTIONS, CONTACT LENDINGTREE AT 8116-505-8874 
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April 21, 2008 

Dear LendingTree Customer: 

u LendlngTree-

We want you to know that recent loan request forms submitted to us by certain customers. including you, were seen by 
lenders without OUI consenl These lenders then used the forms to market to those customers the lenders' own mortgage 
loans. Whlle we don't believe that the forms were used for any -other purpose, we want you to know what bappened and 
what we did to correct this situation. as well as what you can do to monitor youx credit records. 

W!tat Happened IlDd What We Did 

Recently, LeodingTree leamed 1hat several !Drmer employees may bave helped a baodfuj·ofmortgage lenders gain access to 
LendingTree's customer information by sharing corrlidential passwords wjfu the lenders. When we learned of this situation. 
we quickly contac;ted the authorities, and LeodingTree is helping with their investigation. We promptly made sevcrn1 
system security changes. We also brought lawsuits against those involved. 

Based on our investigation, we understand that these mortgage lenders used the passwords to access LcndingTree's 
customer loan request forms, normally available only to LendingTree-approved lenders, to marlcet loens to those customers. 
The loan request forms contained data such as name, address, email address, telephone number, Social Security number, 
income and employment information. We believe these lenders acce,ssed LendingTree9 s loan request forms between 
October 2006 and early 2008. 

What You Ca. Do 

Again.. we don"t believe any identity theft or fraudulent financial activity resulted from this situation. However, we suggest 
you get a, free credit report. Look for any accounts you didn:'t open andlor inquiries from creditors that you didn't initiate. 
If you see anything you don 't understan~ contact the credit bureau. If you see anything suspicious,. you may want to file a 
fraud alert with the bureaus. For more informatiOll on how to do this, please refer to LendingTree's Guide to Protecting 
Your Credit and Uentify (ecclosed). 

\\'nere to Get More Information 

We regret any inconvenience and apologize for any unwanted mortgage calls you may have received. For more information 
about this situation. and ror more information on what you can do, please refer to the attached QRestWns & Answers SI .. er 

Sincerely 

1(:.1-., 7f~ 
R.L.Hanis 

You have the right to obtain a police report with respect to this issue. You may also request 8 Security freeze on your credit 
report file_ If you are a victim of identity theft (or the spouse ofa victim), there is no fee to place a socurity freeze. 
Otherwise, the fee is $5.00 to place. temporarily lift. or remove a security freeze. To prove you are a victim,. you must 
provide the credit bureau with a copy of a police report. For more information about security freezes in Massachusetts, visit 
http://www.consumersunionorglMf7seruritvlsecurityMA.pdf. 

MA -E45CDEJ4 



LendIDgTree's Guide to Protecting Yonr Credllaud Identity 

Identity !heft occurs · ... hen SOIIlCDDC n5Cli J'our perS!)nally identifYing infom.otioo - like your 
nome, Social Securlty lIumber, Ot credit csrd IlWUber - withoul )rut' petmiSsi041 10 oommit fraud 
or o<her cIime5. AU COJISUme£S should know about ideIItity thefi and what ;;reps they can take \() 
roduce tb¢ risk of identity theft '" mud. We suggest tbat you remain "gil""t by n",jcv.iog 
acroum SllI_ts aod monitoring )'Our credit reports for the nexl 24 mombs. 

Free Credit RepnrlS. Y 011 can get a free copy of your credit report each yo ... '" 
www.armuakreditreport.com or by calling 1-817-322-8228. \\''hen yo .. get your credit report, 
mal:e sure that 211 infonulltion ill the reponis cumID! ami """urate. IfyOll soe MY urnwthOri7.ed 
trsn<;.ctions or inaccume infunnation, call the credil bureaus and have tbe informali<m deleted. 

FrlIud Alerl:5. If Y"" plaoo a fraud alert in your credit file, p<>tential credilors must either contact 
yon",!alte IIddili<m.a1 step' to \-erit}r your identity before acting on a credil request. Fraud alt:rts 
make it Imrd for others 10 steal your identity 10 get credit. lfyou think that you've been a victim 
of identity tbeft Of fraud, coDl2ct one of Ibe l!Jree major credit t>~ \() place a fralld alert QlI 

your aCllOUllI. The bureau yon comaet will forword !he fraud alert to !he Olbf'! twO bureaus on 
your bebaIf, so )'00 don', need to con1act all three bureaus yourself. Initial fraud alerts sta)' on 
your credit file for 90 days. The bmeau will !cil )'OU how to cxtCDd the fraud alert, which may 
requ;ire you to get • police repori or other evidence of identity tbett or fraud. Remember tho' a 
fraud aJert may delay credit oppro,'als. 

Contact til. Credit Bureaus 

Eqniw 
OW"'" 0; Fraud Assis"""'. 
P. O. Box 105Q69 
AliaDIa. GA 3034& 
(S88) 766-0008 
TTY: (866) 473·0030 
1A'Wg".cooffax.OOID 

Experian 
Credit Fr_ (:en,,, 
P. O. Box 9532 
ABell. IX 75013 
(8&8) 397.3742 
TTY: (SOO) 735-2'<89 
1A~"""'C~com 

Translinlon 
Fraad Viorim AssiMante Def4.. 
P. O. Bo, 6790 
Fuil.non. CA 92834 
(&00) 6&0-72$9 
TTY: (877) 533-7tI03 
"'''''\1.'. tvc. oom 

~-.. r more Information: To leam mote about bow 10 prolect yourself against idenlity theff. \isil 
!he Federal Trade Cmnmission's identity theft ",ell sil_ at 
1tttp:1;"t--wtt,.fjl!..{rmtlbcP/MJJttjChUi~eft.lcr.-Nrs1ilRenl;",k:r..htm1 or call the Fcdaal T fade 
Commission bolline at 1-877-IDTHEFT (438~3~). You can also call or \'isit the FTC we/) site 
to rep<>rt ;my incident of suspected identi1y theft. You can find resources aboui identity theft at 
Lroding Trce1s Smart BolTrJWE![" Cc:ote:r a1 htip:!lt'.'K'U'.iendirmtroe.com/sm:artoorrowerIProtccrina. 
y QU'r-Prfva.t. ... ~rot.C'.('ling~ Your-PriWKI·'.ltsm:, 

IF YOU HAVEAN>' QUESTIONS, CONTACTLENDIKGTREE ATS66-505-8874 



Questions and Answers 

Q: What hajlpened at LendingTree? 

Recently. LendIngTre, Ieam9d that several former empl~ m3Y ha>'e ta\WI COmpany 
passwords and giYefl them to a 00ndfIJ1 of Iernlers. These lenders then used the passwords to 
aocess LendingTrea customer information files, rlC>11"nalty available only to LeoomgTree-
approved lenders,1o martelloaOs to laodIIigTree'$ ClJ$IometS. The file$ contained 10"" 
requllst data sucl1 as name. address. e.mail address. telephOllEloomber. Social Security 
number, income and emplO)'nlen! information. 

Q: Hew did you learn about it? 

O"r internal secun"ty unCOYered this situation. We began am inlemal Investig;;otion and reportect 
it to the aulhortlies. We conlinue 10 assist !he authorilies and are telrmg 0'" customers as soon 
as It was possible to dp so. 

Q: Wllat kind af customer data was oompramlseti? 

The files contained loan request dat;o sucl1 i!S name. address. amail adcress. telapllone 
number, Social Sactllity number. i~ and employment f;nformatfon. 

Q: WitS my credit card information cgmpromi$ad'? 

No. Credit card infonnalioo (such as account number or account balance) lIIas not ;nvt>fved. 

Q; WIuIt i$ being done to prevent !his from recurring? 

After l~mlingT rea learned of fhis $itwiion, .... cjt.Jic:kly coiitat:Ied !!\it ""moriti"". and 
Lendi1gTree is helping with their invesligaliol1. We promplly enhanced !he security of our 
sysIem so that this situation couldn't happen "gain. We also brought l"I<'SUits against the 
IencJEors ~ oIher PE'C$OO$ ill'lOlved. 

Q; Is my personal illformstton ...... e1 

Again, we have no reason !o oolieve any identity thai! or iraud,,1aot firlancial acliviiy resulted 
from tilis siwalion. You stiR might want 10 gel a tree credit report and lila" fraud alert With the 
cr&dtt bureaus. wr..n YO" get your c:retli! "'Port. look lor any accounts you didn't open end/Qf 
iIlqWie:l from oredilDm lim! you didn't inmate. If you :;ee ooyIhing you don't undOitiood. oonlllct 
lhe oredK btJre= 

Q: I didn't apply for a mortgage, but I dId apply for a credit card, auto loan, or pers<>nal 
loan, Is my information at risk? 

LendingTree \)elieves that the inlormation accessed was Bmited to mortgage customer loan 
requests only, which \'Vere then used by the mortg-..ge landers 10 solicK those customers for 
mortgage loans. 

IF YOU HAVE ~y QUESTIONS, CONTACT L£I\I)INGTREC AT 856-5()5.8874 



Q: What should I look for? 

When you get your creclit report. look for any 1l(;(;OUrJ\s you dido't opoo amllor il1<!Uirles from 
aedllors Iilal you dicln't initiate. If you see anything y0l16on'l uMerstand, conIacI the c:tedit 
btJreau and clseuS$ your report with them-

Q: What sI>ouId I do If I cflsecwer suspiefoOlS transaetlons on my ere<fit report? 

If you see anything suspicious, you should contact the credk bureau to report the suspicioos 
transactioos and worl< to have them removed. Yru may also want to file a fraud alert with the 
bureaus. 

Q: What is a "fraud alert"? 

If you place a fraud alert in your cred~ file, potential creditors must either contact you or iake 
additional steps fo lIertl'y your iclentity before acting on a credit request Fraud alerts make it 
hard for others to sleal your idrity 10 get credit. If you 1hink thaI you'w been a ~m of 
identity !hell or lraud, coolact one of file three major credit OOreEIUS to place a fraud alert OIl 
your ae<:OUnl The bureau )'tIU ronta(:l: will forward the fraud alert to the other two bureau. on 
)'OUT bomaII', $0 y<>u <I,m't nW<! to contact aU tI>ntEo wr ....... yWrS .. lf. Initial fraud iOIerl$ stay on 
your credil file for 90 days. Th .. bureau Will tetl you how to exland the fraud alert. Which may 
require you to get a police report or ol.'.er e\l\denoe of fdenlity Ihelt or fraud. Remember thal a 
fraud aIsrt may (!loll!}' credit a"{>I'OIr9!9-

Q: Where can I get more infonnation about iden!ity theft? 

You can iind resources about idernity lhe."t at LenclingTree's Smart BorfOWef Canter 
I!I1p:li'Wl4oWJ~/smaJ1boIToWeoliro/eettng.-Your-Pr1iIa~.yOlK­

PrivgJ,OOli Or vi;; iIle ~I Trade commiSSiOn's website at 
hltD:llwww.ijc.oo~oormicrosifes.jd!t!e!i/OOIlWIWOCIllcfex.html. 

Q: Who do I can if I have further questions? 

You can c..tl Len<JingT ree at 866-505-8874 to spei!k With one of our cus10mer service 
representalives wilo are available from Sam EST 10 9pm EST S9Yen days a week, 

Q: Is the", a company contact that I call ~ 10 verify that the email or latter I """"iwd 
aGtual1y Dome from L..endingtrce? 

You can call1MdlngTrea at 866-:505-8674 10 speak wllh one of our customsr sE>rVice 
representali..."" Of ooume, it is always prudent 10 _Ify file identity of any person before 
providing any nonpub!ic: information over the internet, by mall or on the telephoM_ In 
particular. oover prov'~ perllOnBi infa.nnation in ",SpornJl> 10 .. ",alls about $~urity 
breaches unless you confirm their Identity. 

IF YOU HAVE ANY OUESTlO/'IS, CONTACT LENDINGTREE AT 866-5Q5.88T4 



Q: What mortgage lenders were involved I" a<:eessln9 LendingTree's customer 
infoflllllliQQ ? 

We brought a lawsuit against N&wporI Lending GrouP. Irvine, caurom;a; Home Loan 
Consullants.lnc., Newpot'l 8ElaCh, catiIo~;..-.:f Sage Cfed~ Company, ..... lne. C;;iltfomilo. In 
coonec!ion willi !his incident. 

Q: Is there any evldet1ca that these lenders used the Infunnatlon foe emythiog othei' th<U1 
mmeting (e.g~ Identity theft, etc.)? 

We have no evidence !h;;It any idenUIy Ih<!ft or consumer fr .. ud has resulted from !his si1ua5on. 

Q: I didn't re_ .. 1_ or eraaIl. Is my infonnatlon at risk? 

LendingTree sent emaiIs or letters to the moI1!18ge customecs !hat it beiieves, based 0" its 
investigation m dale, mlght be at risk or haYing !heir in.formallon accessed and used by Ihese 
morIg"ge C<lITlP""ies to soIiciI mortgage Io:Ihs. 

Q: I applied 10 LendingTm& and heard from severallentktrs who were not on my official 
list af LanclingTI1loe lenders, Does this ..... an that my infcmnatlorl was a<:(;G$sea. too? 

Whene\ler you apply for a mortgage loan, )lOll may hear from a variety of lenders. Many 
morIgage companies purcI1ase wha\3fe callE>d '!rigger \isis' -IiSlS prejJ<!red i)y ctedj! \)ureaus 
klentifying consumers who haw recently had theW" crE>d1l cI1ecked -m lind out who may \)e in 
!he markel >or a mor!gage. ThIs Is leg'" although it may reruM in you heamg nom !I1trlgege 
companies)'OU do not nK:Ogr.iZla-

If you WiSI1IO opt out of the credit burea<J's trigger lead program. there are two ways for you 10 
talo:> aclion. one v#rt is to ¢ilriIi;>Iele I!od submi! a form onllie at www·OOloulJi~·cam. 
This methccI sbps mgg..-leatis !or;we years. The other way is to complete a separale form at 
the same Web slle and than rn-n. sign and mail a letter generated by !hat lOOn to ooolilTn your 
opt-out reQO.JeS!. This method slops 1rigger IE!~ perrn$nenlfy. 

Q: What ac!lOIl'll can I take ID protect myselif? 

Again, we haw no reason to believe any idenlity ther't Of frauduloot financial aciivily resulted 
from !his sihJation. In these circumstanoes, !hough, it mai:es sense for you 10 get a iree credit 
'''pOrt and cb&ok >or any irregularities or suspicious Imnsac6Ol'ls. discuss IIi1y conCt!lm$ with the 
<Icdl buroou~, and consider _to iiIe a fraud cl"rt. You ""'" ""ouk! otoo be vignan! for 12 
to 24 mot'llhs rn revJe\\'ing bank and credit card stalements and ElIl)/ future credit repccts. 

Q.: How can I get a free creelit report? 

YQ4J can get .. h" CI>fl'J <;of:,ooor mod~ roJO;x>rt "lK'';' }~r at www.amwalCrE'Qi!r'lWrt.<:91I' Of by 
calling Hl77·322-8228. 

IF YOU HAVE A/oN QUESTIONS, CONTACT LENDINGTREE AT 8116·505-8874 



In Reply. Please Refer to 
File No. 

Lending Tree 
Scott Carmnarn 
Information Security Director 
11115 Rushmore Drive 
Charlotte, NC 28277 

U.S. Department of Justice 

Federal Bureau of Investigation 

400 S. Tryon Street 
Suite 900 

January 10, 2008 

RE: Request for Non Disclosure 

Dear Mr. Scott Carmnarn: 

The Federal Bureau of Investigation has initiated an 
investigation into the unauthorized access and possibly criminal 
breach of Lending Tree's customer database also known as Lender 
Web Apex. The outstanding cooperation obtained to date from 
Lending Tree has been instrumental in identifying suspects and 
various leads. 

The FBI respectfully requests that Lending Tree 
postpone it legal obligation of public disclosure to its valued 
customers of this potential security breach. Notification at 
this time may impede the criminal investigation or jeopardize 
national or homeland security. 

Sincerely, 

Nathan Gray 
Special Agent in Charge 

By: ~~ e.Jr~~ 
David Johnson 1~ 
Supervisory Special Agent 


