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VIA HAND DELIVERY

March 25, 2008

Martha Coakely

Office of the Aftorney General
One Ashburton Place

Boston, Massachusetts 02108

Office of Consumer Affairs and Business Regulation
Ten Park Plaza, Suite 5170
Boston, Massachusetts 02116

Re: Legal Notice of Potential Data Security Breach Pursuant to Mass. Genl.
Laws Ch. 3H

Dear Ms. Coakely or to Whom It May Concemn:

Pursuant to Massachusetts law, we write to notify you of a potential data
security breach involving the personal information of @ relatively small number of
Massachusetts residents. Stock & Option Solutions, Inc., is a vendor that provided
equity plan consulting services to Infinity Pharmaceuticals, Inc. (Cinfinity”). On March 4,
2008, Stock & Option Solutions informed Infinity that, on March 1, 2008, someone broke
info the locked rental car of a Stock & Option Solutions empioyee while it was parked
in a public garage in San Francisco, Cailifornia, and stole a laptop computer that
contained personal data of Infinity’s current and former employees, consultants and
directors (and those of its predecessor company), including names, addresses, Social
Security Numbers, and equity compensation information. The -laptop was not
encrypted but was password protected, and therefore it would have been difficult for
a third party or thief to access the data on the laptop. We believe that an estimated
725 total individuals may have been affected by this incident, of whom 206 are
Massachusetts residents.

Upon discovery, the auto break in and theft were reported immediately to the
San Francisco Police Department ("SFPD"), report number 080-220-933. A redacted
copy of that police report is abtached. Stock & Option Solutions has advised us that it
has followed up with SFPD and the REACT High Tech Crimes Task Force in Silicon Valley
to ensure that the serial number of the stolen laptop was entered into their respective
database systems for monitoring. Stock & Option Solutions has also advised that it will
continue to follow up and work with law enforcement about the incident. At this time,
Stock & Option Solutions and Infinity have no indication that this was anything more
than a random theft or that personal data has been accessed or misused.

Infinity retalned Kroll Inc., a leading risk consulting company, for its nofification,
hotline access, credit monitoring, and identity theft restoration services for one year,
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other than at the individuals” expense, to mitigate any potential problems, including
for any affected individuals, that may result from this incident.

Stock & Option Solutions and Infinity are in the process of notifying all affected
individuals of the possible data security breach by written letter through first-class mail,
postage prepaid, the mailing of which wili begin on or about March 26, 2008.
Enclosed is a copy of the notice and enclosures being sent to the potentially affected
individuals.

Stock & Option Solutions has advised us that it fakes the protection of customer
and personal information very seriously, and that the storage of its client information
on laptop computers is strictly prohibited by Stock & Option Solutions’ Information
Security Policies. Stock & Option Solutions further advises that it has taken aggressive
steps to ensure a potential data breach of this nature does not occur again in the
future by completing its encryption process on all of its laptop computers and USB
drives; adding software to its computers that would require the use of only encrypted
USB drives: conducting a comprehensive review of all of ifs security policies and
procedures; and implementing a mandatory data security compliance program,
among other things.

If you have any questions or need further information regarding this incident,
please do not hesitate to contact us.

Sincersly yours,
(oiridd 2 Q) wih—

Gerald E. Quirk

Vice President and General Counsel
Infinity Pharmaceuticals, Inc.,

Tel: 617-453-1224

Encls Email: Gerald.Quirk@infi.com
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% Infrnity
.%\%%PHARMACEUTICALS

Secure Processing Cenler | 600 Satellite Blvd | Suwanee, GA 30024

Urgent Message from Infinity Pharmaceuticals, Inc.
Please Open Immediately.

<FirsiNames> «Middlelnitial> <LastNames> <Suffix>
<Address> {Line 1}

<Addresss (Line 2}

<LCity» <State> <Zip»

<POSTNET BARLODE»

Dear <FirstName> <Middlelnitial> <LastNames> <Suffix>,

We are writing to let you know that your personal information may have been subject to unauthorized access
or acquisition as a result of the theft of a laptop computer of one of our external vendors. Even though we
have no reason to believe that your personal information has been misused, we want to make you aware of
the incident and the steps we have taken to guard against identity fraud.

We have engaged Kroll Inc., the world’s leading risk consulting company, to provide you with access to
its ID TheftSmart™ service. This service includes Enhanced Identity Theft Restoration, Continuous Credit
Monitoring, and a Trimerged Credit Report—and is being offered at no cost to you for one year.

ID TheftSmart is one of the most comprehensive programs available to help protect your name and credit
against identity theft. We urge you to read the enclosed information about the safeguards now available
to you.

To further safeguard yourself against identity theft or other unauthorized use of personal information, you
can take some simple steps. First, we recommend that you remain vigilant over the next 12 months and
review your credit card bilis and credit report for unauthorized activity. You should also promptly report any
suspected identify theft or fraud to your local law enforcement agency, the U.S. Federal Trade Commission,
your financial institution, and one of the three national consumer reporting agencies listed below. You have
the right to obtain a police report if you are a victim of identity theft. You may wish to contact your credit
card issuers and financial institutions and inform them of the incident as well.

In addition, you may contact the fraud departments of the three national consumer reporting agencies
to discuss your options. As a Massachusetts resident, you have the right to place a security freeze on your
consumer report. A security freeze is designed to prevent credit, loans and services from being approved in
your name withaut your consent; however, using a security freeze may delay your ability to obtain credit.
You may request that a security freeze be placed on your consumer report by sending a request to a con-
sumer reporting agency by certified mail, overnight mail, or regular stamped mail to the address below.
The following information should be including when requesting a security freeze (please note that if you
are requesting a credit report for your spouse, this information should be provided for him/her as well}: (1)
full name, with middle initial and any suffixes; (2) Social Security number; (3) date of birth {month, day and
year); (4) current address and any previous addresses for the past two years; and {5} any applicable incident
report or complaint with a law enforcement agency or the Registry of Motor Vehicles. The request should
also include a copy of a government-issued identification card (such as a driver's license or military D card)
and a copy of a recent utility bill or bank or insurance statement. Each copy should be legible, display your
name and current mailing address, and the date of issue. The consumer reporting agency may charge a fee
of up to $5.00 to place a freeze or {ift or remove a freeze, unless you are a victim of identity theft or the
spouse of a victim of identity theft, and you have submitted a valid police report relating to the identity
theft to the consumer reporting agency.

97438BLKRO-0308



Experian Security Freeze Equifax Security Freeze TransUnion

P.O. Box 9554 P.O. Box 105788 Fraud Victim Assistance Department
Allen, Texas 75013 Atlanta, Georgia 30348 P.O. Box 6790
www.experian.com www.equifax.com Fullerton, California 92834-6790

www. transunion.com

The access to ID TheftSmart that we are offering will provide you with initial copies of your consumer credit
report free of charge. There are other ways to obtain your consumer credit report without charge. Under
federal law, you are entitled to one free copy of your consumer credit report from each of the three national
consumer reporting agencies. You may request your free annual consumer credit report by visiting
www.annualcreditreport.com or by calling 1-877-FACTACT (1-877-322-8228). You may want to obtain copies
of your consumer credit report to ensure the accuracy of the report information.

To learn more and to report incidents of identity theft, you can go to www.ftc.govi/credit, or www.consumer.
govfidtheft, or call 1-877-IDTHEFT (1-877-438-4338).

If you believe you may have an identity theft issue, please call ID TheftSmart member services at 1-800-588-9839
between 8:00 a.m. and 5:00 p.m. (Central Time), Monday through Friday.

Again, we apologize for any inconvenience this incident may cause you.
Sincerely,

Canatd & B
Gerald E. Quirk

Vice President & General Counsel
Infinity Pharmaceuticals, Inc.
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<FirstName> <Middlelnitial> <LastName> <Suffoc
Membership Number: <Membership Number>

<FirstName> <Middlelnitial> <LastName> <Sutfix>
Membership Number: <Membership Number>

Member Services: 1-800-588-9839

8:00 a.m. to 5:00 p.m. (Central Time), Monday through Friday
If you have questions or feel you may have an identity theft
issue, please call 1D TheftSmart member services

Member Services: 1-800-588-9839

8:00 a.m. to 5:00 p.m. {Central Time), Monday through Friday
If you have questions or feel you may have an identity theft
issue, please call 1D TheftSmart member services
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