YESHIVA UNIVERSITY

500 West 185" Street, BH 1011 - New York, N.Y. 10033-3201
Telephone Number: (212) 960-0051 « Fax Number: (212) 960-5346

Andrew J. Lauer
General Counsel

FAX TRANSMTSSION

TO W%&%M FAXNUMBER: (/77 27§~ 7,6

NUMBER OF PAGES (including this page)._ 7~ DATE; '7%1"/ ¢ £  TIME:

Tha attached papers are being referred for the purpose indicated:

O in ascordance with your request Please answer, sending me a copy of your reply

O Please take charge of this

O - In aceordance with our conversation O Please react by _
O Please call upon receipt O Your comments, please
[ With our compliments B For your information
O For your information; then forward to 0 Rush — immediate action required
O For clarification and / or additional information O Reply via FAX
O Please provide background information 8 For your approval
O
O

My comments noted

COMMENTS:

The information contained in this facsimile message is confidential and attomey-privileged information intended only for the use of the
individual or entity named above, If the reader of this message is not the intended recipient, you are hereby notified that any
dissemination, distribution or copy of this communication is sirictly prohibited. f you have received this communication in ermor, please
immediately notify us by telephone and retum the original mesgage to us at the above address, via the U.S. Postal Service. Thank you.

FROM: Andrew J. Lauer, Esq.




YESHIVA UNIVERSITY

Andrew ). Lauer
Vice President for Legal Affairs and General Counsel

Via Facsimile

April 28, 2008

Office of the Attorney General
One Ashburion Place
Boston, MA 02108

Re:  Legal Notice of Information Security Breach _
Pursuant to Massachusetts General Laws Chapter 93H

To Whom It May Concern:

As you are aware, Massachusetts law requires notice to the Massachusctts Office of the
Attomey General in the cvent of an information security breach invelving the personal
information of Massachusetts residents. In accordance with thal requirement, we write
this letter to inform you of a recent incident involving the potential exposure of scnsitive
personal information regatding a small number of former students of the Benjamin N.
Cardozo School of Law (“Cardozo™) of Yeshiva University (*“Yeshiva University™), four
(4) of which are Massachusctts residents,

Yeshiva University has been informed that one of our technology vendors, SunGard
Higher Education (*SunGard™), has recently discovered that a laptop computer belonging
to one of its employees was stolen. According to SunGard, the laptop contained certain
data of former Cardozo students, including names, Social Security numbers, student loan
identification numbers, other financial aid information and other information rclated to
the students’ status and enrollment at Cardozo. The theft was promptly reported to law
enforccment authoritics, but a suspect has not been identified nor has the laptop been
rccovered.

SunGard also has informed us that the faptop’s contents were password-protected, and
that they belicve the laptop was stolen for its hardware rather than its data. To date, we
have no cvidence that the data has been misused.

Upon the discovery of this thefl, SunGard commenced a series of diagnostic procedures
o determine what data was contained on the laplop. As a result of this inciden(, SunGard
is reviewing its sceurity policies and procedures and will continuc to dedicale resources
to the resolution of this incident and the prevention of similar incidents from occurring
again in the future. Additionally, starting on or about April 29, 2008, Yeshiva is
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notifying the affecled students and lenders, and SunGard is offering (o assumc the cost
for one year of credit monitoring, through Consumerinfo.com, Inc., an Experian

company, for students whose sensitive information was contained on the SunGard laptop.

For your convenience, and for a description of the contents of such consumer notice, a
copy of the notice letter being sent to students who are Massachusetts residents is
enclosed with this letter to you.

We truly regret that this incident occurred and we are working with SunGard (o reduce
the chancc of any future incidents like this.

If you have any questions or need further information regarding this incident, pleasc do
not hesitate to contact us.

Very truly yours,

/.

AJL:jl
Enclosure

 UD



CONFIDENTIAL DRAFT April 25, 2008
Letter to Lender

[April _,2008]

|XYZ Lender]
Address Line 2
Address Linc 3
Address Line 4]

Re: Security breach notification

To Whom It May Concern:

I am writing to let you know about a recent incident involving student loan information held by
the Benjamin N. Cardozo School of Law (“Cardozo™) of Yeshiva University (“Yeshiva
University™).

On approximately March 13, 2008, one of Yeshiva’s technology vendors, SunGard Higher
Education (“SunGard™), discovered that a laptop computer belonging to onc of its cmploycces
was stolen. The laptop contained certain data of Cardozo students, including names, Social
Security numbers, student loan identification numbers, other financial aid information and othcer
information related to the studenls’ status and enrollment at Cardozo.

Some of the student loan identification numbers and other loan and financial aid information
involved in the incident were associated with [XYZ Cotnpany] accounts. For your reference, we
have attached to this [etter a list of the numbers that are [ XYZ Company] loan identification
numbers, along with the student names associdted therewith.

According to SunGard, the theft was promptly reported to law enforcement authorities, but a
suspect has not been identificd nor has the laptop been recovered. SunGard has informed
Ycshiva that the laptop’s contents were password-protected, and that they believe the laptop was
stolcn for its hardwarc rather than its data. To datc, we have no evidence that the data has been
misused. However, we wanted to inform you about this incident so that you can best determine
what stcps you would like to take, if any. Wc anticipate that you may wani to (ake measures (o
prevent this information from being used by unauthorized individuals, for example, by flagging
thesc accounts as potentially subject to fraud. Pleasce ict us know if there is anything more we
can do to assist you with these measures.

Upon the discovery of this theft, SunGard commenced a series of diagnostic procedures to
determine what data was contained on the laptop. As a result of this incident, SunGard is
reviewing its securily policies and procedures and will continue to dedicate resources to the
resolution of this incident and the prevention of similar incidents from occurring again in the
future. Additionally, Yeshiva is notifying the affected individuals, and SunGard is offering to
assume the cost for one year of credit moniloring, through ConsumerInfo.com, Inc., an Experian
company, for students whosc sensitive information was contained on the SunGard laptop.
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[n addition, it may be suggestcd that these individuals may wish to contact you to inquire about

any recent inquiries or other actions that have been made in conncction with their numbers and
information,

If you have any further questions, or need further information regarding this incident, plcase do
not hesitate to contact me.

Sincerely,
Andrew J. Lauer, Esq.

Vice President for Legal Affairs and General Counscl

Enclosurc

TOTAL P.Q05



