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Writer's Direct Dial: 614-764-3242
Writer’s Direct Fax: 614-764-3243

February 5, 2008

Scott D. Schafer

Assistant Attorney General
Office of the Attomey General
Consumer Protection Division
One Ashburton Place

Boston, MA 02108

Re:  Wendy’s International, Inc.’s Response to Compromise of Personal Information

Dear Mr. Schafer:
This is in response to your letter of January 31, 2008.

-The data breach in question was the result of an administrative / technical error at Mercer
Outsourcmg (Life Choices Service Center).. - Specifically,-a -computer. malfunction occurred
during the printing of Benefit Confirmation -Statements.. This resulted in.the dependent
information for some employees being printed on the statements for other employees. As there
was no criminal behavior or activity involved in this incident, the police were not contacted and
no police report was filed. _ L

Wendy’s International, Inc. notified the employees’ dependents of the events in question
in writing. The notification letters included separate paragraphs directed specifically to those
employees’ dependents who reside in Massachusetts. This was due to Massachusetts having
requirements with respect to such notification which differ from those of other states. Sarmples
of the notification letters- for the employees’ dependents are enclosed, with the separate
paragraphs directed specifically to those employees’ dependents who reside in Massachusetts
highlighted for your conveuience.

I trust that this correspondence satisfactorily addresses the concerns expressed in your
January 31, 2008 letter. Thank you for your attention in this matter and, should you have any
questions, please feel free to contact me.

Yours _truly, _

NDY'S INTERNATIONAL, INC.
. ' mJG_S :

Shawn Karasarides
‘ ‘Managing Corporate Counsel
Enclosures

-
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WENDY'S INTERNATIONAL. INC. / ONE DAVE THOMAS BOULEVARD. PO. BOX 256, DUBLIN. OHIO 43017 614-764-3100



January 29, 2008
Dear Fellow Employee and Dependent (18 yrs. or older):

I am contacting you and your dependent because of a data security incident involving your
dependent’s data. On November 29, 2007, Mercer Outsourcing (Life Choices Service Center), a
service provider for Wendy’s health benefits plan, experienced an administrative error resulting
in the exposure. of personal information for some employees’ dependents by virtue of that
information being printed on the 2008 benefit Confirmation Statement generated for another
Wendy’s employee. This information included dependent names, Social Security numbers, and
dates of birth. We have been working with Life Choices to better understagd what happened and
why.

Although we have no indication that this information has been misy

a recipient of a corrected statement, we trust you have dgfft

received. If you have not done so, please destroy the data 1
(e.g., shred it). Secondly, our provider has j
dependents and payroll deductions were not
technical error, which was confined to W
applicable systems and procedures have b

hakirg it unrcadable
sohefit coverage for
#ted and resolved the
Statements; and (iii)

We have also engaged Kroll Inc., to prov ) git with access to identity safeguards at
no cost to you to address any difficult result of this incident Your
dependent will receive a sep aili 5 from Wendy’s and Kroll that provides

greater detail about the serwd
letter and to take time to review th¥ eguads outlmed therein.

Yours truly,

Jeffrey M. Cava
Executive Vice President, Human Resources



Steps Regarding Identity Theft Protection

We recommend that your dependant consider taking additional steps. The Federal Trade
Commission recommends several steps regarding identity theft prevention generally at
http://www.fic.gov/bep/edu/microsites/idtheft/consumers/defend.html. That rescurce also
provides information about the questions listed below and the FTC minimum recommendations
include obtaining and reviewing the relevant credit report, filing a “fraud alert” and requesting a
“credit freeze.” Its other recommendations relate to actual incidents of identity theft which, we
certainly hope, will not actually occur. The most current and detailed information is available
online, but if you are not able to access the linked material, let me know and I will mail a copy of
the FTC’s answers to the following:

those agencies of a copy of your credit report) #
3- What is a credit freeze?

4- What is an identity theft report?

5- What do I do if the police only take
telephone?

6- What do I do if the local poli
7- How do I prove that I'm an i

-877-FTC-HELP (382-4357) or 1-877-ID-
information for the Maryland Attorney General
aul Place, Baltimore, MD 21202, (410) 528-8662 or

federal rights described by the FTC. Under Massachusetts [aw, a
ccurity freeze” be placed on their consumer report (a'k/a credit

According to Massachusetts law, a consumer reporting agency may charge a reasonable fee, not
to exceed $5, if the person elects to freeze, lift or remove a freeze to their consumer report. For
victims of identity theft, a consumer reporting agency must not charge the victim or their spouse a
fee if a valid police report relating to the identity theft has been submitted to the consumer
reporting agency.]



January 29, 2008
Dear Fellow Employee and Parent or Guardian of 2 Minor Dependent:

I am contacting you because of a data security incident involving your minor dependent’s data.
On November 29, 2007, Mercer Outsourcing (Life Choices Service Center), a service provider
for Wendy’s health benefits plan, experienced an administrative error resulting in the exposure of
personal information for some employees’ dependents by virtue of that information being printed
on the 2008 benefit Confirmation Statement generated for another Wendy’s employee. This
information included dependent names, Social Security numbers, and datgg of birth. We have
been working with Life Choices to better understand what happened and 3

Although we have no indication that this information has been mis¥S%g aghed, to make you
aware of the incident and the steps we are taking. First, incorrect ConfiNghtisdY
corrected and the corrected statements mailed on December 21, 2007.
. corrected statements directed recipients to destroy the datag

statement, we trust you have done so as to any data thaé®

Secondly, our provnder has informed us that (i)
deductions were not affected; (ii) they have log
confined to Wendy’s 2008 Confirmation Statt
have been corrected. We have also been g
keep credit files on minors.

We have also engaged Kroll Inc. to pr
safeguards at no cost to you
As the parent or guardian,
provides greater detail about the %
_you to watch for the letter and to 13 view the available safeguards outlined therein.

t4g dependent, Kroll is prepared to answer questions and

hve ‘any other questions, please contact your local HR staff member or
onal, Inc. Corporate Office at 1-800-443-7266 and when prompted by
the automated*aitendsnt, dial ext. 2018. Please also accept my personal apology for any concern
that this incident thay cause.

Yours truly,

TN o

Jeffrey M. Cava
Executive Vice President, Human Resources



Steps Regarding Identity Theft Protection

We recommend that employees whose minor dependant information was exposed consider
taking additional steps as relevant to minors. The Federal Trade Commission recommends
several steps regarding identity theft prevention generally at
http://www.fic.gov/bep/edu/microsites/idtheft/consumers/defend.html. That resource also
provides information about the questions listed below and the FTC minimum recommendations
include obtaining and reviewing the relevant credit report, filing a “fraud alert” and requesting a
“credit freeze.” Its other recommendations relate to actual incidents of identity theft which, we
certainly hope, will not actually occur. The most current and detailed information is available
online, but if you are not able to access the linked material, let me know andgawill mail a copy of
the FTC’s answers to the following: o

1- What are the steps I should take if I'm a victim of identity{HGH j
2- What is a fraud alert? (for the addresses of the credit reportingd®hesC
this, visit y '
http://www.ftc.gov/bep/edu/microsites/idtheft/consgh
houldtakeiflmavictimofidentitytheft; placing and
those agencies of a copy of your credit report
3- What is a credit freeze?

4- What is an identity theft report? -
5- What do I do if the police only i over the Internet or
telephone? .
6- What do I do if the local polic§
7- How do I prove that I'm an ide
8- Should I apply for a new Socia

ers/defend.htm g
ould also resylt in g

For mote information abonf .
http:/fwww fic.gov/idtheft, or coRg il “at Federal Trade Commission, CRC-240,
Washington, D.C. 20580, or by tolffs r, 1-877-FTC-HELP (382-4357) or 1-877-ID-
THEFT (438-4338). ‘G, . act information for the Maryland Attorney General
is Office of the Attori§ aul Place, Baltimore, MD 21202, (410) 528-8662 or
.state.md.us/.]

a pSecurity freeze” be placed on their consumer report (a/k/a credit
est to a consumer reporting agency by certified mail, overnight mail or
‘ & an address designated by the consumer reporting agency to receive such
requests. If a freeze is in place, the information from the person’s consumer report is
prohibited from b&ing reieased to a third party without the person’s prior express authorization.
According to Massachusetts law, a consumer reporting agency may charge a reasonable fee, not
to exceed $5, if the person elects to freeze, lift or remove a freeze to their consumer report. For
victims of identity theft, a consumer reporting agency must not charge the victim or their spouse a
fee if a valid police report relating to the identity theft has been submitted to the consumer
reporting agency.]
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