
VIA EXPRESS DELIVERY 

February 15,2010 

The Honourable Janet T. Mills 
Attorney General of the State of Maine 
6 State House Station 
Augusta, ME 04333 

Dear Madam: 

InterContinental Hotels Group 

Three Ravinia Drive 
Suite 100 
Attanta, GA 30346-2149 
www.lhg.com 

I am writing to inform you of an incident involving payment card information that occurred at 
the Willard InterContinental Hotel in Washington D.C. 

On September 19, 2009, we detected malicious code on one of the computers that the Hotel uses 
to process payments. The code captured credit card information during processing and 
transmitted it to an unauthorized party. The malicious code was immediately removed and the 
fraud teams at VISA, MasterCard, American Express and Discover notified. 

We understand that the payment card issuers have notified affected card holders and replaced 
those payment cards that were compromised. The card issuers continue to monitor the individual 
accounts for any additional misuse. The Hotel also notified its guests and offered them an 
identity theft protection product. 

As required by the banks, we have also completed an independent Qualified Incident Response 
Assessment (QlRA), remediated the systems and verified compliance with applicable PCI data 
security requirements. The events have also been reported to the appropriate law enforcement 
authorities. Weare continuing to work with the payment card companies to resolve any issues 
related to misuse of the intercepted cardholder information. 

Please find attached a copy of the notification letter that the Hotel mailed in December 2009 to 
the affected guests, of which 11 are residents of Maine. We would be happy to answer any 
questions that you may have, 

Yours very truly, 

}er{Cr~ 
CONSUMER PROTECTION DIVISlor, 

RECEIVED 

David. A. Hom FEB 1 is 2010 
Vice President & Associate General Counsel 

OFFICE OF ATTORNEY GENERAL 

!NHItCONTlN£NTAL CROWNE PLAZA I •. - .~ i Six Continents Hotels, Inc. 

~-,_j A Member of the InterContinental Hotels Group 



WILLARD 

INTERCO NTINENTAL" December 9, 2009 

WASHINGTON D.C. 

Re: Your credit card el1dingjn 'XXXX (last:. 4 digits) 

Dear [Name]: 

w¢ wis~ to infbnn you of'an incident that,may have_,e*pos,ea your ~~~dit (~;~ _~cc_6~~f_Ti¢Uhex t6: an 
tl)l.authbtizedpetson durin&Y<lur stay at the Willard mt.erCQnti))ceiltal hW,l ~er. tlli"yea,. please JiJ;J:ow 
th~fwe'arewotking closely with.federal law enforcement "gencies to r~Qh(e j;his )nJ::ii/e\it. '¥ouJpijrd 
is~t;lefJl,a}i Qe~h U(jtjfie-d _~lb~(,ju,t tlri~' II1atter~, and ),t0u mfty reQeiye tl crult? ,~erlfX- r:e,e~~f:gll~~es, We .. <;tl$i;j 
wwyo,lt tp mow that.thl>Hotel deeply valul\S;g>mst privaCY anel regr<tt" tW~ Wc'i<l;@t. 

WhatIIMpeM\!.? 
mSeptl'tli1>et 2009,. w"diM.oYered uP'luthorizljd .th~lieious software onlhe'Hote\'s.patmef1tl':tQee$sit)g 
computer~. This",,-5pftWCJ.re l'Il~y ~ye:,a1l9WedullauthOlize_d indiYml,lalsJ0'accJ~f';i'i_ ¥9JQ::;na,m~, cr¢:wt QT 
paYIl1eht cardJ1OIl1be'r.ami card verjfrcation data from Jiour payment card. Tll:e.-inforIl1ati:"~ diaiIut 
inGhl!=le' YOW SPGij} ;Q~~wity ni}m,b-~r, ~ddress or any:other;persQnal ;int'O:tn:lflUOU.- The 1ii~e1-oJt'S·,s~ftWa.r~· 
was pto:mptly i'eI'l1ov~d,frQrti:th¢ Hotel's C01npiitefs. 

What is th~ IIotellioing fQ Prot"ct M.e? 
We ·are workihg closety wi~ll tb:e,paym.e:ntt;~:r4 iss~ers tt't protect you. \¥hen we dis.c~oyere4· :fuis -liic_1PYitt, 
we provided each <)f tile JiaYrni'l)t "atd coIllPiIllie.s (Visa, Mastercard, American EXP,Iess,.andDj~4"efJ 
with the actl!~ car4l)ilIDb~m. J:)iat)i.iay My", b'eel) 1n:v:olve4 itJ:tllls inCident .. YOJ1rpaY:Jl1eUt Card I i~s"er; 
may 'conmctybu to 'V~j:fy ch~g;~, I!'tJ,tey '~\l'~peptih¢' ~~,CP\ll1t-llas, been' _comptOmiSe&~; 'YOil may -receive flO 
new payment card., ,W¢-jlre;;~ils?,-_WQtk:i]tg with law enfQtcem,ent to mvestigate]10}Ylhe:malware;.was' 
installed, to apprehend thQ$~t~spol1.siQle, and to. pfosecute them toth-e:tUll:e8tex1entpossible. 

WI",! are tljeRisl!$ fu"t My Inf{j);t1).~jj{j!1Wilibe ~ttsed? 
There is ,. PQssibililY that yam p1W!1~~)lt C'arii l1UIl1bilfmal" be Illisused. Tfro'll notice traudulerrr activity, 
please.reportitin1lnedfu:t~ly to YGur fmancia) instlfuMn. 

What ShouldlDo? 
As always, you should contin1ii! to, c,aTe-fu)Iy review YQ:U.I' credit and clebit card account statements and 
alert your financial institution to any ii1approPtiate. cbatees. This'is. the most important s~p,that ymtcan 
take to detect any unauthorized use-ofyaUI.' credit ot debit card, ri\ll11b'er:. 

Ifyotl detect any misus_e of your paymei,lt card number, please. report it to YOll'rfincancial institution or cail 
us at 888-51S-221Q to speak to aspecialJy-trained_ Customer Care Agent. We wiI1 help you,resolve any 
issues caused by this incident. 

140 I Pennsylvania Avenue NW Washington, DC 20004-10 I 0 USA 

Tel: + I (202) 628 9100 Fax: + I (202) 637 7326 washington@ihg.com www.intercontinentaLcom 
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Will You Provide Credit Monitoring? 
While Social Security numbers were- not,comp-fpmis.ed-,.your secmity is-of the .greatest iIqpo:rtance, to. us, 
which is why we've chosen ProtectMyTD.com'rM to offer you one year of free identify-theft protection. 

ProtectMYTD.com is part of Experian®. a leader in identity theft protection and a 11ame'-you-can. trUSt. We 
believe that PrbtectMyID.Cbtl1 can heir you nii1igate' the potentlai effects ohhis data bte~H:~Ii en your 
financial asSets ahd id~:mtity. Tills pl'bduct will also ptotect youridentity from other th.reats~, "even if those 
threats are· not a result of out iilcident. 

To enroll, plea,se vjsitw'''''Y.pJ:otectY~lYid.com/ehroll ilOd u:se, tife: ac'tiV~fion code Ix);xj to activ-ate: 
your freejdentity theft protection. YQ11 )IlUst enroll py March 31,,-2Q10. 

Protec.tMyID monitors and pr.otects. your vital i)erso~al iniorma,tiQD With: 
o Internet 'sc'~llnm:g~. Experhm®'wH1 no:q'fy y'Ol1 {(they· fjnd potentially unauth'6tl'Zeq uS'es of-your 

Social Security, d~plt or cfetlit card nutiJ.oerS. on the lnlerilet. 
o $1 Million PtOdll¢t Gnaj'anfe.e:: To reImburse you for certai» idennlY theft~relaM! e,,-pense' up 

to $1 million, shqul.d theproauctfaj). 
o Tri~ Bureau c):edJJ ID'oliitbting':' bai'jy monitptlIlg, ofYQur credit 'reports at aU thte.e )3ureal,lS, 

o l-Bllreau ~r~ditr.~p'Of:t: Rg~~iv7:'a fi¢,~ ,coPY dfymlf E:q;efi~u~ ~rf~i;t.r~iNrt.'~.p0n ,&~gh lJ'p. 
o ACCess to ProtectMyttLcOln~s: F,t.a:(l.ll Resoluti<!!t A;g¢rrts; Qualified. exp.eri~D'ceti; 

knowledgeable agentS who wHI help jnve~tig~te idel1tity theft it1cidelJl~. 
o Lost Wallet Proteotion: If your wallet is lost br ~toJen, EXj5etlan@will help y@notify ypur 

creditors to get n'~w·cards. 

Once efll:olled, if you susp~ect your identity has be<;ll compromised"caU ProieCtMyID.com's FmWI 
Resoltltiort Agents at 1-877441"6943 immediately SQ they can work with yon to tesolve the ~situatlon. 
You'lJ b~ assigne,d a dedicated agent to work-with you in addressing'YQ,ur cpncetns. 

Should I Do Anything Else? 
Although your Social ~S'ecurity number was not exposed, irs, generaJ.ly good practice to check- your 
consumer reports annually. You may obtain a fre.e copy of your credit repOlt,ollce every 12 months fwm 
each of the nationwide consumerreporting:agencies by visiting J)tlp:lJ\;V\V\v.}lITfill.alcreclirreporLcom or by 
contacting the consumer reporting. agencies: at: 

Equifax 
(~bO) 685-11ll 
P.O. Box 740241 
Atlanta, GA 30374-0241 
ww\v.equifax.com 

Experian 
(888) 397-3742 
P.O. Box 9532 
Allen, TX 75013 
\v\vw.experlan.com 

TransUnion 
(SOO) 916-15800 
P.O. Box 67110 
Fullerton, Gil. 92834-6790 
\yww .transunion.com 

We also recommend that you carefully review all your other fin-ancial account statements dufiilg the next 
24 months to make certain there have been no unauthorized transactions made or new accounts opened'in 
your name. Contact your financial institutions immediately if there is unauthorized activity 011 your 
accounts or if an unauthorized account has been opened in your name. 

You may also wish to place a fraud alert 011 your credit report. The fraud alert is a consumer statement 
that alerts creditors of possible fraudulent activity within your repmt as wen as requests tbat {hey contact 
you prior to establishing any accounts in your name. Once the fraud alert is added to your credit repo~ all 
creditors should contact you prior to establishing any account in your name. To p1ace a fraud alert on 
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your credit file, you may contact any of the consumer reporting agenci~s listed, above. Once the_ fraud 
alert has heen placed with one agency, a notificatiqn will be sent to tlw other two c(edit reffQrtjng agencies 
on your behalf 

Where Can I Go For More In:formation? 
If you want to leam more about payment card fraud and identity theft, visit the U.s. go-yernment'$ identity 
th'eft infOImation website, _http://\>v\·vw.consllmer.!:Iov/idlhell. You can also contacnhe Federal Tt'.1de 
Commission via phone at 1 "817-ID-THEFT (877-428-433S) or via mail to: 
Federa1 Trade Commission - Consumer Response Center 
6.0.0 Pennsylvania A venue, NW, Washington, DC 2058.0 

Is There Anything Else I Should Know'! 
Please know that the Hotel takes the se_curlty of your personal data, very serio,tlsly and j,s'C;Qmmitted to 
protecting your personal information. We maintain numerous safe~uards to 'protect your- irifotmiitibn, 
We are also taking steps to increase 'Our computer security furtber; Again,. we apolo~ize for this i.ncident. 

If you would like to discuss this further, please call us at 8-8'8-5-15-221"0 to speak to a spe_cially-trained 
Customer Care Agent. 

Sincerely, 

Jean-Francois Gatti 
General Manager 

Ad'ditiomil Int"ormation fo)' Residents of-Maryiand,: 

Maryland. residents may contact the 'Maryland Atfomey General's Office for more information about 
identity theft: 

Office of the AttQmey GeneraJ 
Cons9mer Protection Divisi'Ol1 
20.0 St. Paul Place 
Baltimore; MD212Q2 
1-888-743-.0.023 
www.oag.st-ate.md.-us 


