VIA EXPRESS DELIVERY

interContinental Hotels Group

February 15,2010

Three Ravinia Drive
Suite 100

The Honourable Janet T. Mills mtiﬁﬁﬁmm“ﬁﬂﬂg
Attorney General of the State of Maine ' o

6 State House Station

Augusta, ME 04333 -

Dear Madam:

I am writing to inform you of an incident involving payment card information that occurred at
the Willard InterContinental Hotel in Washington D.C.

On September 19, 2009, we detected malicious code on one of the computers that the Hotel uses
to process payments. The code captured credit card information during processing and
transmitted it to an unauthorized party. The malicious code was immediately removed and the
fraud teams at VISA, MasterCard, American Express and Discover notified.

We understand that the payment card issuers have notified affected card holders and replaced
those payment cards that were compromised. The card issuers continue to monitor the individual
accounts for any additional misuse. The Hotel also notified its guests and offered them an
identity theft protection product.

As required by the banks, we have also completed an independent Qualified Incident Response
Assessment (QIRA), remediated the systems and verified compliance with applicable PCI data
security requirements. The events have also been reported to the appropriate law enforcement
authorities. We are continuing to work with the payment card companies to resolve any issues
related to misuse of the intercepted cardholder information.

Please find attached a copy of the notification letter that the Hotel mailed in December 2009 to
the affected guests, of which 11 are residents of Maine. We would be happy to answer any
questions that you may have.

Yours very truly,

‘, CONSUMER PRGTECTION DiVISiGH
E\%Q«/ﬁﬂ RECEIVED
David. A. Hom FEB 1 2010

Vice President & Associate General Counsel
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WILLARD

INTERCONTINENTAL» Decomber, 2009

WASHINGTON DB.C.

Re: Yous eredit.card ending in XEEX (last 4 digits)

Dear (Nanre]:

We: wish to mf()rm y:au of an mc;{dent ﬂiﬁt may ham expased y{mr c1e

please. repert I‘E;lﬂ‘ﬂﬂﬂdmtﬂ].y to 'yourxfménma} mstltutmr-lv

‘What Should L Dg?

As always, you should continue to carefiilly review your eredit and debit eaid account statements and
alert your finaneial institution te any mappmpﬂate chiarges. Thisis the most important stepthat you-can
take to detect any unaunthorized use: of yaiir crcdxt ot debit card mumber.

If you detect any misuse of your payment card number, please teport it to your fitrneial institution or-call
us.at $88:515-2210 to speakto a specially-trained Customier Care Asent. We wili hielp you resolve any
issues caused by this incident,

[401 Pennsylvania Avenue NW Washington, BC 20004-1010 USA o .
Tel: +1(202) 628 9100 Fax: +1(202) 637 7326 washington@ihg.com www.iniércontinental.cam mﬁdxedm;js::




Will You Provide Credit Monitoring?
While Social Securzty numbers were not, compmmssed your security isiof'the greatest importaneeto us,
which is why we’ve chosen ProtectMyID.com™ to offer you oxe year of free identify theft protection.

ProtectVYTD.com fs part of Experian®, & leader in identity theft protection and & name you:can trust. We
bélisve that ProteetMylD, coit eai help yiou niitigate the patential effects of fliis data breach on your
financial assets and identity, This product will also protect your identity from oftior thiisars, even i those
threats are not @ resuft ofour ineidest.

To enroll, please visit vww.protectymyid.confeiiroll and use the activition code ik 0 activate.
your firee identity theft protection. You st envoll by Mareh 31,2010.

Pr otectMy]D momtors aud protects yeur wfal perso a] mj(rrmanen \_\;t_h,.

Ly i
knowladgeable agents who wﬂ i lp mve gt g’tte 1dezmty thoht ks,
Lost Wallet Protection: I your wallet is lost of stolen; EXperlan will helpsioi notty your
creditors to get newr cards.

C O o g

Onece eprotied, if you suspect your identity has been compromised, esll ProfestMyID.com’s Fraud
Resalition Agetitsat 1-§77-441-6943 i mmedlate]}g so they can work with you to fesaive the situation.
Youw'll be assigned a dedicated agent fo work with you in addressing your concerns.

Sheald I Do Anything Else?

Altheugh your Social Securify nuniber was not exposed; it’s generally good practice to.check your
consumer reports annually. Youmay obtain a freecopy of your creditrepart olice every 12 months fiom.
each of the nationwide consumer reporting:ageneies by visiting htip:/wwwarmualereditreport.com or by
contacting the copsumer reporting agencies at:

Equifax Experian, TransUnion

{800y 685-1111 (883):397:3742 (300) 916-8800

P.O. Box 740241 P.0. Box 9532 P.O. Box 6790

Atlanta, GA 30374-0241 Allgn, TX 75013 Fullerton, CA 92834-6790
www.eruifax.com WWW.EXDEHAN,Com VAW NSRS, c0m;

We dlso recotiimend that you carefully review all your othér finasicial account statemients dirting the next:
24 months to make certain there have been no unauthorized transactions niade or new accovnts operied iri
vour name. Contact your financial institutions immediately if there is imatthotized activity on ydur
accounts or if an unauthorized account has been opened in your name.

Youmay also wish to place a fraud alert on your credit report. The fraud afext is a consutner statement
that alerts creditors of possible fraudulent activity within your report as well as requests that they contact
you prior to establishing any accounts in your name. Onee the fraud alert is added to your eredit report, all
creditors should contact you prior to establishing any account in your name. To place a fraud alert on




your credit file; you may contact any of the sonsumer reportirig agengiss listed above, Ofice the fiaiid
alert has been placed with one.agency, a notification will be sent to the gthier two credit reporting agencies
on your behalf.

Wiiere Can I Go For More Information?

If you want to leamn more about payment-card fraud and identity theft, visit the U.S. goverament’s identity
theft inforntation website; https//wwiw.cansumer.env/idihell. You can alse contact the Federal Trade.
Comniission via phone al 1-877-ID-THEFT (877-428-4338) or via mail to:

Federal Trade Commission -~ Consunser Response Center

600 Pennsylvania Avenue, NW, Washington, DC 20580

Is There Anything Else I Should Know?

Please know that the Hotel takes the seourity of your personal data very seriously andis gominitted 16
protecting your personal information. We maintain nunyerous safeguards toprofect your information,
We arealso taking steps (o increase our computer security further. Again, we apologize for this incident.

If you would [ike to discuss this further, please call us at 388-515-2210 to speak to. 3 speeially-trained
Custonier Carg Agent,

Sincerely,

General Manager

Additional Indornration for Residents of Maryland:

Marytand residents may contact the Maryland Atforney General’s Office for more information about
identity theft;

Office of the Atfomey General
Consumer Protection Division
200 §t. Paul Place

Baltimore; MD:2]202
1-888-743-0023
www.oag.state.md.us




