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May 20, 2010

The Honorable Janet T. Mills
6 State House Station
Augusta, ME 04333

Fax: (207) 287-3145

Dear Madame Attorney General,

We are writing to inform you about & security incident we have discovered that
may impact the credit card information of residents of your state or jurisdiction.
Collection: Technology Inc. (CTi) is a national debt recovery agency that provides a
variety of debt recovery setvices and solutions for our clients, including collecting on
student loans on behalf of the US Department of Education.

On or about April 20, 2010, CTi learned that our formier employee was accessing
CTi electroriic files and viewing credit card authorization forms that were received by
CTi from borrowers or someone affiliated with a borrower. These authorization forms
contained the individual's riame, address, credit card number and expiration date. The
erployee used the credit card information to make unauthorized paymients on other
defaulted loans handled by CTi. The payments were in the amount of $5.00 or $10.00.
We have identified 12 credit card numbers that were used to niake payment on other
loans. The total known impact at this point is $80.00. We are working with our payment:
processor, pay.gov, to refund the money to the credit card accounts of those individuals.
In an dbundance of caution, we have also identified all credit cardholders that forwarded
third party credit card authorization forms to CTi that could have been accessed by the
former CTi employee. Our current estimate is that the credit card information of
approximately 2 individuals in youir state or jurisdiction was included in the electronic
files containing these authorization forms.

We take very seriously our responsibility to protect the privacy of all borrower
information. Upon learning of this incident, we inunediately locked down the electronic
files, segimented the correspondence folders that contain payment authorization and
tightened our access and payment authorization procedures to ensure that there are no

- future opportunities for unauthorized access to private credit card information.

~* Inerder to protect any affected individuals we have hired Debix, Inc. to offer
credit protection services for one year to all impacted individuals, and to manage a
dedicated call center to quickly address any guestions or concerns of those affected.
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The affected individuals residing in your state or jurisdiction will be sent one of
the two attached written notification letters (and state specific attachment) on May 20™
depending on whether we have confirmed the use of their credit card by our former
emiployee, or their information was included in the file accessible to him.

We have also notified the US Department of Education, the US General Services
Administration and the Office of Inspector General for both of those agencies, as well as
the Treasury Department and pay.gov. We have contacted local police in Monterey Park,
California and will work with the OIG's to determine if additional law enforcement action
is needed.

If vour have any questions regarding this incident, plesse contact me at 800-743-
4284, ext. 1400 or cvandellen@collectiontechnology.com.

Thank you

Chris Van Dellen

President

Collection Technology, Inc.
1200 Cotporate Center Drive, Suite 325
Monterey Park, CA 91754

(800) 743-4284 Ext. 1400 (office)
(323) 446-0646 (fax)
cvandellen@collectiontechnolo
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<Month Year>

<Borrower/Third Party First Name> <Borrower/Third Party Last Narne>
<Address [> |

<Address 2>

<Address 3>

<City Name>, <State> <Zip Code>

Dear <First Name> <Last Name>:

Collection Technology Inc. (CTi) is a national debt recovery agency that provides a
variety of debt recovery services and solutions for our clients, including collecting on student
lozns on behalf of the US Department of Education. We are writing to inform vou about a recent
incident involving one of our emiployees.

On or about April 20, 2610, CTi leamed that our former employee was accessing CTi
¢lectronic files and viewing credit card authorization forms that were received by CTi from you
as a borrower or someone affiliated with a borrower. The authorization form ¢ontained your
name, address, credit card number and expiration date. This employee used the credit card
numbers to make unauthotized payments in the amount of $5.00 or $10.00 on other defaulted
Ioans handled by CTi. While we have not identified any instances where your credit card was
used to make an unauthorized payroent, in an abundance of caution, we are notifying everyone
whose credit card information was contained in the electronic files that conld have beexi accessed
by the forrer CTi emiployee. We are informing you of this incident to allow you to take
whatever action you deem necessary to protect yourself and your credit card account, including
contacting the bank that issued your credlt card and changing your credit card mnnber or
moxitoring future transactions.

To help safeguard you from misuse of your personal information, we have arranged for
you to receive 12 months of identity protection undey the Debix Identity Protection
Network at o cost to you. From the date that you set up your account, Debix will enroll you in
OnCall Credit Monitoring™ and you will receive OnCall Credit alerts regarding changes in your
credit file. Using your phone, you can review and verity these credit alefts and the Debix on-call
investigators are there to assist you in the event that you suspect fraud. This service also includes
a $1,000,000 Identity Theft Insurance Policy, and 12 months enrollment in Debix Fraud
Resolution Services, 1f needed, to assist you in restoring your credit file.
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Debix has a simple Internet-based verification and enroliment process. To sign up, go to
http:/Awww.debix.com/safé. You will need to provide the activation code that is listed at the top
of this page. Onee you have entered your activation code, click on “Sign up now” on the right
gide of the page and follow the web site’s instrictions. Please note that if you enroll online, part
of the sign-up process may include receiving a phone call from Debix soon after you initiate the
registration process. You have 90 days from the receipt of this letter to register.

Alternatively, if you do not wishi to régister over the intetnet, or have questions regarding
this incident, we have setup a special hotline at 877-979-2595. For those wishing to register via
the U.S. Postal Service, we hiave included a mail-in registration form. This service will be valid
for one year from the date yon register for it.

We take our responsibility to protect borrower data seriously and are therefore notifying
you about this incident. We sincerely apologize for this situation. Please be assured that we have
investigated the issue, secured the electronic files, and tightened our access and authorization
procediires to ensure that there are no future opportunities for unsuthorized access to private
credit card information. We have notified the Moriterey Park police department and will be
notifying the Inspectors General for the federal agenicies that assigned these accourits to CTi.

We value our clients, arid their borrowers, and the trust they have placed in us. We
remain comsnitted to ensuring the safety and security of your data. If you have any concerns or
questions about this matter, please call us at (300) 743-4284 Ext. 1400.

Sincerely,

Chris Van Dellen

President ,

Collection Technology, Inc.

1200 Corporaie Center Drive, Suite 325
Monterey Park, CA 91754

(800) 7434284 Ext. 1400 (office)
(323) 446-0646 (fax)
cvandellen@collectiontechnology.cormn
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k. identity Protection Notwiork

Complirventary Debix Identity Protection

Activation Code: <<12345678»>
Signup Link: https://wwiv.debix.com/fsafe
Register by Phone: 877-979-2595

To help safeguard you fror misuse of your personal information, we have arranged for you to receive 12 months
of identity protection under the Debix Identity Protection Network at nio cost to you. From the date that you set
up your account; Debix will enrolt you i OnC3lt Credit Monitoring and you will réceive credit alerts regarding
chiariges in your credit file.

Using your phonie, you can review and verify these credit alérts and the Debix OnCall Investigators aré there to
assist you in the event thiat you suspect fraud. This service alse includes a $1,000,000 Ideritity Theft Insurance
polity, and 12 months of enrollment in Debix Fraud Resoiution Services, if needed, to assist you in restoring your
credit ﬁfE-‘_

To sign up, go to http://wwnk debix.com/safe. Debix hias a simplé Internet-based verification and enrollment
pracess. You will need to provide the dctivation code that is listed at the top of this page. Once you have entered
your activation code, click on “Sign-up now"” on the right side of the page and follow the web site’s instructions.
Please note that If you enroll donlite, part of the SIEN-Up process may include receiving a phone call from Debix
soon after you initiate the registration. You have 90 days from thé receipt of this letter to register and this sérvice
will be valid for ene year from the date you register.

DEBIX PROTECTION INCLUDES:

«  OnCall Credit Alerts ~ You will receive actionhable OnCall
Credit alérts immmediately by phiorie when there are
chianges i your credit file.

=« OnCall investigation Tesm — Live OnCall investigators
assist yoi whign an attack occurs and help file cases SACAN Tl Rlaets  DRCAR Ivedtigativn
with [aw enforcement.

s  OnCall Attsick Reports — Allow the sponsor
organization providing Debix protection to know if
exposed or stolen data is being used by identity thieves

= $1 Million Insiurance ~ Comprehensive identity
restaration and $1 million in identity theft insurarice
coverage to correct fraud and pretect your good name.

OnCalt Atemch Keports  §1Mitlion Insurasce

HOW TO ENROILL:

Fir onie year of free Debix ldentity Protection, you may sign up online at www.debix.com/fsafé, or you can call is
tol-free at 877-979-2595. Fhone registrations are available Monday through Saturday, 9am to Spm, central -
time.

g8s-Debixie

www.debix.com 900 Congrass Avenus, Suits 402 Austin, Taxas 78701
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State Specific Notification Reguirements

If you reside in Hawaii, lowa, Maryland, Michigan, Missouri, North Carolina;
Oregon, Vermont, Virginia, West Virginia, or Wyoming:

Itis required by your state laws to inform you that you may obtain a copy of your credit report, free of
charge, whether or not you suspect any unauthorized activity on your atcount, it is recormmended by state
law that you remain vigilant for incidents of fraud and identity theft by reviewing credit card account
statemeiits and mionitoring your credit report for unauthorized activity. You riay obtaiiy a frée copy of your
¢redit report by contacting any one or more of the following nationial consumer reporting agencies:

Equitfax Experian TransUnion

P.0. Box 740241 P.0. Box 2104 P.0. Box 6790

Atlznta, Gaorgia 30348 Allen, TX 78013 Fullerton, CA 92834-8750
1-800-685-1111 1-888.397-3742 1-800-660-7289

wing e uifaix. com wWww.experian. cor WA trarisunion. com

i you reside in lowa:

State Iaw advises that if you suspect identity theft, you should repart it o law enforceiient or % the Attbrnay
General.

If you reside in Maryland: |

You are entitied 1o receive the coritéct infornztion for the nativonal conguimer reporting agericies:

Equifax Expetian Translinion

P.0. Box 740241 P.O. Box 2104 P.O. Box 6790

Atlanta, Georgia 30348 Alter, TX 75013 Fullerton, CA 92834-6790
1-800-685-1111 1-BEB-397-3742 1-8G0-680-7289

www, equifax. com WwWWw experian. com WWW transunion.corm

Alsti, you ean obtain information fram the Maryland Office of the Atiorney General and the Federal Trade
Comnrissiori about steps you can take to avoid identity thefl,

H'ary’la’hd Gffice of the' Attorney Ganeral Fi!dé!"al Trade Commission
Corrsumer Protection Division Consumer Response Center

200 5t. Paul Place 800 Pennsylvania Avenue, NWW
Balfimore, MD 21202 Wa‘?ahin'glqn, DC 20580
1-888-743-0023 1-B77-IDTHEFT (438-4338)

www.cag. state. mid.ts www.fic.qov/bopled uWmicrositestidihefty

H you reside in Massachusetis or West Virgihia:

it is required by your state laws that you are informed of your right 10 obtain a pofice report if you are a victirm
of idenfity the't. Yo also have the right fo place a secrity freere on your credit report. A security freeze is
intended to preverit credi, logns and services from beirig approved in your name without your édheent;
however, using & secirity fiéeze miay délay yoor ability to obtain credit.

To place a security freeze on your Gredit réport, you riged fo seihd 2 fequest to a consumer répoiting agercy
by certified mail, overnight mail, or regular stamped mai, The fellowing information must be included whien
reguesting a security freeze (note that if you are requesting a credit report for your spouise, this information
must be provided for himfher as well): (1) fult name, with middle initial and any suffixes; (2) Social Security
number: (3} date of birth; (4) current address and any previous addresses for the past five years; and (5) any
applicabite incident report or complaint with 2 law enforcement agency or the Registry of Motor Vehicles. The
request must algo include a copy of a government-issued identification card and a copy of a recent utility bill
or bank or ingurance statement. [t iz eszential that each copy be legible, display your name and current
mailing address, and thé date of igsue. The consumer repuoitifig agency imay charge a fee of up 10 $5.00 to
place a freeze or it of reimove a freeze. unless you are a victim of !dBI"le theft or the spouse of a victim of
identity theft, and you have submifted a valid police report relating to the jdentity theft inciderit to the
consumer repoiting agency.

You also have the right to place a fraud alert on your credit report. Fraud alerts can help prevent an identity
thief from opening any more accounts in your neme. Contact the toll-free fraud number of any of the thiee
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consumer reporfing. companies below 16 place o fraud atert on your credit report. You only need to conitact
one of the thrée companies to place an dlert. The company you call is required to contact the other two,
which will place an alért on their vérsions of your report, too.

Once you place the fraud alert in your file, you're enilitied ta order free copies of yoiir credit feports, and, if
Yoii azk, onlv the last four digits of your SSN will appear on your credit reports. Once you get your credit
reports, review them careflully. Look for inquiries from companies you haver't contatted, accounts you didn't
open, and debls orn your actounts that you can't explain. Check that information, like your SSN, address{es),
name or initialg, and employers are cotrsct. If you find fraudulent of inaccurate information, get it remcved,
Continue to check your credit reports periodically, especially for the first year after you discover the identity
theft, to meke sure o new fraudulent agtivity has ocoufred.

Equiifax Experian TrinsUfiion

P.0. Box 740241 P.O. Box 2104 P.O. Box 6790

-Allarita, Georgia 30348 Allen, TX 76013 Fullerton, CA 92834-6790
1-B00-685-1111 1-888-397-3742 1-800-880-7269

www . equifax.com WWW. experian.com WWW_transunion.com

If you reside in Oregon: o
State kaw advises that if you suspeét idertity theft, vou stiould repoit it to law enforcement, and the Federsl
Trade Commission.



[ Rl AV N A O o P S o 2 8 ) _ P e I‘Ulﬂ'@b/ﬂﬂl; !?"“'_Cﬁ'.!d

e praadig mnovitive selutions g prepel yawr portio vo sugerier results.

<Month Year>

<Borrower/Third Party First Name> <Bomrower/Third Party Last Naine>
<Address 1>

<Addregs 2>

<Address 3>

<City Name>, <State> <Zip Code>

Dear <First Name> <Last Name=>:

Collection Technology Inc. (CTY) is a national debtrecovery agency thiat provides a
varicty of debt recovery services and solutions for our clients, including collecting on student
loans on behalf of the US Department of Education. We are writing to inform you about a recent
incident imnvolving one of our employees.

On or about April 20, 2010, CT1 learned that our former employee was accessing CT1
electronic files and viewing credit card authorization forims that were received by CTI from you
as 2 borrower or someong affiliated with a borrower, These authorization forms contained your
name, address, credit card numbey and expiration date. This employee nsed your credit card to
make an unauthorized payment on other defaulted loans handled by CTL The payments were in
the amount of $5.00 or $10.00. We are working with our payment processor, pay.gov, to refund
this money 1o your credit card. However, we also wanted to iform you of this incidént 10 allow
you to take whatever action you deem necessary to protect yourself and your credit card account,
including contacting the bank that issued your credit card and changing your credit card number
or monitoring future trafsactions.

To help saféguard you from misuse of your personal iriformation, we have arranged for
you to receive 12 months of identity protection under the Debix Identity Protection
Network at no cost to yeu. From the date that you set up your account, Debix will enroll you in
OnCall Credit Monitoring™ and you will receive OnCall Credit alerts regarding changes in your
credit file. Using your phone, you can réview and verity these credit alerts and the Debix ori-call
irivestigators are there to assist you in the event that you suspect fraud. This service also includes
a $1,000,000 Identity Theft Insurance Policy, and 12 months enroltment in Debix Fraud
Resolution Services, if needed, to assist you in restoring your credit file.

Debix has a simple Internet-based verification and enrollment process. To sign up, go to
http://www.debix_com/safe. You will need to provide the activation code that is listed at the top
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of this page. Onice you have entered your activation code, click on “Sign up now” on the right

side of the page and follow the web site’s instriictions. Please note that if you entoll online, part
of the sign-up process may include receiving a phone call from Debix soon after you initiate the
registration process. You have 90 days from the receipt of this letter to register. ' '

Alternatively, if you do not wish to register over the internet, or have questions regarding
this incident, we have setup g special hotline at 877-979-2595. For those wishing to register via
the U.S. Postal Service; we have meluded a mail-in registration form. This service will be valid
for one year from the date you register for it.

We take our responsibility to protect borrower data seriougly and are therefore notifying
you about this incident. We sincerely apologize for this situation. Please be assured that we have
investigated the issue, secured the electronic files, and tightened our access and authorization
procedures to ensure that there are no future opportunities for unauthorized access to private
credit card information. We have notified the Monterey Park police departmient and will be
notifying the Inspectors General for the federal agencies that assigned these accouints to CTI.

We value our clients, and their borrowers, and the trust they have placed in us. We
remdin committed to ensuring the safety and security of your data. If you have any concerms or
questions about this matter, please call us at (800) 743-4284 Ex. 1400.

Sincerely,

Clitis Van Dellen

President

Collection Techmiology, Inc.

1200 Corporate Ceniter Drive, Suite 325
Monterey Park, CA 91754

(800) 743-4284 Ext. 1400 (office)
(323) 446-0646 (fax)
cvandellen@collectiontechnology.com
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D Em Ideiitity Protaciion Netwodk

Complimentary Debix Identity Protéction

Activation Code: <<12345678>>
Signup Link: https://aww.debix.com/safe
Register by Phone: 877-979-2595

~ To help safeguard you frorm misuse of your personal infermation, wé have arranged for you to receive 12 months
of identity protection under the Dikix Identity Protection Network at no cost to you. From the date that ybu sét
tp your accourit, Debix will enreli you In OnCall Credit Moritoring and you will receive credit alerts regarding
changes in your credit file.

Using your phoone, you tan review and verify thiese credit alerts and the Debix D.F\Call [nvestigators are thére to
assist you it the event that you suspect fraud. This servite also incluties a $1,000,000 Identity Theft Insurance
Policy, and 12 munths of enrdlimert in Debix Fraud Resclution Services, if needed, to assist you in restoring your
credit file.

To sign up, go to http://wane.debix.com/safe. Debix has a simple Internet-based verification and enrcllmerit
process. You will need to provide thé activation code that is listed at the top of this page. Once you have eritered
your activation cade, dlick on “Sign-up now” ori the right side of the page ant! fellow the web site’s instructians.
Flease note that if you enroll online, part of the sign=up process may include receiving a phone call frory Debix
soon after you initiate the registration. Yoo have 90 days from the receipt of this letter to register and this service
will be valid for one yedr from the date you register.

DEBIX PROTECTION INCLUDES:

«  Oncall Credit Alerts —~ You will receive actionable OnCall '
Credit alerts immediately by phohe when there are (( B ))
chignges in your credit fite.

« OnCall Investigation Team — Live OnCall investigators
assist you when an attack occurs and help file cases GRCACredlt et DCe vesibgutivn
with lawr enforcement.

» OnCall Attack Reports - Allow the sponsor
arganization providing Debix protection to know if
exposed or stolen data is being used by identity thieves

» 51 Mmillion Insurance — Comprehensive identity
resteration and 51 million [h identity theft insurance
coverage to correct fraud and protect your good name.

Onlnlt Aitack Reports  §1 Million Inpurance

HOW TC ENROLL:

For one year of free Debix Identity Protection, you may sign tp online at warw debix.com/safe, or you can call us
toll-free at 877-979-2595. Phone registrations are available Monday through Saturday, 9am to Spm, central
fime.

g7¢ &85-Debhixhe

800 Congress Avenue, Suite 402 Austim, Texas

www.debix.com _
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State Specific Notification Requirements

If you reside in Hawaii, lowa, Maryland, Michigan, Missouri, North Carolina,
Oregon, Vermont, Virginia, West Virginia, or Wyoming:

It is required by your staie lews to inform you that you may obtain a copy of your credit repoft, freg of
charge, whethier or not you sugpect any unauthorized activity on yoor acéount. I is restmmendsd By state
kaw that you rermain vigilant for incidents of fraud and identity theft by reviewing credif card aceouiit
statemnents afid rmenitoring yeur credit report for unauthofized activity. You fay obtain a free copy of your
credit report by contacting any one or more of the following nutional consumier reporting agencies:

Equifax Experiari TransUnion

P.O. Box 740241 P.O. Box 2104 P.O. Box 6790 _
Atiantz, Georgia 30348 Allen, TX 75013 Fiillerton, CA 9783467590
1-800-685-1111 1-888-387-3742 1-800-680-7289

winw. equifax.com wWww experian. com W, lransunicn.com

If you reside in lowa:
State jaw advises that if you suspedt identity theft, vou should report it to law erforgement or to the Aftortiey
General.

if you reside in Maryland:
Yo are entitied to receive the contact mformatlon for the riational consumer repoHing agencies:

Equifax _ Experian TransUnion

P.0. Box 740281 P.O. Box 2104 P.0. Box 6790

Atlanta, Georgia 30348 Allen, TX 75012 Fullerton, CA 92834-6790
1-800-685-1111 1-388-397 3742 1-B00D-680-7289
vinkew.eguifax.com www.exgerian coim WA IFBNSuNion. com

Also, you can obtain information from the Marytarid Office of the Attérnéy General and the Federal Trade
Commission about steps you can take to svoid identity theft.

Marylanid Office of thie Attomw General Federal Trade Commission
Corisumer Pratection Division Consurmer Responge Center

200 5t. Paul Place 600 Pennsylvania Avenue, NW
Baltimore, MD 21202 Washington, DC 20560
1-888-743-0023 1-877-IDTHEFT (438-4338)
www.oag.state. md.us whn, fic gov/bepfedu/micrositesy/idtheft/

If you reside in Massachusetts or West Virginia:

It is-required by your state laws that you are informed. of your right to obtain a police report if you are & victim
of identity theft. You also have the right to place a security freeze on your credit report. A security freeze is
interided to prevent credit, loans anid senvices from being approved in your narne without your consent;
howewér, using & Security freeze may delay your ability te obtgin credut k
To place a security freeze on your credit reéport, you need to send a request te a consumer reporling agency
by certified miail, overnight mail, ar regular stamped mail. The following infermation must be included when
requesting a security freeze (nate that if you are requiesting a credit repert for your spouse, this informaticn
must be provided for hinvher as well): (1} full name, with middle initial and any suffixes; (2) Social Security
number: (3} daté of birth; (4) current address and any previous addresses for the past five years; and (5) any
applicable incident repoit or complaint with a law enforcement agency or the Registry of Motor Vehicles. The
request must also include a copy of a government-issued identification card and @ copy of a recent utility bill
or bank or insurance statémenit. It is essential that each copy be legible, display your name and current
mailing address, and the date of issie. The consumer reporting adency may charge a fee of up to $5.00 o
place a freeze of iRt or remove a fréeze, uniess you are a victim of identity thieft o thie spouse 6f 4 victim of
identity theft, and you have subimitted » valid policé report relating to the idenlity theft ingident ta the
cornsumer reporting agency.

You also have the right to place a fraud alert on your credit report. Fraod alerts ezin hielp prevent an ideritity
thief from opening any more accourts in vour name. Contact the toll-free fraiud number of any of the three
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Gonsumer repurhng ¢otnpanigs below to place a fravd afert on your credit report. You orily need to contact
‘one of the three compariies to place an alert. The company you call is required 1 contact the otfier two,
“wihich will place an alert on their versions of your repott, toa.

Onece youi place the ffaud alért in your file, youre entifled 1o order free copies of your credit reports; and, if
yaiti sisk, only the last four digits of your SSN will appear on yoiur credit reports. Once you get your credit
reports, review them carefully. Lok fér ingiuities from companiés you haven't contacted, accounts you didrt
open, and debls on your accounts that you can't explain. Check that information, fike your SSN, address(es),

_ name or initials, and employers are correct. f you find fraudulent or inaccurate information, get it rempved,
Continue to check your credit reports penudlcslly especially for the first year after you discover the identity
theft, to make suré no new fraodulént sctivity has vecurred,

Equifax ‘ Experian TransUnicn
P.O. Box 740241 T P.O.Box 2104 P.O. Box 6790
Aflanta, Georgia 30348 Alien, TX 75013 Fullertor, CA 92834-8790

1-800-685-1111 1-888-397 3742 1-B00-680-7289
www.equifax.coth experian. con www.iransunien.com

If you reside in Oregon:
State law advises that if you suspect identity thieft, you should report it fo law enforcerivent, and the Federsat
Trade Commigsion.



