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PRIVILEGED & CONFIDENTIAL

Jason R. Cong, Senior Vice President
Chief Compliance Dfficer

September 14, 2010
Vla Fagsimjle (410-576-6566)
Office of the Attorney General

200 St Paul Place
Baltimore, MD 21202

To Whom It May Concarn:

In accordance with Md, Code Ann, § 14-3504, | am writihg to provide you with nelification regarding
the nature and circurmstances of a recent data security incldent.

On September 1. 2010, Kinetic Concepts, Inc. ("KCI") hecame aware of an incident involving an email
attachment that inadvaniently was distributed to KC| employees. The attachment contained personal
information of certain KCI emplayees, such as name, address, date of birth and Social Security
number. While the persanal information was accessed by some KC) employees, we are not aware at
tnig time of any identity theft resuiting from this incident,

Approximately 59 KCl emplayees who may be affected by this incident reside in Maryland.
Attached for your reference is g copy of the notice KCl is egnding to affected individuals. I you have
any questions, please do not hesitate to contact me at (210) 255-5248.

"Vely truly yours,

Enclosure

~45808.000007 EMF_US 32478120v3
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b Avn; Coppriance Deporement
Kinatie Concepts, (Inp,
8023 Vanmg)n , Suite 1200
Sun Anttalo, Texss 78230

September 14, 2010

99 99 6999 A ATTTOYYS.
John Q Sample

123 Anywhere Street
Anytown, US 12345-6789

IGIT 123

'ul"llll'll"H'lllllllu"nlm"u'lll.ull'ulnln’dlu'

Dear Mr. Joln Q Sample,

We recently became aware of an incident involving an email attachment that inadvertently was
distributed to employees of Kinetic Concepts, Ine. (“KCI”). The attachment contained personal

information of certain KCI emp

oyees, guch as name, address, date of birth and Social Security numbar,

While the personal information fva,s accessed by some KCI employees, we are naot aware at this time of

any identity theft resulting from
attachment from our servers.

We regret that this incident may

this incident. We have taken steps to delete the relevant email and the

affect you. We take our abligation to safeguard employes personal

information very seriously and, therefore, we are alerting you so you can take steps to protect yourself.
We encovrage you to remain vi{gilant and regularly review and monitor your credit reports. The

attached Reference Guide provi

You ate eniitled under U.S. law|

des details on these and other steps you may wish to consider.

to one free credit report annually from each of the three naticnal credit

bureaus. To order your free credit report, call toll-free at (877) 322-8228 or visit

www.annualcreditreport.com.

To further assist you, we recommend that you register for identity protection under the Debix Tdentity
Protection Netwark, which we have arranged to provide for one year at no charge to you. The attached
Reference Guide provides information on how you oan register and recorumendations by the U.S.

Federal Trade Commission on how to further protect yourself against identity theft. You also may want

to place a fraud alert or securit

freeze on your credit file,

We hope this information is useful to you, If you would like to speak with us, please call our dedicated
KCl/Debix hotline toll-free at (877) 437-4006, Monday through Saturday, between 9 a.m, CST to 5 p.m.

CsT.

Again, we regret any inconvenience this may cause you.

Sincerely,

DN

Jason B, Cone
Chief Compliance Officer

re3
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Reference Guide

We encowage individuals receiving Kinetic Concepts, Lne.’s letter dated September 14, 2010 to

take the following steps;

0 Yo . Free
www.anhualcreditreport.cor
Report Request Form on th

t _Report To order your free credit report, wvisit
n, call toll-free at (877) 322-R228, or complete the Annual Credit
e U.S. Federal Ttade Commission’s (“FTC™) website at www.fic.gov

and mail it to Annual Credit
The three credit bureaus p
mumber or request form,

When you Teceive your crg
Look in the “inguiries” sec
Some companies bill under

Report Request Service, P.O. Box 105281, Atlauts, GA 30348-5281,
rovide free mnual credit reports only through the website, toll-free

dit report, review it carefully, Look for accounts you did not open.
tion. for names of creditors from whom you haven’t requested credit.
names other than their store or commercial names. The credit buresn

will be able ta tell you when that ig the case. Look in the “personel information™ section for any
{ngccuracies in your .infom{lation (such as home addrese and Social Security number). If you gee
anything you do not understand, call the credit bureau at the telephone mumber on the repott,
Ermors in this information may be & warning sign of possible identity theft. You should notify the
credit bureaus of any inageuracies in your report, whether due to ewor or fraud, as soon as
possible so the information|can be investigated and, if found to be in error, corvected, If there are
accounts or charges you did not authovize, immeadistely notify the appropriate credit bureau by
telephone and in writing. ‘ :

If you find items you don’¢ undetstand on your report, call the credit bureaus at the number given
on the report, Credit bureay staff will review your repott with you. If the information can’t be
explained, then you will need to call the creditors involved. Information that can’t be explained
also shounld be reported to] your local police or sheriff’s office because it may sigual criminal
activity, |

Register for Credit Monitori To help safeguard you from misuse of your personal
information, we recommend that you register hefora December 31, 2010 for identity protection
undet the Debix Identity Proizction Network, which we have arcanged to provide for one year at

no charge to you, Debix has indicated thar its service includes:
¢ QnCall Credic Alert J - You will receive actionable OnCall Credit Alerts by phone when
there are changes in your credit file,
* OnCall Investiggtion Team — Live OnCall Investigators will assist you if an issue occurs
related to the XCI imridant, and will help file cases with law enforcement.
s OnCal k Reports — This allows KCI to know if data is being used by identity thieves.
Million, Insurance ~ This setvice inciudes coriprehensive identity restoration and $1

million in identity theft insurance coverage to corract frand.

From the date that you sef up your account, Debix will enrall you in OnCall Credit Monitoring™
and you will receive OnCall Credit Alerts regarding changes in your credit file. Using your
phone, you can review angd verify these credit alerts end the Debix OnCall Investigators are there
to asgist you in the event trat vou sugpact frand,

This service also includes $1,000,000 of identity theft insnrance coverage, and one year of
enrollment in Debix Fraud Resohtion Services, if naeded, to agsist you in restoring your cradit

(AN AR
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file. You have until December 31, 2010 to register, and this service will be valid for one year

from the date you register.
How to Epzoll, Debix has

up, go to www.debix.com
below. Once you have ent
the page and follow the we
and cannot be used multip

gsimple Internet-hased verification and enxollment process, To sign
keil. You will need to provide the activation code that is listed
red your activation code, click on “Sign up now” on the right gide of
bsite’s instructions. Activation codes are specific to each individval
¢ imes. Please note that, if you enroll online, part of the sign-up

process may include receiving a phone call from Debix soon afier you initiate the registration
process. You have until De[:ember 31, 2010 to register.

Complime

Activation Code: 99999999
Signup Link:  www.debix.com/keil
Priori[ Hotline: (877) 4374006

.
Tebix Identity Protection

- ———

If you prefer to register by(phone, or if you have questi.oné regarding the KCI incident, we have
set Up a special asgistance cﬁall conter staffed with frand specialists.” Representatives are available
by calling (877) 437-4006 tpll-free Monday through Saturday, 9 a.m, CST to 5 p.m, C5T.

Contact the U.8. Federal| Trade Commiggion. If you detect any unawthorized transactions in

your financial account, promptly notify your payment card company or financial institution, If
you detect any incident of [ideniity theft or frand, promptly report the incident to your local law
enforcement authorities, your stats Attorney General and the FTC. If you believe your identity
has been stolen, the FTC recormmends that you take these additional steps:

e Close the accounts
opened  frandule

tly.

that you bave confirmed or believe have been tampered with or
Use the FTC's ID Theft Affidavit (available at

www.ftc.gov/idtheft) when you dispute new unauthonzed accounts,

* File 2 local policé

report. Obtain & copy of the police report and submit it to your

creditors and any others that may require proof of the identity theft crime,

You can contact the FTC to learn more about how o protect yourself from becoming 2 victim of

identity theft;

Federal Trade Commission
Consumer Response Center

600 Pennsylvania Avenue, NW

Washington, DC 20580

1-877-IDTHEFT (438-43%)

www.fie.gov/idtheft/

Place g Frand Alert on
consider placing a frand
possibility of an identity
checks the credit history
applicant may be the vic
verify the identity of the
any one of the toll-free fix
system that allows you 1o

Your Credit File. To protect yourself from possible identity thefi,
nlert on your eredit file. A frand alert helps protect you against the
thief opening new credit accounts in your name. When a merchant
of someons applying for credit, the merchant gets a notice that the
im of jdentity theft. The alert notifies the merchant to take steps to

gpplicant. You can place 2 fraud alert on your credit report by calling

aud numbers provided below. Youn will reach an automated telephone
flag your file with a frand alert at all three credit bureaus.

NO. 343

pes
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Equifax P.0, Bok 740241 877478-7625  www.equifax.com
Atlanta, Georgia 30374-0241 -
Experian P.O, Bok 9532 888-397-3742 WWW.eXperian.com
Allen, ‘Ijexas 75013 . ‘
TreansUnion Fraud Victim Assigtance Division  800-680-7289 WWW.transunion,com

P.0. Box 6750
Fullertofn, California 92834-6790

Place 3 Security Freeze ol, our Crodit File. You may wish to place a “security fresze” (also
kmown as a “credit fmeze"j on your credit file. A security freeze is desigmed to prevent potential
creditors from accessing your credit filo at the credit bureaus without your consent. There may be

fees for placing, lifting, an

dfor removing a security freeze, which generally range from $5-$20

peraction. Unltke o fraud alery, you must place a securily freeze on your credit file at each credit

bureau individually. Since

the instructions for establishing a secutity freeze differ from stats to

state, please contact the thrfe national credit bureaus to find out more information,

Equifax P.O. Bax 105788 B77-478-7625  www.equifax.com
Atlantal Georgia 30348
Experian P.O, Box 9554 B88-307-3742  www.experan.com
Allen, Toxas 75013
TransUnion Fraud \Licﬁm Asgistance Division 2R8.009-8872  www.ransunion.com
P.O. Box 6790 _
Fullerton, California 92834
The credit bureans may require proper identification prior to honoring your request. For example,
you tmay be asked to provigde;

v Your full name with
» Your Social Securt
Your date of birth

iddle initial and genevation (such as Jr,, Sr., II, 1TI)
number

¢ Proof of your eurrent residential address (such as a current utility bill)
» Addresses where yod have lived over the past five years

military ID card)

For Magsachusetts
freezs on your account, al
your request. There is g
provide the credit bureans

Alegible copy of a ‘Tovemment-issued identification card (such as a state driver’s license or

esidents, The credit bureavs may charga you a fee of up to §5 to place a

d way require that you provide proper identification prior to honering
o charge, however, to place, lift or remove a security freeze if you
with a valid police report. You have the right to obtain a police report

if you are the victim of identity theft.

For North Carclina

idents. You can obtain information from the North Carolina Attorney

General's Office abowt preventing identity theft. You can cortact the Noxth Carolina Atierney

General at:

P86
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North Carolina Aitomey Ge
900} Mail Service Center

§77-566-7226 (toll-free in N
9]9.716-6400
www.ncdoj.gov

For Maryland Residents. [You can obtain information from the Maryland Office of the Aworney
General abous steps you can take to avoid identity theft. You can contact the Maryland Astorney

General at:

heral’s Office

{octh Carolina)

Maryland Office of the Attorney General

Consumer Protection Divis
200 St Paul Place
Baltimore, MD 21202

el

888-743-0023 (toll-free in Maryland)

410.576-6300

NG. 343
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DE& PO BOX 3356
The ldandity Pratwcgion Networke SUWANEE, GA 30024-9847
Register for Debix |dentity Protection Network

To register by mail, complete this form and mail to Debix, Inc. using the enclosed postage-pald envelope or ta the address above,
You do not need to corplete this form if yol register onfine at www.debix.com/kell or by phone at (877} 437-4006.

Stap L: Verify the printed information. 1f vour name ar residential mailing address is not correct, please maka changes in the
“Change of Name or Address” sectlan below,

Step 2: Fill In your persanal information, All fields are required unless specified otherwise. Please provide at least one phone number.

Step 3: To Reglster @ Minor: If the person to protect s under 18 years old, please provide information for the parent or jegal
guardian. Correspandence concerning a mlhor will be addressed to the parent or legal guardian.

Please PRINT CLEARLY in BLACK INK withinthe baxes. -
Shade the bubbles completely. Correct: @ Incorrect: (8 @ AIBICID g 0]112}3 o -

ADDEESS INFORMATION
———

‘R
Please do not write in this section, Please use the “Change of Name or Address” section to make corrections.

John Q Sample

123 Anywhere Street

Anvtﬂwn, LS 12345-6789 i
PERSONAL INFORMATION ACTIVATION CODE: 89999999

GENDER DATE GF BIRTH (MM/DO/YYYY] SOCIAL SECURITY NUMBER {Required

O MALE / / - -1

0 FEMALE '

MOBILE PHONE NUMBER HOME PHONE NUMBER WORK PHONE NUMBER

—r L . - -— - L)

EMAIL ADDRESS (For Online Aceount Acci2s]

PARENT/GUARDIAN INFORMATION (If Registering a Minor

FIRST NAME MIDDLE  LAST NAME SUFRIX
GENDER DATE OF BiRTH (MM/DB/YYYY) SOCIAL SECURITY NUMBER (Reguired
C MALE .
- L
O FEMALE / / )
MOBILE PHONE NUMBER HOME PHONE NUMBER WORK PHONE NUMEER

nans | . - - - -

EMAIL ADORESS (Far Online Account Access)

. ‘ CHANGE OF NAME OR ADDRESS SOE‘HQMII

FIRST NAME MIDDLE  LAST NAME - SUFFIX

RESIDENCE ADDRESS LINE 1 S _ N -

RESIDENCE ADDRESS LINE 2 [Ontlenal)

croy STATE ZIp

e e e e

By registering for Debix identity,Protection, | agree to the Giebix End User License Agreement [enclosed) and |
authorize Debly, who provides Identity Theft Protection, and s service providers, ta obtain and monitor my own
credit information from credii reporting agencies and send this information to me alone for my own use,

1 certify that | am the parent/legal guardian of any children that ) register for the Debix service.

MG T




89/14,20108 15:31 KINETIC CONCEPTS, INC. » 914185756566 NO. 343 g

D E* 900 Congrass Aventie, Suite 402
Austin, Texas 78701

Theldentity Pratection Network  888-DebixMe

Debix (dentity Pratection Network End User License Agreement

Thie agraament (“Agreement”) is made ae of the date wa racelve It from yau by and betwaen Debix, Inc., 800 Congress Avenue, Ste. 402,
Austin, TX 78701 ("Dakix"), and yau ("you"). Tha parties agrae that:

1. The Service. — “Service” maans our Debix Identity Protaction Natwork (IPN™ Sarvce, Subjact fo tha terma and conditions of this Agreement and to paymant
for the Sarvica (which may come from a 3rd perty}, wa will provide you with the Sarvica. Referencas to the Servica Include usa of the Slts, You may uss the
Sevice solely Tor its intended purposs in accordance with thie Agreament and the larms of serviee postad on the Site, Bs we may update from Ums fo Emea
(Terma of Sorvica®). By enraliing in the Servica, you énrall In the Dabix 1PN,

2, Restrictions. — You will use the Servies only for|your benefit. You will not, and will not pamit any third party to: (a) axcept as expressly eet forth In this
Agreement, usa, copy, madify, create derivailve works of, distrlbuls, sell, sublicense. or trensfer the Servics; (b) remove or alter any Debik notices or mark-
Ings, ar add any othar notices ot markings 1o the Bervics; (c) decrypt or altempl to decrypt the Service; (d) derive or atterpt to derive tha source code of ar
‘decampile the Sawvice; or (g) disassemble or reveyes ongineer the Sarvica. If statutary rights make any part of this section void, you will provide us with de-
teiled Infarmation regarding any such activity.

3, Qwnarsllp. - This Agresment confers he: owneralip rights 1 you and Is not a eale of Aghts in the Sarvica. Ownership of all right, title, and intsrast in or fo the
Service and ail Feedback and afl intalleclual property rights embadied thereln are and will remain our exelusive property. You will take all reascnabls acfians
to parfect our ownsrship, Including without llmltat:gn axaculing instruments of asslgnment, Wa reserve all rights In the Service and tha intallectusl property

rights embodied therein nol expressly aranted heteby, The Service containg Dabix proprietary Bnd confidantial information, You will hald such infarmation In

corfidence apd not Lo uge or discloae It In any way except as axpressly permitlad heraunder, using no lass than reasonable care. If you provide faedback
andlor generate deta In using the Service (*Faodbiack®) you hereby aeslgn al right, e, and Interest In it to us. If auch assignment is inaffactive, you ogree to
grant {o us 8 nOn-aXciugive, parpetual, Iravocakiel royalty fras, waridwide licanse to usse, repraduce, sublicanse, distrioute, madify and otherwise axploit such
Feadback withaut restriction.

4, Support, — (n connection with the Servica we will provide the suppart specified on the Site fram tima 1o time.

& Disclaimer of Watrantles. — THE SERVICE ISiPROVlDED TO YOU *AS 18" WITHOUT WARRANTY, AND ALlL WARRANTIES, EXPRESSED OR IM-
PLIED, INGLUDING WITHOUT LIMITATION THE WARRANTIER OF MERCHANTABILITY, FITNESS FOR A PURPOBE, NONANTERFERENCE, ACCU-
RACY, AND NON-INFRINGEMENT ARE DISCLAIMED. WE DO NOT WARRANT THAT THE SERVICE WILL OPERATE WITHOUT INTERRUPTION, BE
ERROR-FREE, OR ACHIEVE SPECIFIC RESULTTS, THE SERVICE IS NOT A CREDIT COUNSELING SERVICE, WE DO NOT PROMISE TO HELP YOU
IMPROVE YQUR CREDIT RECORD, HISTORY, PR RATING, .

You authoriza Debix, wha providas tdentity Thsﬂ Prataction, End Ik aenvice providers, to obtaln and monltor your own eredit informetion from cradit re-
parting agencies and send this foymation ta you atone for your awh 4ae. You agree that thls authorizatian shell constifute written ingfruetiona to obtain your
cradil Information in ascordance with ine Falr Cretit Raporting Act. If Dabix ta unable fo procass ihe eredit manitoring request, Deblx will make & reasonabie
affort to contact you. r :

You certify Ihat you hava the exprose ccnsqm of all adults that you reglster to submit their infarmation to the Dabix service with tha intant to utilze the
service on thalr benalf. Yeu algo cartify ihat each ladu\t that you reglster hae read and accepled the Dablx Terme and Conditions Agresmant, You alas caify
that each aduft that you register autharizes Deblx, who provides identity Thatt Protection, and It service providers, i abiain and manitar his or hat own cradit
information fram credit raporting agancles and send this informalian to him ar her &lane for his or her own use. You agres that this euthorization shall conatl-
tute writtan instructians to abian his or her cradit infatmatian in accardance with the Falr Credit Reparting Act.

You certiiy that you are the parentiagal guardian of all children that you register for tha Debix ldantly Theft Protecion Network senvice,

6. Limitatlon of Liabllity. — WE WiLL NOT BE LIABLE FOR INDIRECGT, SPECIAL, CONSEQUENTIAL OR INCIDENTAL DAMAGES (INCLUDING WITHQUT
LIMITATION COST OF COVER), EVEN IF ADV|SED OF THE POSSIRILITY OF SUCH PAMAGES. WE SHALL NOT BE LIABLE FOR ANY 3RD PARTY
CLAIMS, AND OUR CUMULATIVE LIABILITY WILL BE LIMITED TO WHAT WAS PAID FOR THE SERVICE IN THE 12 MONTHS BEFORE THE CLAIM,
THIS SECTION 1S A FUNDAMENTAL PART OF| THE BASIS CF QUR BARGAIN, WITHOUT WHICH WE WOULD NOT BEE ABLE TD PROVIDE THE SER-
VICE, AND WILL APPLY DESPITE THE FAILURE OF EBSENTIAL PURPOSE OF ANY LIMITED REMEDY. if some ar all of the Imitations and exclusions In
Sections 5 and 6 are held unenforceahla, our liabliity will be limited to the greatest extent permittsd undar applicable aw.

7. Gompllance with Law. — You werant thatin uelng the Setvice, you will comply with all applicaple law, Including withoul limitation with all regulations of agen-
cies of the U.S. Goveinment ragarding export aid re-oxport rastrictions. Yau will hald hanmlesa and defend, at our option, Dohix from uny (hird party clalm
against us ansing fram your fallurs to carply with this paragraph.

* 8, Mombarship Fea, The membership fos will be billad at the retall prica cumently In effeet on the Debix wab site (or less if thera 1& any applicatle promation
code) and gccording 1o the terms described heran, Al cusfomars, depending on the Terme of Satvice, will ke automaticaly ranewed ar wil raceive &n optlon
to renaw the Service. The Service may ba terminatad at any time with or without natica [f payment Is not recelved, If you have queefions ragarding your mem-
bership e, please contact customer servica loll frae ot 1-888-3324963,

8. Term and Termination. — This Agraement terminates upon the aarlier of i) ihe last day of ihe term epecliied at the lime of order and (i) yeur electian ta tar-
minate this Agraemant, which may occur at eny fima. Dekix may require reasonahle ldentification verlfication befare completing any request ta lerminate the
Agresmeant or cancel the Service, Upon any Iarlnatlon or explraflon of this Agresment, all lams will coase, except Sections 2, 3, S, 6, 8, ang 8, which sur-
vive, ‘

10, Gonaral. — Any notice hereundar will ke in writing and sent by mall, return recaipt raquestod, by a.mall, or by roputabie courfer addressed to the
other party at (1) If ta Datlx, the addrass set forth ative or at support@dablx.cam, and (i) 1 to you, at the address or ¢-mail addrasa you pravide.
whan You reglater for the Sarvice, or at such cthar addross of which you giva notlca. Notice will ks deemad to have bean given whan deflverad (as
canfirmed by recalpt or other confirmation) or, If delivery (& not acsomplished by fault of the addresses, whan tenderad. This Agreemant will he
oyerned by the laws aof Texas, without mga#d to canfllct of laws. Tha LLN. Canvention an Contracts for the Intarnational Sale of Goods doas hot
apply. All disputss will bs brought ohly in a court locatad In Travis County, TX, and you consant e tha jurfsdistion of and walve any ohjsctlan to
vehus of such ¢urts. Il any provislon heteot & held unsnfarcaabls, tha ramaining provislons will be unaffacted, Your righis may not bé assigned
witheut aur written consant. We may assign this Agreement, Fallura or delay In enforcing this Agresmant wilf not ba deamed a waiver. This
Agreement may ke signed in counterparts, '?unstitutas tho entire agreement botwean the parties and supsrsedss all pricy of contemporanoous
agraements with respact to it subject matter. Thia Agroament tay not bo amended axcept in writing.
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