
VIA FAX AND EXPRESS MAIL 

Office of the Attorney General 
ATTN: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Fax: (410)576-6566 

Re: NotHkation of Data Security Incident 

To Whom It May Concern: 

June 30, 2010 

We write pursuant to Maryland Commercial Code section 14;.3504 to notify you that Science 
Applications International Corporation ("SATe") has experienced a data security incident, and mailed 
notices dated. June 28, 2010 to Maryland. residents per the attached. notification letter template. 

Please contact me at (703) 676·6397 if you require any further infonna.tion. 

Sincerely, 

SINTERNATIONAL CORPORATION· 



" ' 

URGENT - Please Open Immediately. 

«FirstName» <:<:Midd leNa me» «las'tName» 
«Addressl» 
«Address?» 
«City», «StateProvince» «PostalCode» 

<POSTNET BARCODE> 

Dear «FirS1;Name» <<:MiddleName» ·~<LastName>;>, 

I 
I 

f 

! 

:.,:::

::.':::::::::' «FirstNamE!>;l> <:<MiddleName» «LastNanw» MembE!rship Number: «MembershipNumbet'» 

M~mber 5ervl~es: 1-800-XXX·MAR5 
8;00 <"m, ,tQ !i:00 p.m. (C~ntral TImt!), MOtl(/tly through Friday 
If you h.,ve questions or feel you rI1<'l>' h~v~ ~n identity theft iss~le. 
pll!'lI$C ~allID TheftSmart member S~rvi(~~. 

; ••• II.II ..................................... uu .......... 'IIII'".II ............... ,,, ...................... U"''' ..... II ........ • .. •• 

«Date»(Format: Month Day. Year) 

We are writing to inform you of the discovery of a theft of backup tapes, which occurred in May 2010, that 
may have exposed some of your personal information, including your name, Sodal Sec::urity number and in 
some cases, date of birth. The theft was promptly reported to law enforcement officials. We assure you thiilt 
we are committed to safeguarding personal information. We hiilve reviewed our policies and procedures to 
further strengthen protections for the tapes. 

We have no information that your data has been improperly accessed. However. out of an abundance of caution, 
SAIC has engaged Kroll Inc. to provide its 1D TheftSmart'M servic:e free for one year. SAIC 'is providing you with 
aCcess to: 

) Enhanced Identity Theft Consultation and Restoratic)r'l. Licensed Investigators who understand the problems 
surrounding identity theft are ava,ilable to listen, answer your questions, and offer their expertise regarding 
ii1ny c:oncerns you may have. If your name and credit are affected by this incident, your investigator will work 
with you to help restore your identity to pre-theft status. 

) Current credit Report. Kroll offers you act;ess to an up-to-date credit report from Experian. If you suspect 
fraudulent activity, please call the Kroll team. 

) Continuous Credit Monitoring. Monitoring alerts make you aware of key changes, using data from all 
three major nation.:ll credit repositories, in your uedit file that could indicate the kind of unauthorized 
activity commonly associated with identity theft and fraud. Your al,lthotii:ation is required (see below) .. 

Please see the enclosed broc:hure regarding Kroll's 10 TheftSmart service for enrollment instructions to receive 
Kroll's servi<;es at no cost to you. 

To receive online <;redit services, please visit www.idintegrity.com to complete your authorization. If you would 
prefer to order and receive your credit services through the mail, please fill out and return the enclosed Consumer 
Credit R~port and Credit Monitoring Avthorization Form. Note, however, that if you fill out and return the 
authorization form to receive credit services through the mail, you cannot sign up online. 

You may caII1-800·XXX.,MARS, 8:00 a.m. to 5:00 p.m. (Central Time), Monday through Friday, if you have af)Y 
questions regarding Kroll's ID TheftSmart servke or believe you may have an identity theft issue as a result of 
this incident. 

You may also contact ; . . 
if you have any questions regarding the details of the incident. 

We deeply regret and apologize Tor any inconvenience and c;oncern that this situation may cause. 

Sincerely, 

SCIENCE APPLICATIONS INTERNATIONAl.. CORPORATION 



.. 

IDENTITY THEFT PREVENTION INFORMATION & U.S. STATE DISCLOSURES 
MStlLt9t Credit RepQd.f. Mon/wingAlerts andA«Qunfs; When you receive credit reports, monitoring alerts and account statements, 
you should look them over carefully and consider taking the steps recommended by the fiC (see the box for further details). You 
should monitor your accounts for suspidous activity. For example, 100 k for accounts you did not open, inquiries from creditors that 
yoU did not initiate and personal information, slJch as a home address or Social Security number, that you do, not recognize. If you 
see anything you.do not understand, call the credit reporting agency or provider of your account at the telephone number on the 
credit report or account statements. rf you do fl'nd suspicious activity on your credit reports, you may contact Kroll using the tollnfre~ 
teJephon~ number listed in the accompanying Jetter. You may also call your local police 01' sheri-H's office to see if you may file a 
police report of idef1tity theft and to obtain a copy of the police report. Potentially, you may need to give copies of the police report 
to creditors to dear up your records. 

Obtain Erep' Credit Repo$ gven if you do not find any $igns of fraud 
on your reports, we recommend that you check your credit report 
regularly. The Fair Credit Reporting Act requires each of the three 
credit reporting agencies to provide Y0I,J annually with a free credit 
report. at your request made to a Single, centrali;z:ed source for 
the reports, www.amtt,l"alcreditreI1Q~. You are not required to 
order all three reports at the same time; instead, you may rotate your 
requests sO that you can review your credit report on a regular basis. 
This website is the ONLY authorized source under federal law foryour 
free credit reports for this purpose. The website also provides instructions 
for making a request by phone (1"877-322-8228) or by mailing a 
request to Annual Credit Report Request Service, P.O. SO)( 105281, 
Atlanta, GA 30348-5281. 

FraudA1RCt. As discussed at annual(reditreport.com, Y0l,l have the right 
to ask that nationwide consumer credit reporting companies place "fraud 
alerts" in your file to let potential creditors and others know that you 
may be a victim of identity theft: (see https:/Iwww.annualr:reditreport. 
c;om/cra/helpfaq). A fraud alert can rriake it more diffiCult for someone 
to get credit in your n~me because it tells creditors to follow certain 
procedures to protect you. It also may delay yoUI' ability to obtain credit. 
You may place a fraud alert in your file by calling just one of the three 
nationwide consumer credit reporting companies. jJ.s. soon as that agency 
processes your fraud alert, it will notify the other two, which then also 
must place fraud alerts in your file. 

Equifsx 
1·877-576-5734 

Exp@rian 
1-888-397"3742 

The FlC~s a Resoucm; You may take steps to protect 
yourself against potentIal misuse of data that has 
been the subject of a data security incident. The 
Federal Trad@ Commission provides an$wers to the 
following questions at its websIte: 

, 1. What are the st@p~ I should take if I'm a victim of 
identity theft? 

2. What is a fl'aud alert? 
3. What is an identity theft report? 
4. What do I do if the police only take reports about 

identity theft over the Internet or telephone? 
5. What do I do if the local police won't take a report,? 
6. How do I prove that I'm ali identIty theft victim'? 

(www.ftc.QO)lll:u:ptedu/rnig.QsiteslldtheftJ.£,onsumers I 
defend,htmD You may also contact the fTC by mail or 
toll-free number at; 

Federal Trade Commission 
Consumer Response Center 
600 PennsyJvan·ia Avenue, NW 
Washington, DC 20580 
1·S77-IOTHEFT (438.4338) 

TransUniCln 
1-800-680-7289 

www.alerts.~qYlfax.com ~.ww.exp!!!riaQ.c;~mlfraud ~nsuniQn.coro. 

·An initial fraud ;;./ert stays in your fil!!! for at least 90 days. An extended alert stays in your file for seven years. To place either of 
these alerts, a consumer credit reporting agency will require you to provide appropriate proof of your identity, which may includ@ 
your Social Security number. If you ask for an extended alert, you will have to provide an identity theft: report. An identity theft 
report includes a copy of a report you have filed with a federal, state, or local law enforcement agency. 

~~s of Mary.lan~ SInd North C~ You may obtain information from the Maryland and North Carolina Offices of the 
Attorneys Gener;land the Federal. Trade Commission about steps you can take to avoid identity theft. 

Maryland Office of the NQrth Carolina Offlc;e of the 
Attorney Ganer;;!1 Attorney General 
Consumer Protection Division Con~urner Protection Division 
200 St. Paul Place 9001 Mail Service Center 
Baltimore, MD 21202 Raleigh, NC 27699·9001 
1-888.743-0023 H377-S66~1226 
~J.l.S .'it.\!Y.W·ncdQi.com 

l:or residents of Matyland. No.~'ifolina (tOd V1cgInia; State laws require disclosure that you may obtain a copy of your cred it 
report, free of charge, whether or not you suspect any unauthorized actIvity on your account. You may obtain a free copy of 
your credit report by contacting anyone or more of the following national (onsumer reporting agencies: 

Equif8x Experlan TransUnian 
P.O. Box 740241 P.O. Box 2002 P.o. Box 2000 
Atlanta, Georgia 30374 Allen, TX 75013 Chester, PA 190~2 
1-800-685·1111 1-888-397-3742 '-800-888-4213 

w.ww,ex~;Jeri an...<om www·trao:>,!.mion,cQm 



Consumer Credit Report and Credjt Monitoring Authorization Form 

SAM A. SAMPLE 
123 ANY STREET 
SUITE 465 
ANYC::ITY, USA 12345·6789 

974 123 456 789 

Do not make any address change, 10 the top half of thi~ authorizetion -[orm. 
Ple~sc use the Change of Addr~ss Request section below. 

Personal Information 

SodaISecurity#: DO 0-0 O~ DODD 
DateofSirth: 00/0010000 

m m d d Y Y Y Y 

Telephone #: 0 00-0 0 0 -0 DOD 
Email Address: -----------------------------------, (OPTlqNAL) 

Printed Name: 
-------------~---------------------First Middle Initial Last 

Signature 

12] I authorize ~irst Advantage Cr@dco, provider of the credit report 
and credit iile monitoring for ID TheftSmart, to obtain my consumer 
report/credit information from one or more of the three national credit 
repositories (Eql,lifax, Experian, TransUnion). 

Signature: _~ ___ ~ ______ ~ __________ _ 

Current Date: 0 0 I 0 0 I 0 DOD 
mm d d y y y y 

Change of Address Request 
Do not complete this section if your address printed above is correct. 

Street Address: 
--~-------------------------------

Suite/Apt #: ____ ~ _____________ _'__ 

City; ___ ~ _____________ __ 

S~te: _________________ _ ZIP Code: 

instructions 

Step 1, Perso..-allnformation 
Complete all of the personal information required 
using blC!c:k or blue ink only. Please print dearly. 

Step 2.. Signature 
Sign your name and date in the signature box. 

Step 3. Verify Prir'tted Address 
Please verify that your address printed above 
is accurate. 

If the address above is not your re$idential address, 
please provide your residential address in the box 
titled "Change of Address ·Request" 

Step 4, Return AuthC:Jri2stion Form 
Return this completed form using the postage·paid 
return envelope we've supplied. 

If you do not have your postage-paid return 
envelope, mail your authorization form to: 

Plan Administrator 
PO Box 14524 
Des Moines, IA 50'306-933.2 

Illinois Residen'ls: credit reporting 8gencie~ are reql,lired by 
law to give you 'a c:opy of your credit record upon request at 
no O1arge or for a nomlnf.ll fee. 

Consumers re~iding in the states of Colorado, MassaCh~tts, 
Maryl",nd, New Jersey and vermont may receive a freE! copy 
of their consumer credit report once per y2ar, and residents of 
the state of Georgia may receive two copies per year, 

KFtOll 84-1 12·0508 



ID TheftSmarr' 
Qukk, Correct Step~ to Protect You 

Your lD ThettSrnart safeguards are designed to provide you the most 
comprehensive and effective identity theft detection. protection, and 
recovery 5ervices available. 

When it comes to guiding people and companies through a security 
incident, ID Th€ftSmart has more experience than any other organization. 
We know what to do, who to call, and how to help. Using our thousands 
of lH'Jurs of investigative work with consumers and de(ade~ of risk 
management, we've developed ID TheftSmart-a comprehensive ~eries 
of safegua rds to he Ip protect you ag a i nst identity theft. 

If you have questions or feel you have an identity theft issue, call today 
and talk confidentially with a knowledgeable team member about your 
particular situation. 



Enhanced Identity Theft 
Consultation and Restoration 
Restore Your Credit. Regain Your f>eace of Mind 

You can rely on 1he experti!>e of this specialized team to help search out 
suspicious activity and. as necessary, fight back against the evolving tattlcs 
used by identity thieves. Our ID TheftSmart'" Ucensed Investigators have 
thousands of hours of experienc.e working in the laws, regulations, and 
Investigative techniques used for credit and non-credit-related identity 
theft restoration. 

Our consultation services allow you to minimize your risk and place 
extra precautions if circumst.ances indicate your personal data has been 
compromised. In the event of an i~entity theft, we provide full-service 
restoration, which means our experienced Licensed Investigators do the 
bulk otthe work on your behalf. And since one dedicated investigator is 
assigned toyour<:ase, you won't have to explain your situation over and 
over again. 

You now have easy access to the resourc:e~ you fleed !>earch out suspicious 
activity and, if necessary, to fight back if you have been exposed to the 
threat of identity fraud. Om in-depth inve~tigations explore: 

) Criminal data at federal and state levels; 

} State department of motor vehicles {DMV} records; 

) Public records, where liens or b.ankruptcies could surface; 

} Social Security tracing, for fraudulent address or status entries; 

") Certain 'watch lists' familiar to the security industry; and more. 

Continuous Credit Monitoring 
Early Detection is Key 

Comumer agencies and government bodies alike recommend that you 
keep a close eye on your credit activity. Early detection is key to identifying 
fraud and the damage it can 1:ause. Monitoring alerts make you aware 
of changes in your credit me that could indicate the kind oflJnauthorized 
activity commonly.associated with identity theft and fraud. 

You'll be notjfied by email 'Nhen your credIt files show certain credit 
activity in your name that's commonly associated with identity theft. 
such as applying for a new credit card or loan, a change of add res!>, etc. 

If the transaction isn't one you initiated, simply calllD TheftSmart toll­
free and we'll immediately put you in touch with a licemed investigator 
to find out what's happening and correct the problem. We'll even send 
you "no activity" notices when there's been no activity in your credit file, 
so you always know your credit is closely monitored. 

Simple Steps to ProtectYour Identity 
Emoil Today to Rec.eive Your ID TheftSmart Solutions 

To rec.eive your emaH alerts on~ine, visit www.idintegrity.c.om. Please 
be prepared to provide your membership number. Imtructiom are 
provided online. 

To receive your alerts through the mail. fill out the enclosed Consumer 
Credit Report and Credit Monitoring Authorization Form and r-eturn it 
in tM enclosed postage-paid envelope. 

If you fRl you have an identity theft issue, 
caU us today using the toll-free telephone 
number listed in the accompanying letter. 

'Thke advantage of this no-cost opportunity 
and let the experts at Kroll help you assess 
your situation and safeguard your identity. 

Help is only a phone call away. 


