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From Science fo Solutlons

June 30, 2010

VIA FAX AND EXPRESS MAIL
Office of the Attorney General

ATTN: Security Breach Notification

200 St. Paul Place

Baltimore, MD 21202

Fax: (410) 576-6566

Re: Notification of Data Security Incident
To Whom It May Concern:

We write pursuant to Maryland Commercial Code section 14-3504 to notify you that Science
Applications International Corporation (“SAIC™) has experienced a data security incident, and mailed
notices dated June 28, 2010 to Maryland residents per the attached notification letter template.

Please contact me at (703) 676-6397 if you require any further information.

Sincerely,

SGIENCE APPLICATIONS INTERNATIONAL CORPORATION -

Chief Privacy Officer
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% a<FirstNamer> <<MiddleNamess <=LastNamesx
An Employse-Ovined Company : Membership Number: <sMembershipNumberss

Member Services: 1-800-XXX-MARS

’ _ : 8,00 a.rn, o 5:00 p.m. (Central Time), Monday !hrough Friday
URGENT — Please Open Immediately. 1 yau have questions or feel you may have an identity theft issue,
pinase call 10 TheftSmart member setvices.

<<FirstNames> <<M|ddleNamE>>~ <=zlastNamers

<<Addresst>>
«chddress2e>
<«City>>, =<StateProvinces» «<PostalCodes>>

«POSTNET BARCODE=>

z<Dates>(Format: Month Day, Year)

Dear <<FirstName>> <<MiddieNames> =z<LastName>>,

We are writing to inforin you of the discavery of a theft of backup tapss, which occurred in May 2010, that
may have exposed some of your persctial information, including your name, Social Security number and in
some cases, date of birth. The theft was promptly reported to law enforcement officials. We assura you that
we are committed to safeguarding personal information. We have rewewed our policies and procedures to

further strengthen protections for the tapes,

We have no information that your data has been improperly accassed. However, out of an abundance of caution,

5AIC has engaged Kroll Inc, to provide its 1D TheftSmart™ service free for one year. SAIC is providing you with

aceess to:

y Enhanced Identity Theft Consultation and Restoration. Licensed investigators who understand the problems
surrounding identity theft are avajlable to listen, answer your questions, and offer their expertise regarding
any concerns you may have. If your name and credit are affected by this incident, your investigator w:ll work
with you to help restore your identity to pre-theft status, :

» Current Credit Report. Kroll offers you access to an up-to-date credit report from Experian. If you suspect
fraudulent actlvity, please call the Kroil team.

» Continuous Credit Monitoring. Monitoring alerts make you awara of key changes, using data from all
three major national credit repositories, in your credit file that could indicate the kind of unauthorized
activity commonly associated with identity theft and fraud. Your authorization is required (see below). .

Please see the enclosed brochure regarding Kroll's ID TheftSmart service for enroliment instructions to receive

Kroll's services at no ¢ost to you.

To receive anline cradit services, please visit www idintegrity.com to complete your authorization. If you would

prefer to order and receive your credit services through the mail, please fill out and return the enclosed Consumer

Credit Report and Credit Menitoring Authorization Form. Note, however, that if you fill out and return the

authorization form to recejve credit services through the mail, you cannet sign up online.

You may call 1-800-XXX-MARS, 8:00 a.m. to 5:00 p.m‘_(Central"l“xme), Monday through Friday, if you have argy
questions regarding Kroll’s ID TheftSmart sarvice or believe you may have an identity theft issue as a result of
this incident.

You may alse contact g . .
if you have any questions regarding the details of the incident.

We deeply regret and apologize for any inconvenience and concern that this situation may cause,
‘Sincerely,
SCIENCE APPLICATICONS INTERNATIONAL CORPORATION

974B55-0610



IDENTITY THEFT PREVENTION INFORMATION & U.S. STATE DISCLOSURES

Monit - Mopitoring Alerts and Accpunts: When you receive credt reports, monitoring alerts and account statements,
you should look them over carefully and consider taking the steps recommended by the FTC (see the box for further details). You
should monitor your accounts for suspicious activity. For.example, look for accounts you did not open, inguiries from creditors that
yout did nat initiate and personal information, such as a home address or Social Security number, that you do not recognize, If you
see anything you do not understand, call the credit reportmg agency or provider of your account at the teIEphone riumber on the
cradit report or account statements. If you da find suspiciaus activity on your credit reports, you may contact Kroll using the toll-free
telephone number listed in the accompanying letter. You may also call your local paolice or sheriff's office to see if you may file a
palice report of identity theft and to obtain a ¢opy of the police repart. Patentially, you may need to give CODIES of the police report

1o creditors to clear up your recards.

Dbtain Free Credit Reports: Even if you do not find any signs of fraud

on your reports, we recommend that you check your credit report
reguiarly. The Fair Credit Reporting Act requires each of the three
credit reporting agencies to provide you annually with a free credit
report, at your request made to a single, centralized source for

the reports, www.annualcreditregort.com. You are not required to
order all three reports at the same time; instead, you may rotate yvour
requests 5o that you can review your credit report on a regular basis,
This wehbsite {5 the ONLY authorized source under federal law for your
free credit reports for this purpose. The website also provides instructions
for making a raquest by phone (1-877-322-8228) or by mailing a
request to Annual Credit Report Request Service, P.O. Box 105281,
Atlanta, GA 30348-5281.

Eraud Alert: As discussed at annualcreditreport.com, you have the right
o ask that nationwide consumer credit reparting companies place “fraud
alerts® in your file to let potential creditors and others know that you
may be a victim of identity theft (see https//maww.annuaicreditrepart,
comjcra/helpfaq), A fraud alert can make it more difficuit for someone
to get credit in your name because it tells creditors to follow certain
procedures to protect you, It also may delay your ability to obtain ¢redit.
You may place a fraud alert in your file by calling just ohe of the thres
nationwide consurner credit reporting companies, As soon as that agency
processes your fraud alert, it will notify the other two, which then also
must place fraud alerts in your file,

Equifax Experian
1-877-576-5734 1-888-397-3742
www.alerts egguifax.com wanv.experian. cam/fraud

" 1. What are the steps | should take if I'm a victim of

The £7C As a Resourge; You may take steps to protect
yourself against potentlal misuse of data that has

been the subject of 2 data secutity incident. The
Federal Trade Commission provides answers ta the
following questions at its website:

identity theft?
2. What is a fraud alert?
3. What is an identity theft report?
4. What do | do if the police only take reparts about
identity theft over the Internet or telephona?
5. What do I do if the local police won't take & report?
6. How da | prove that I'm an identity theft victim?

(wwwy. fte.dov/hepledu/micrnsitesidthefi/eansumers,
defend biml You may also contact the FTC by mail of

toll-free number at:

Federai Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-IDTHEFT (438-4338)

Translinien
1-800-650-7289

wwwy transunion.com

-An initial fraud alert stays in your file for at least 90 days. An extended alert stays in your file for seven years. To place either of
these alerts, a consumer credit reporting agency will require you to provide appropriate proof of your identity, which may include
your Soclal Security number. If you ask far an extended alert, you will have to pravide an identity theft report, An identity theft
report includes a copy of a report you have filed with a federal, state, or local [aw enforcement agency.

For residant; Carnlina: You may abtain information from the Maryland and North Caralina Offices of the
Astorneys General and the Faderal Trade Commission about steps you can take 10 avoid identity theft.

Maryland Office of the North Carolina Office of the
Attornay General Attorney Gerneral

Consumer Protection Divisian Cohsumer Protection Division
200 5t. Paul Flace 9001 Mail Service Center
Baltimeore, MD 21202 Raleigh, NC 27699-9001
1-888-743-0023 1-877-566-7226

www.oaa.state e.us wyyv.nedo.com
- Eor residents of Maryland, North Caroling apd Virginia: State laws require disclosure that you may obtain a copy of your credit

report, free of charge, whether or not you suspect any unauthorized activity on your account. You may obtain a fres copy of
your credit report by tontacting any one or more of the following national consumer reperting agencies:

TransUnion
PO, Box 2000
Chester, PA 19022

Experian
PO. Box 2002
Allen, TX 75013

Equifax
P.O. Box 740241
Atlanta, Georgia 30374

1-800-685-1111 1-888-397-3742 1.800-888-4213
vy equifax.com, www.experian.com www.transunign.com
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SAM A, SAMPLE

123 ANY STREET

SUITE 465

ANYCITY, USA 12345-6789

974 123 456 789

Do net make &y address changes to the top half of this authorization Torm,
Please use the Change of Address Request section below.

Consumer Credit Report and Credit Monitoring Authorization Form

Personal Information

Social Security #: DDD-D D'DDDD
Date of Birth: [m][;ﬂ]/[d]];)/[y][v][y][;
Telephone #: DDD-DDD‘DDDD

Email Addrass:

. (OPTIONAL)

Printed Narﬁe:

First Middle tnitial Last

Signature
| authorize First Advartage Credco, pravider of the credit report
and credit file monitoring for ID TheftSmart, to cbtain my consumer

report/credit information from one or more of the three national credit
repositories (Equifax, Experian, TransUnion).

Signature;

Current Date: ;‘]g/g@/gggg

Change of Address Request
Do nat complete this section if your address printed abave is correct.

Street Address:

Suite/Apt #:

City;

State:

ZIP Code;

Instructions

Step 1. Personal Information
Complete all of the personal information reguired
using black or blue ink only. Please print cleatly.

Step 2. Signature
Sign your name and date in the signature box.

Step 3. Verify Printed Address
Please verify that your address printed above
is accurate.

f the address above is not your residential address,
please provide your residential address in the box
titled "Change of Address Request.”

Step 4, Return Authorization Form
Return this campleted form using the postage-paid
return envelope we've supplied.

If you do not have your postage-paid return
envelope, mail your authorization form to:

Plan Administratar
PO Box 14524
Des Muaines, 1A 50306-9332

linols Residents: Credit reporting agencies are required by
law to give you a copy of your credit racord upon request at
no charge or for a nominal fee.

Consumers rdiding in the states of Colorads, Massachiusetts,
Maryland, New Jersey and Vermont may receive a free copy
of their consumer credit repart ance per year, and residants of
the state of Georgia may receive two copies par year.

KR0O1184-112-0508
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Enhanced Ideniity Theft

Consultation and Restoration
Restore Your Credit, Regain Your Peace of Mind

You can rely on the expertise of this specialized team 1o help search ocut
suspicious activity and, as necessary, fight back against the evolving tactics
used by identity thieves. Qur ID TheftSmart™ Licensed Investigators have
thousands of hours of experience working in the laws, regulations, and
investigative techniques used for credit and non-credit-related identity
theft restoration.

Our consultation services allow you to minimize your tisk and place
extra precautions if circumstances indicate your personal data has been
compromised. In the event of an identity theft, we provide full-service
restoration, whith means our experienced Licensed Investigators do the
bulk of the work on your behalf. And since one dedicated investigator is
assigned to your ¢ase, you won't have to explain your situation over and
over again,

You now have easy access o the resources you need search out suspicious
activity and, if necessary, to fight back if you have been exposed to the
threat of identity fraud. Qur in-depth investigations explore:

¥ Criminal data at federal and state levels;

» State department of motor vehicles {DMV} records;

> Public records, where liens or bankruptcies could surface;

*» Social Security tracing, for fraudulent address or status entries;

¥ Certain ‘watch lists’ familiar to the security industry; and more.

e —————————

Continuous Credit Monitoring
Early Detaction is Key

Consumer agendies and government bodies alike recommend that you
keep a close eye on your eredit activity. Early detection is key to identifying
fraud and the damage it can cause, Monitoring alerts make you aware
of changes in your credit file that could indicate the kind of unauthorized
activity commonly associated with identity theft and fraud.

Youw'll ke notified by email when your credit files show certain credit
activity in your name that's commonly associated with identity theft,
such as applying for a news credit card or loan, a change af address, etc.

If the transaction isn't one you initiated, simply call 1D ThefiSmart tell-
free and we'll immediately put you in touch with a Ecensed investigator
to find out what’s happening and correct the problem. We'll even send
you “no activity” notices when there’s been no activity in your credit file,
50 you always know your credit is clasely monitored.

Simple Steps to Protect Your Identity

Enroll Today to Receive Your ID TheftSmart Solutions

Ta receive your email alerts online, visit www.idintegrity.com, Please
be prepared to provide your membership number. Instructions are
provided onfine.

To receive your alerts through the mail, fill out the endosed Consumer
Credit Report and Credit Monitoring Authorization Form and return it
in the enclosed postage-paid envelape,

number listed in the accompanying letter.
Take advantage of this no-cost opportunity
and let the experts at Kroll help you assess
your situation and safeguard your identity,

Help is only a phone call away.

Il ) youfeel youhave an identity theftissue, JIIIIINRER
BN ol us today using the toll-free telephone 3 4




