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July 26, 2010
BY OVERNIGHT MAIL

Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place

Baltimore, MD 21202

Re: Notification of Potential Information Security Breach

Dear Sir or Madam:

We represent Trade Center Management Associates, LL.C of Washington, DC (“TCMA”).

In accordance with the provisions of Maryland Commercial Code § 14-3501, et seq., I am writing to
inform you about a potential security breach regarding personal information held by TCMA. '
Based on TCMA’s investigation to date, it has determined that equipment containing some of the
personal information of TCMA employees and former employees, including name, Social Security
number and (in certain instances) fingerprints was stolen from a TCMA facility. TCMA’s
investigation indicates that information regarding approximately 284 Maryland residents may have
been acquired by an unauthorized individual.

TCMA takes privacy and security matters very seriously. Upon learning of the incident, TCMA
immediately contacted law enforcement. The Federal Protection Service of the Department of
Homeland Security police is investigating the matter. While the investigation indicates that the
equipment was not stolen for the purposes of identity theft, the investigation has not yet been
successful in retrieving the stolen equipment.

TCMA will be sending the attached notice to individuals whose information may have been

—compromised. The notice describes, among other things: (1)-the general nature of the incident; (2) — —

the type of personal information that was the subject of the possible security breach; (3) steps that
TCMA has taken to prevent further misuse of the data; (4) steps the affected individuals can take to
protect themselves against identity theft; (5) contact information for inquiries; and (6) information
regarding free credit monitoring and related services that TCMA has procured on affected
individuals’ behalf.
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Please contact me if you require any additional information concerning this matter.

Very truly yours,
SE THAH LLE

Baft A. Lazar

BAL:dd
Enclosure
cc: TCMA
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[ TheftSmart

ﬁ RONALD REAGAN BUILDING

AND INTERNATIONAL TRADE CENTER

Member Services; 1-866-XXX-DRIA

please call ID TheftSmart member services.

<<FirstName>> <<MiddleName>> <<LastName>>

<<FirstName>> <<MiddleName>> <<LastName>>
Membership Number: <<MembershipNumber>>

8:00 a.m. to 5:00 p.m. (Central Time), Monday through Friday
URGENT — Please Open Immediately. ‘ if you have questions or feel you may have an identity theft issue,

<<Address1>>
<<Address2ss <<Date>>(Format: Month Day, Year)

<<City>>, <<StateProvince>> <<PostalCode>>.

<POSTNET BARCODE>

Notice of Potential Unauthorized Access to Information
Dear <<FirstName>> <<MiddieName>> <<LastName>>,

We are writing you because in June, 2010 we became aware that certain personal information regarding a
limited number of Trade Center Management Associates, LLC ("TCMA"), employees may have been improperly
obtained as a result of the theft of equipment from TCMA.

Based on our investigation to date we believe that the equipment contained some of your personal information,
including your name, Social Security number and fingerprints. We immediately notified law enforcement of the
incident, and the Federal Protection Service of the Department of Homeland Security police is investigating the
matter. However, the investigation has not yet been successful in retrieving the stolen equipment.

Based on the information we have received from law enforcement, we do not believe that the device was
stolen for the specific purpose of using any individual’s personal information, and we do not have any
indication that the |nformat|on which may have been improperly obtained has been used for the purposes
of-identity theft.

Even though, based on our investigation, we believe the risk of identity theft resulting from this incident is
extremely low, in an abundance of caution, and because securing your personal information is so important
to us, TCMA has also engaged Kroll Inc., the world’s leading risk consuiting company, to provide you with
its ID TheftSmart™ service at no charge for one year. This service mcludes among other things, the following
services:

> Continuous Credit Monitoring. Monitoring alerts make you aware of key changes in your Experian credit
file that could indicate the kind of unauthorized activity commonly assocnated with a compromise of credit
or identity. Your authorization is required.

> Proactive idINTEGRITY Scan. This 24/7 online registry routinely scans the Internet for unauthorized use

of personal information. Kroll is standing by to help you if suspicious issues are discovered. Please go to

T www.idintegrityscan.com to create an online account.

> Enhanced Identity Theft Consultation and Restoration. Licensed Investigators are available to you to answer
your questions and concerns. Also, in the unlikely event that your credit or identity may actually be affected
by this (or another) incident, your investigator will help restore your credit or identity to pre-theft status.

Enclosed is a brochure with additional information about the ID TheftSmart service TCMA is providing you at
no charge. To receive online credit services, please visit www.idintegrity.com to complete your authorization.
If you would prefer to order and receive your credit services through the mail, please fill out and return the
enclosed Consumer Credit Report and Credit Monitoring Authorization Form. Note, however, that if you fill
out and return the authorization form to receive credit services through the mail, you cannot sign up online.

930887-0710




We want you to know that the privacy and security of your personal information is very important to us.
We have policies and procedures in place which are designed to maintain the confidentiality of the personal
information of our employees, applicants and former employees. We are taking steps to ensure that a similar
incident does not happen again.

If you have any questions or feel you may have an identity theft issue please call 1-866-XXX-DRIA, 8:00 a.m. to
5 00 p.m. (Central Time), Monday through Friday

Sincerely,

John P. Drew
President and Chief Executive Officer




