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Pyt nwide m mwiww nformation for hyee (3) Ameriprise clients who are residents of Maryland. A

Py Bsed dvive usedd T am independunt contraclor’s business was stolen. The hard drive condained
i tperal Advsririvo Pl al electronie files that listed the elients’ names, social sccurity numbers, and

oshare g b inflcamiou.

Avgsyipeise Faanetd Rerviegs will also b Manding a notification lettor 1o the clicats, a copy of which is
peedisid, (o fattar deveribos sleps Ameviprise {5 takdug internally to help ensure that these individuals®
vl g i aes esd by wanthorized persons and provides them with an opportunity to caroll for
gt yeap o eeudil minailostng from Lguilie, at Ameriprise’s expense. In addition, we have incloded a
sy f O ety Uil eockure, which i3 also sval to 1he ¢lients, containing information about how 1o

prodorl gugh o tlenkity thofl
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Lhaist s ey Masgpee o bayst Mot -

rap weting ook e swvines that o baisckeup Iapd drive Lused in my practice was recently stolen. Unfortunately, the hard drive
ety d Aadertpsive Fiuaneu] viecnonie Tiles which listed your name, address, Social Security Number, Ameriprise Financiaf
edenig ngher e loaneiat nfermation that you provided w me. | want to kel you know what we are doing to address the
DTURRIEIAITS :

Saweripade Einaneial i working closely with losal law enforcement suthavities in an effort to recover (he stolen equipment. We have
S o B o T fwed i yeur ssrsels from anadthorized setivily, which includes instructing our service asseciales 10 nse extra
wabIEN slen vy ang valhins and 1o condirg tee signature on weitlew requests related t your accounts. Yau will be prampted to
gty gt wedetiifonad o fidentlad plrise (o7 amthenlication purposes. 'Ihis will be sent to you in a separate mailing, Be sure lo keep
i ot tn b e fagsaan lor fuere reforence,

s ab it el predaeui, Amenyiese Fingneal 18 providiag yoi su epporiunity 1o enroll in an independently operated credit
;x‘;u;nic‘f'.lpiq fy U [ e i 0 Lo expense to you This program is administered by Equifax, one of the three national eredit
s weencies, Dgnitan Credit Wateh il provide you with an "early warning system” which alerts you to any chunges to your
erecdit Pl ke e pagy of thas leier ineladey the eutares of the Bquilax Servieg and the promotional code you need to use 1o enroll
HIH N L e i v

¥ el vou taks e Dalfuwimng, actions to Belp protect agajnst the polentinl misuse of youy personal information such as:
Ca Thermighly seaiew vour adveunt stidements and ransaction contirmations.
o [y sl Rnlions yoo reecive b (he near future,
Doy mioniles all of your personal gecounts (e.g, chieeking and savings, eredit cardy, cle) to make sure there is no
el anshariagd s iy,
e frd e wapduSed it feachure which provides resources and measures (o help protect against identily theft,
& BeelphantIf you seertve st From someone who clafms o topresent Ameriprise Financial, If you have any doubls about
e etabbry gt p ol aiel] e o verily the vatidity of the call,
b i Betirien, 10 esibbegin of Mary tand, e Tdemity Thell Uniyin your stale gives you step-by-step advice on how to protect yoyrse/{
fothd el v b sl gomie uf1be el that identity thefl causes. Bulow is the mailing address, website, and phone number for the

DIt Ay Canperul of BTavimd o you Bnve any questions reganding ideniity thell in your state.
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i B gvent 1hul you wagenieniee Baod or el as o dicect result of this situation, please call the Ameriprise Financial Suspicious
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ot Cyedit Wased s iedew yosewith o 1 year membership serviee:

PR G pratwriiye epediv e mandioring of your Liquilax, Kaperian, and TrunsUnion eredit reports with daily notification ol'key
sl \, e wtur el Biben frong any o e three agengies.

o Wieghaa “lmwmi cuniomiabie 2lepls available

o P Hnl Cpetit gt sod walimfred access 10 your Liquifax Credil Report™

¥ .MJ i iy whontiy elt ailranee with £0 deduetibte, a1 no additional cost tw you 7

w0 by F T et S ustonmen Servise (o assisy ye in undersiangding the content of your Equifax credil information, Lo provide

|a‘;w"mi‘|':4m"41 seheinf e the 88 vivtoa wisistunce and infnitiating un investigation ol inaccurate informution,

Bt pie s oae o D B olfmeit !..}pmm»; belowv:

st 3o bl B dimegrs Digrila hos & simple Interaet-based verificition and enrollment process. You will need to complete
e Jon sy ot P frop u'mﬁx wooticnn! vode provided,

WIS vy, i e bt SURURERR ]
bR i oyeHane vompdety the fory with your contaer information (name, address and e-nwil ad(.[russ) and click
"a"um;mz ,t.mzm- Yiue Bforisi)iog prmwd\d in 4 steured envivonment.

\ ide i Y
'

2, gq’ﬁ:;{;n i ‘uﬂwln,mmr pamprlitg e e with your Social Secyrity Number, date of birth, 1elephone fis, creale a User Name and
ST nl, duvee Jo g Teems of Use and vhiek “Continue” butjon. ‘The system will ash you up to two seeurity questions to verily
W nheinty

Fisnrg, m| nmtip Banng !iw “rhock vul” process, provide the {ollowing promotiona! code:
DR ECRT PROBKSTHHAL GO

i b haider Fragting Cude® box, (s spaces) Aler entering your code press the “Apply Code” button and then the “Submit
freier” Botion as e Bt af the page. (This code eliminates the necd to provide a credit card number for payment.)
oo hagTiaaniens - Click " Wiew My Praduct™ t aceesy yonr 3-in-] Credit Report.

Khoa Bagofineat fur U515 deivry of the e and eredit rparss

Ly e Bedte 3 040 50 R nipoess o i Poeifax Credit Wateh au(onmu,d emu[]lucmproecss. Note that all cwdn reports und alerts will
Bors sveref W Yoo w i “' Mml H D

I ‘ h,,;xgc's;nm( oy You will be ached ta enter your promotion code us shown above (no spaces)

204 q"t;q wp yferedgng Wou will be skl o enter your howme telephane number, home address, name, date of birth and Social
m&llllh lnmuim, . ) ’

LI} Pl Paepaart Won will e ashed 1o provide Cguifax with your permission to acevss your credit [ile and to monitor your
flh-. s ey reenmiend, bapfue ea0nol progess your enraliment. '

4, T l,“y,.,mnjjw,m stiaty Wouifn will provide o confirmation nunber with an eXphm wion that you will reeeive your I¥ ululhmnt Kit
mliw § Wad ewbiay Pgails is able o verily your identity) or u Customer Care fener with further instrugtions (i your identity
Hidy Bl “:ﬁ: S il v the mforieation provided), ‘

it l»hmy | L iy ststin g bt il Masley Polnty undinertien by Vravelers Cpaually snd Surety Comipanty o Amerrea ind iy propetty easualty afliliates,
T N (T LS TN b 0 SH g or fossey dependy an seil pohey provisins - Avatlabality of covernge can depend on ourandetwoting quahifieations and
sl gl Covern o teaitalle g veashety nf hlow Y ork :




JUL-14-2010 WED 03:02 PM AMERIPRISE FAX NO. 612 871 471

Ameriprise
Financial

S

L
pe 20
SOV

. f‘i? i

%

(28

P. 06



JUL-14-2010 WED 03:02 PN AMERIPRISE

FAX NO. 612 671 4771 P. 07

How does Identity Theft happen?

v Dimpster Diving -~ Rummaging through trash
Inwidng for bills or other documents with personal
‘Infarmation — your nare, address, phone numbet,
utitily service account numbers, credit card numbers
ard your Soctal Security number.

»  Phiablng ~ Phone calls, spam emalls or pop-up
messages wherg eriminals Impersonate financlal
Ingtitutions or compartles to persuade you to reveal
personal information. For example, you may receive
an @mall asking you to “update” or “confirm” your
Iriformalion and direct you to & website that looks
identical to the legitimate organization's site, The
phishing site Is a phony site designed to trick you
into divulging your personal information so the
operators can sleal your identity,

If you belicve a message to he phishing, forward
it to spam@uce.gov énd the legitimate comparly
impersanated in the emall. For any phishing email
Impersonating Ameriprise Financlal, please send
your message Lo anth.fraud@ampt.com.

Y.

Changing Your Address — Someono
redireeting your billing statements to another
focation, without your consent, by completing a
“ehinnge of address” form with the U.S. Postal
Service or your financtal institutions,

»  Thetl - Stealing or finding tost wallets and purses,

as well as rnall items such as bank and credit card
slatemants, pre-approved credit offers, new checks
or 1ax infarmation.
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J4 platar ontha My Financia Accourds website at

m’gu AP Ll max'zl,‘:iy review your aocount ¢
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Em wary of any unsolicited emails

so6m too good 1o ba true. Never clld

* In an unsolicited ermail.

If you &re In doubt, don't reply, Call the
& Wnown number,

»  Use only secure websites when entering
personal information or making onlina purahs
Secure wehsites can be recognized by the p
hltps:// and & padiock lcon in the status bar & " ’
wab browser. .

> Auwld accessing your financial acgounts online
from public computers at librarles, hotel business
oatiters or airports, These are prima target areas for
thieves using keystroke monitoring tools to steal yout” ;
_usernames dnd passwords,

> Create uniqua passwords and personal
lderdification numbers (PiNs) using Ietters
characters and numbers.

= Use firewalls, anti-spyware and antivirus software
to profeet your home computer and regularly update
these programs,

> Educals yourself, There aro educational materials
akout many of (he online scams at onguardonlina.goy,

Protect your Social Security number

> Do NOT provide your Sogial Security number
(S8N) o anyone, without confirming that it's
" absolutely necessary,
> Do NOT carry your Soclal Security card with you.

= Do NOT print your SSN (or telephone numbor) on
yourchecks

> o NOT c-mail your 8SN 10 anyone,

>

Da NOT stare your 8SN on your cormputer.
Do NOT use your SSN as @ password,

N
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Whm to-do if you are the victim of
ldentity Theft

If you discover that someone has used your

parsonal inforcnation to open accounts or pursus

unauthorized aotivity:

» Contast a credit bureau. inform one of tha thres
tajor credit bureaus that you are a victim of
[dontity Thoft.

»  Fiie o pollos vaport. Identity Theft is a ctime and
maat creditors require o law enforcement report
as proof of the thefl.

» Rapmt the ordme to the Federal Trade Commission
{FYEY. Your report will ald law enforcement officials
acrss tha eountry in thelr investigations.

»  File o claliy with your ldentity Theft Insurance
earrlen Most credit bureaus and some Insurance
agencics offer Identily Theft Insurance,

»  Soek assletance. The FTC has created an Identity
Theft information packet to assist victims, Request
a packet via the contact options below;

Web: consumer.gov/idtheft
Phone: (B77) IDTHEFT (438-4338)
. or TTY (866) 65342621

Y

Keop a record of your contacts. Start a file with
copiea of your credit reports, the police report,
coples of disputed bills and any correspondence.
Keap a fog of your conversations with creditors,
law enforeement officlals and other relevant
parties; Follow up all phone calls In writing and

sond correspondence Via certified mail, return. |
errespondence ia certified matl, return

recoipt requested.
¥  Place g freeze on your ceedlt report. Some
glates have passed regulations allowing resldents
to place a freeze on Lheir credit roport, This
prevents any new account (credit card, car leaso,
credit or savings, elc.) from being opened before
"unfregzing” the eredit report by personally verifying
with the credit bureau. Contact your State Attorncy
General's office or the state PIRG Consumer
Proleclion Organization's website at pirg.org
{o see If your siate has this option available.

By




- emTw e

vl

. : 1
JUL-14-2010 WED 03:05 PM AMERIPRISE - FX NO. 812 671 4T7

PO TN T R RN N S PO FRRY 1Y SRp PR By St ¥

Resources

You gan fiwl resourcas and infarmation online and from
povermyvidit ogencles about staims and crimes that can
Jemn o feferidty Tiwsit

Fedarst Tende Comumisulon -
Web: tesumer.gov/idihefl
Phone: (877) ITHEFT (438-4338)
ot TTY (B80) 6534261
eipuerd Grllne
Weh: onguardonting.gov
Palvany Mighis Clearphougo
Wb privacyrights.org
Phans: (61.9) 298-3308
L5 Postat irspection Servise
Web: ugps.coni/postatinspectors
Phiona: Chieck Tor your focal number in the
blue pages of your phone book
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