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12920 SE 38th Street, Bellevue, WA 98006 

June 21, 2010 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

I NCD2010-05-775479 

Re: Misuse of Customer Credit Card---Notice of Potential Security Breach 

Dear Sir or Madam: 

Pursuant to Maryland state law {H.B. 208 and S.B. 194} T-Mobile USA, Inc. {"T-Mobile"} is providing your 

office with this notice concerning a potential information security beach. 

Pursuant to an internal investigation, T-Mobile uncovered the unauthorized use of 22 customer credit 

cards by a T-Mobile employee within a call center. The employee copied the credit card number given 

to him within the scope of his employment by the customer and used the number for his own gain. No 

computer systems were breached in the course ofthis misuse. This employee has been separated from 

employment. One Maryland state resident was financially impacted by this wrongdoer, and T-Mobile 

has remedied his harm. 

Due to the nature of the unauthorized charges placed on the customer's account, we notified the 

customer immediately by telephone and will follow-up by mail. 

If you have any questions regarding this letter or its contents, please contact Jennifer Etkin at 425-383-

2165. 
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