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The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data Types

193 2006-01-01 700 University Pittsburgh 
Medical Ctr.

Personal information for 
700 patients possibly 
compromised

SSN, NAA

194 2006-01-02 ? H&R Block Mailing labels include 
customer Social Security 
numbers

SSN

195 2006-01-08 55000 Kerzner International
Atlantis

Personal information for 
around 55,000 
customers stolen

CCN, SSN, NAA, ACC

196 2006-01-09 ? Grand Hotel De Vere 
Group

Hotel registration cards 
containing credit card 
details found

CCN, NAA

197 2006-01-11 90000 UPS
People's Bank

Personal data for 90,000 
customers lost in transit

SSN, NAA

198 2006-01-15 ? Illinois Education 
Association

Social Security numbers 
for "many" teachers on 
stolen computer 
equipment

SSN

199 2006-01-16 ? New York City Teachers 
Retirement System

Personal and financial 
information of around 
5,800 pensioners 
possibly compromised

SSN, ACC

200 2006-01-18 70 Bournemouth Borough 
Council

Personal information for 
about 70 found dumped

NAA

201 2006-01-20 ? University of Kansas Online applicants may 
have personal 
information exposed via 
Web

SSN, NAA

202 2006-01-21 ? California National Guard Data for hundreds of 
Guardsmen possibly 
exposed by stolen 
briefcase

SSN, NAA

203 2006-01-23 ? University of Notre Dame Personal and financial 
information of some 
University donors may 
be at risk

SSN, CCN

204 2006-01-24 1600 University of Washington 
Med Ctr.

Personal information for 
about 1,600 patients on 
stolen laptops

SSN, NAA

205 2006-01-25 159 University of Delaware Social Security numbers 
for 159 graduate 
students possibly 
compromised

SSN, NAA

206 2006-01-25 226000 Ameriprise Financial 226,000 notified about 
personal data on stolen 
laptop

SSN, NAA

207 2006-01-26 365000 Providence Home 
Services

Personal data and 
medical records for 
365,000 on stolen 
backup disks and tapes

NAA, MED
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208 2006-01-27 12000 College of St. Scholastica 12,000 notified about 
names and Social 
Security numbers on 
recovered stolen 
computer

SSN, NAA

209 2006-01-28 4118 State of Rhode Island 4,118 credit card 
numbers "probably 
taken"

CCN

210 2006-01-30 ? Cooks Illustrated Unknown unauthorized 
access to back-office 
system

CCN

211 2006-01-31 19000 Honeywell International About 19,000 current 
and former employees 
notified about 
information posted on 
web

SSN, ACC

212 2006-01-31 240000 Boston Globe
Worcester Telegram and 
Gazette

Credit card data of up to 
240,000 subscribers 
may have been exposed

CCN

213 2006-01-31 6000 Washington State Health 
Care Authority

About 6,000 Social 
Security numbers printed 
on postcards

SSN, NAA

214 2006-02-01 2500 University of Colorado 
CO Springs

Virus-infected computer 
compromises personal 
information for about 
2,500

SSN, NAA

215 2006-02-02 450 Presbyterian Health 
Care Service

450 patients' Social 
Security numbers and 
credit card numbers on 
stolen computer

SSN, CCN

216 2006-02-04 8500 FedEx Up to 8,500 W-2 forms 
recalled when mailed to 
wrong employees

MISC

217 2006-02-06 100000 ?
Regions Bank

New credit cards being 
issued for 100,000 
following breach

CCN

218 2006-02-07 600 Blue Cross Blue Shield 
NC

Over 600 member Social 
Security numbers printed 
on mailing labels

SSN, NAA

219 2006-02-09 200000 ?
Bank of America
OfficeMax

Breach involving 
unknown vendor leads to 
cancellation of about 
200,000 debit cards

ACC

220 2006-02-15 7000 Suffolk County Clerks 
Office NY

Over 7,000 
homeowners' Social 
Security numbers posted 
on website

SSN, NAA

221 2006-02-15 601 Old Dominion University 601 student Social 
Security numbers 
published to web

SSN
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222 2006-02-16 27000 Blue Cross Blue Shield 
Florida

Contractor emails 
27,000 names and 
Social Security numbers 
to home computer

SSN

223 2006-02-16 350000 United States 
Department of Agriculture

350,000 Social Security 
numbers and tax IDs 
accidentally released

SSN

224 2006-02-16 ? University of Washington 
Med Ctr.

Hacker gains opportunity 
to view patient medical 
records

MED

225 2006-02-17 ? Mount St. Mary's Hospital Stolen laptops may  
contain Social Security 
numbers and addresses

SSN, NAA

226 2006-02-17 ? Pelican Bay State Prison Inmates gain access to 
employees' Social 
Security numbers, 
pension account 
information

SSN, NAA

227 2006-02-18 6000 University of Northern 
Iowa

Laptop with about 6,000 
W-2 forms illegally 
accessed

MISC

228 2006-02-20 ? Alltel Customers' Social 
Security numbers, 
addresses and phone 
numbers found in 
dumpster

SSN, NAA

229 2006-02-22 ? New Hampshire DMV Cain & Abel program 
found on server with 
credit card information

CCN

230 2006-02-22 4000 PricewaterhouseCoopers
Univ. Texas MD 
Anderson

Stolen laptop contains 
health information and 
Social Security numbers 
of 4,000 people

SSN, MED

231 2006-02-23 9000 Deloitte & Touche
McAfee

Lost CD contains 
personal details on over 
3,000 current 
US/Canada McAfee 
employees and 6,000 
former McAfee 
employees

SSN, NAA

232 2006-02-23 ? Affiliated Computer 
Services
Denver International 
Airport

Credit card information 
stolen from vendor in 
charge of airport parking

CCN

233 2006-02-25 ? Ernst & Young Stolen laptop contains 
names and Social 
Security numbers

SSN

234 2006-03-01 800 Bank of Bermuda 800 customers have 
ATM cards compromised 
by breach

CCN
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235 2006-03-01 4600 Medco Health Solutions 
Inc.

Unencrypted Social 
Security numbers for 
about 4,600 on stolen 
laptop

SSN, MED

236 2006-03-02 ? Olympic Funding 
Chicago

Unknown number of 
client names and Social 
Security numbers on 
stolen hard drives

SSN, NAA

237 2006-03-03 93000 Metropolitan State 
College

93,000 Social Security 
numbers and student 
names possibly on 
stolen laptop

SSN, NAA

238 2006-03-05 41000 Georgetown University Names, Social Security 
numbers, birthdates of 
41,000 compromised

SSN, NAA

239 2006-03-08 ? Verizon Stolen laptops may 
contain Social Security 
numbers and other 
information of Verizon 
employees

SSN

240 2006-03-14 ? Choice One Online
Buffalo Bisons Web Site

Credit card numbers on 
team web site 
compromised

CCN, NAA

241 2006-03-14 100 General Motors 100 GM employees have 
Social Security numbers 
stolen by former security 
guard

SSN

242 2006-03-15 ? Ernst & Young Stolen laptop contains 
names and Social 
Security numbers of 
IBM, Nokia, Cisco,  and 
BP employees

SSN, NAA

243 2006-03-16 274 Bananas.com 274 notified about stolen 
credit card information

CCN, NAA

244 2006-03-22 196000 Fidelity Investments
Hewlett Packard

196,000 retirees and 
former employees 
warned about personal 
information on stolen 
laptop

SSN, ACC

245 2006-03-22 ? District of Columbia 
Board of Elections and 
Ethics

Voter Social Security 
numbers viewable by all 
from board of elections 
lists

SSN

246 2006-03-24 64000 CA State Employment 
Development Division

64,000 tax forms with 
Social Security numbers 
and financial information 
sent to wrong addresses

SSN

247 2006-03-24 14000 Vermont State Colleges Stolen laptop contains 
Social Security numbers 
and payroll data

SSN
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248 2006-03-24 2486 California State 
University Dominguez 
Hills

Stolen laptop had 
personal information on 
2,486 students and 
potential students

MISC

249 2006-03-26 108000 Convergys Corp.
Florida Department of 
Management Services

108,000 could be 
affected by possibly 
compromised personal 
data

MISC

250 2006-03-29 342 University of Nebraska 
Lincoln

Social Security numbers 
and other information for 
342 students archived by 
Google

SSN, EMA

251 2006-03-30 553000 Georgia Technology 
Authority

570,000 pension plan 
members have 
confidential information 
exposed by hack

MISC

252 2006-03-30 207750 United States Marine 
Corp

Lost drive contains 
Social Security numbers 
of over 207,000 U.S. 
Marines

SSN, NAA

253 2006-03-30 1250 Connecticut Tech High 
School Sys.

Social Security numbers 
of 1,250 staff members 
leaked via email

SSN

254 2006-03-31 94000 LA County Dept. Social 
Services

94,000 notified about 
unshredded documents 
containing Social 
Security numbers and 
medical information

SSN, MED

256 2006-04-01 ? Shorter College Hacker potentially gains 
access to student and 
faculty information

SSN

257 2006-04-03 3000 Authorize.net About 3,000 suspicious 
credit card transactions 
processed

CCN

258 2006-04-07 ? DiscountDomainRegistry.
com

Personal and financial 
information exposed for 
"thousands"

CCN

259 2006-04-09 2000 Univ. of Medicine 
Dentistry NJ

2,000 students and 
alumni have Social 
Security numbers and 
financial information 
exposed

SSN, NAA

260 2006-04-10 ? Broward Co. Records 
Division FL

Social Security numbers 
and other information 
posted to public web site

SSN, ACC

261 2006-04-12 32000 Ross-Simons Social Security numbers 
and credit card numbers 
of 32,000 exposed by 
breach

SSN, CCN
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262 2006-04-13 1000 Fifth Third Bank Insider compromises 
personal information of 
nearly 1,000 customers

NAA, ACC

263 2006-04-14 1400 University of South 
Carolina

Social Security numbers 
of 1,400 students 
released by email

SSN

264 2006-04-14 40000 NewTech Imaging
Voluntary Employees 
Benefit Association of 
Hawaii

Social Security numbers, 
names, and dates of 
birth illegally reproduced 
for over 40,000

SSN, NAA

265 2006-04-16 ? Fraser Health Authority Missing computer and 
disk contains names, 
birth dates, contact 
information and referral 
reasons for thousands

NAA, MED

266 2006-04-20 2600 Monarch Beauty Supply Over 2,600 sales 
receipts with credit and 
debit card numbers 
thrown in dumpster

CCN

267 2006-04-21 38941 University of Alaska 
Fairbanks

Personal information of 
38,941 possibly stolen 
by hacker

SSN, NAA

269 2006-04-21 3664 Boeing Co. Social Security numbers 
and names of 3,600 on 
stolen laptop

SSN, NAA

270 2006-04-23 197000 Univ. Texas McCombs 
Business

Records including Social 
Security numbers 
breached for 197,000 
people

SSN, NAA

271 2006-04-24 ? University of Virginia Stolen computer 
contains Social Security 
numbers and names for 
students

SSN, NAA

272 2006-04-26 2000 Mastercard
Clydesdale Bank - 
Morgan Stanley

U.K. CCN

273 2006-04-26 1351 Purdue University Elec. 
Comp. Eng.

1,351 notified following 
breach involving Social 
Security numbers

SSN

274 2006-04-26 39000 Aetna Inc. Stolen laptop contains 
personal information on 
about 38,000 members

SSN, NAA

275 2006-04-27 20000 Iron Mountain
Long Island Railroad

Lost tapes include Social 
Security numbers for 
about 17,000 current 
and former employees

SSN, NAA

276 2006-04-28 14000 U.S. Department of 
Defense

Personal information for 
over 14,000 military 
employees compromised 
by hack

SSN, NAA
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