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This report shows publicly reported data breaches involving personally identifying information (PII) for the year of 2007.
All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open Security
Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Reported

Records

Orgs

Summary

Data Types

2007-01-03

500

Academic
Magnet High
School

South Carolina

MISC

2007-01-04

Johnston
County North
Carolina

North Carolina

SSN, NAA

2007-01-08

University of
Notre Dame

Social Security
numbers and
salary
information on
stolen laptop

SSN, FIN

2007-01-11

University of
Idaho

As many as
70,000 Social
Security
numbers,
names and
addresses on
stolen
computers

2007-01-12

MoneyGram

Server with
consumer
information for
about 79,000
bill payment
customers
unlawfully
accessed

2007-01-13

North Carolina
Department of
Revenue

Files on 30,000
taxpayers on
stolen laptop

2007-01-16

University of
New Mexico

Stolen
computers may
have contained
faculty
members'
names and
Social Security
numbers

2007-01-17

Rincon Del
Diablo
Municipal
Water District

Names and
credit card
numbers of
500 customers
on stolen
computers

CCN, NAA

2007-01-17

94000000

TIX

Companies Inc.

Hack exposes
45.7 million
credit card
numbers and
transaction
details
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2007-01-18

470000

Talvest Mutual
Funds

Missing
backup file with
personal
information,
account
numbers,
Social
insurance
numbers on
470,000
investors

ACC, NAA

2007-01-18

KB Home

2,700 notified
about Social
Security
numbers and
names on
stolen computer

2007-01-19

Internal
Revenue
Service
Kansas City
Government

26 IRS tapes
with taxpayer
information
missing from
Kansas City
Hall

2007-01-20

Greenville
South Carolina
County School
District

S.C.

2007-01-22

1300000

Chicago Board
of Election

Social Security
numbers, birth
dates and
addresses of
1.3 million
voters on over
100 missing
discs

2007-01-23

297 Wilsonville
employees
notified of theft
of laptop
containing
personal
information

2007-01-23

Clay High
School
(Oregon)

OR
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2007-01-24

200

Rutgers
University

Social Security
numbers and
personal
identification
numbers of
200 students
on stolen
faculty laptop

SSN, NAA

2007-01-25

Ohio Board of
Nursing

3,031 nurses'
Social Security
numbers and
names posted
on web

2007-01-25

Wahiawa
Women Infants
and Children

Up to 11,500
notified about
compromise of
personal
information

2007-01-26

Indiana
Department of
Transportation

Names and
Social Security
numbers of
about 4,000
employees
posted on
internal network

2007-01-26

Vanguard
University

Social Security
numbers,
names, dates
of birth for
5,105 on stolen
computers

2007-01-26

Anthem Blue
Cross Blue
Shield

Social Security
numbers and
names of
around 50,000
on stolen
backup tapes

2007-01-26

Chase Bank
Bank One

4,100 names
and Social
Security
numbers found
in purchased
used furniture

2007-01-26

Eastern lllinois
University

Social Security
numbers and
names of
1,400 students
on stolen
computer
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2007-01-28

1100

Salina
Regional
Health Center

1,100 names,
Social Security
numbers, and
medical
histories on
stolen laptop

SSN, NAA

2007-01-29

Halifax Bank of
Scotland

Woman who
asked for her
bank statement
was sent those
of 75,000 other
customers

2007-01-29

Vermont
Agency of
Human
Services

Social Security
numbers,
names, and
bank
information for
70,000 on
hacked
computer

2007-02-01

Massachusetts
Department of
Industrial
Accidents

Database
containing
1,200 Social
Security
numbers and
names
allegedly
accessed

2007-02-02

San Francisco
Indian
Consulate

Thousands of
sensitive
documents
dumped at
recycling center

2007-02-02

Wisconsin
Legislative
Human
Resources
Office

Social Security
numbers and
other personal
information
stolen from
employee's car

2007-02-02

University of
Missouri

Personal
information
including
Social Security
numbers of
1,220 on
hacked server

2007-02-02

New York
Department of
State

Commercial
records
containing
Social Security
numbers
posted on web
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2007-02-02

1835000

Birmingham
Veterans
Affairs Medical
Center

Portable hard
drive may
contain
personal
identifying
information on
up to 48,000
veterans

SSN, NAA

2007-02-03

Social Security
numbers,
names, and
banking
information of
800 on stolen
computer

2007-02-06

New York
Department of
Labor

Personal
information for
537 on stolen
documents

2007-02-06

Metro Credit
Services

Social Security
numbers,
medical bills,
and phone bills
for "thousands"
found in
discarded
boxes

2007-02-07

135000

Johns Hopkins
Hospital

Missing
computer
tapes contain
Social Security
numbers of
52,000

2007-02-07

University of
Nebraska
Lincoln

SSN, NAA

2007-02-07

Central
Connecticut
State University

Letters reveal
Social Security
numbers for
about 750
students

SSN, NAA

2007-02-08

130000

St. Mary's
Hospital

130,000
names, Social
Security
numbers and
birthdates of
patients on
stolen laptop
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2007-02-08

1000

Piper Jaffray

More than
1,000 Social
Security
numbers
printed on W-2
envelopes

SSN, NAA

2007-02-09

East Carolina
University

Social Security
numbers,
names, and
some credit
card numbers
for 65,000
posted to web

2007-02-09

Radford
University

Breached
computer
contained
2,400 Social
Security
numbers and
birthdates

2007-02-10

State of Indiana

5,600 people
and
businesses
notified about
credit card
numbers on
hacked server

CCN, NAA

2007-02-10

Department for
Work and
Pensions

UK

ACC, NAA

2007-02-11

Washington
D.C
Metropolitan
Police
Department

Social Security
numbers for
2,000 police
officers
exposed

2007-02-14

Kaiser
Permanente

Medical
information
and some
Social Security
numbers for
22,000 on
stolen laptop

MED, SSN

2007-02-15

160000

lowa
Department of
Education

160,000
personal
records in file
on hacked web
site

2007-02-15

City College of
San Francisco

Names and
Social Security
numbers of
11,000 posted
on web site
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2007-02-17

1753

State of
Connecticut

1,753
employee
names and
Social Security
numbers
posted to web

SSN, NAA

2007-02-19

Clarksville-
Montgomery
County Schools

TN

2007-02-19

Seton Family
of Hospitals

Social Security
numbers,
names, and
dates of birth
for 7,800 on
stolen laptop

2007-02-19

Stop & Shop

Unknown
number of
consumers'
credit and debit
card data
stolen by
skimmers

2007-02-20

Back and Joint
Institute of
Texas

Hundreds of
medical
records with
Social Security
numbers found
in trash behind
building

2007-02-21

Georgia Tech
University

Social Security
numbers,
names, and
addresses of
3,000
accessed
through
compromised
account

2007-02-22

Speedmark

35,000 notified
about Social
Security
numbers,
names, and
addresses on
stolen computer
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2007-02-23

1006

Rabun Apparel

1,006 names
and Social
Security
numbers of
former
employees
posted to
internet

SSN, NAA

2007-02-23

Serco
Worcestershire
County Council

Banking
details, names,
and addresses
of 19,000 on
stolen laptop

2007-02-23

National
Australia Bank

Names and
account
numbers of
397 people
sent to wrong
addresses

2007-02-24

290000

Japan Post

Bag
containing
personal
information on
290,000
customers
stolen

2007-02-28

Gulf Coast
Medical Center

Two stolen
computers
contain
personal
information on
9,900 people

2007-03-01

Tokyo
University of
Science

Personal
information of
8,800 on stolen
hard disk

2007-03-01

The Hospital
for Sick
Children
(SickKids)

SickKids

2007-03-01

Westerly
Hospital

2,000 names,
Social Security
numbers, and
medical
records posted
on web site

2007-03-02

Metropolitan
State College
of Denver

Names and
Social Security
numbers of
988 former
students on
stolen laptop
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