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This report shows publicly reported data breaches involving personally identifying information (PII) for the year of 2008. 
 All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open Security 
Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.



The following graphs show data loss incidents by data type and by business type over the period of this report.
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ID Reported Records Orgs Summary Data Types

871 2008-01-02 2800 Workers 
Compensation 
Fund

Social Security 
numbers and other 
personal 
information for 
about 2,800 
people on stolen 
laptop

SSN

872 2008-01-03 ? Dorothy Hains 
Elementary School

Georgia SSN

873 2008-01-04 5000 ?
Health Net

Names and Social 
Security numbers 
of about 5,000 on 
stolen laptop

SSN, NAA

874 2008-01-04 ? Florida 
Department of 
Children and 
Families

Social Security 
numbers, birth 
dates and other 
information for 
thousands on 
stolen laptops

SSN, NAA

875 2008-01-04 900 Maryland 
Department of 
Assessments and 
Taxation

Social Security 
numbers for 
roughly 900 
transmitted to 
unprotected web 
site

SSN

876 2008-01-05 ? New Mexico State 
University

Employee Social 
Security numbers 
and names on 
missing hard drive

SSN, NAA

877 2008-01-07 ? Geeks.com Credit card 
numbers, names, 
and addresses 
possibly 
compromised on 
"hacker safe" web 
site

CCN, NAA

878 2008-01-08 260000 Electronic Data 
Systems Corp.
Wisconsin 
Department of 
Health and Family 
Services

Social Security 
numbers of 
260,000 on mailing 
labels

SSN, NAA

879 2008-01-09 4250 University of 
Georgia

Social Security 
numbers, names 
and addresses of 
4,250 on hacked 
server

SSN, NAA
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880 2008-01-10 4000 Select Physical 
Therapy

4,000 records 
containing Social 
Security numbers, 
credit and debit 
card account 
numbers, names, 
and addresses 
dumped

SSN, NAA

881 2008-01-11 800 University of Akron Social Security 
numbers, names 
and addresses of 
800 on missing 
hard drive

SSN, NAA

882 2008-01-11 216 University of Iowa Social Security 
numbers and other 
information for 216 
exposed in Internet

SSN

883 2008-01-11 148 Oldham NHS 
Primary Care Trust

Personal and 
medical 
information of 148 
on missing "data 
sticks"

MED, NAA

884 2008-01-11 1500 Virginia 
Department of 
Social Services

Letters mailed to 
1,500 regarding a 
"potential security 
breach"

SSN, NAA

885 2008-01-12 ? California State 
University 
Stanislaus
Sodexho

Credit card 
numbers, 
cardholder names 
and expiration 
dates exposed

CCN, NAA

886 2008-01-14 990 Tennessee Tech 
University

Lost portable drive 
contains names 
and Social 
Security numbers 
of 990

SSN, NAA

887 2008-01-15 100 Naval Surface 
Warfare Center 
Dahlgren Division

Names, Social 
Security numbers, 
and financial 
information found 
on report obtained 
by suspected 
identity thieves

SSN, NAA

888 2008-01-15 5000 Wisconsin 
Department of 
Revenue

Social Security 
numbers of 5,000 
on mailing labels

SSN, NAA

889 2008-01-16 529 University of 
Wisconsin-Madison

Social Security 
numbers of about 
205 employees 
exposed on web

SSN, NAA
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890 2008-01-17 650000 Iron Mountain
GE Money

Credit card 
numbers and 
some Social 
security numbers 
of 650,000 on 
missing backup 
tape

CCN, SSN

891 2008-01-18 605767 United Kingdom 
Ministry of Defence

Stolen laptop 
contains passport 
details, National 
Insurance 
numbers, medical 
records of 600,000

SSN, NAA

892 2008-01-24 29800 ?
Fallon Community 
Health Plan

Medical 
information and 
names of 29,800 
on stolen laptop

MED, NAA

893 2008-01-25 677 Penn State 
University

Stolen laptop 
contains Social 
Security numbers 
of 677

SSN

894 2008-01-25 100 OmniAmerican 
Bank

Debit cards, and 
PIN numbers of 
customers 
compromised via 
hack

CCN

895 2008-01-28 35000 CBIZ Benefits and 
Insurance Services 
Inc
T. Rowe Price 
Retirement Plan 
Services

35,000 names and 
Social Security 
numbers on stolen 
computers

SSN, NAA

896 2008-01-29 38000 Georgetown 
University

Social Security 
numbers and other 
personal 
information of 
about 38,000 on 
stolen hard drive

SSN, NAA

897 2008-01-29 4642 Wake County 
North Carolina 
Emergency 
Medical Services

NC SSN, NAA

898 2008-01-29 300000 Horizon Blue 
Cross Blue Shield 
of New Jersey

Stolen laptop 
contains names 
and Social 
Security numbers 
of over 300,000

SSN, NAA
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899 2008-01-30 226000 Davidson 
Companies

Hacked database 
contains names, 
Social Security 
numbers and 
account 
information for 
226,000

SSN, NAA

900 2008-01-31 400 South Carolina 
Department of 
Health and 
Environmental 
Control

About 400 names 
and Social 
Security numbers 
on stolen laptop

SSN, NAA

901 2008-01-31 3100 University of 
Minnesota 
Reproductive 
Medicine Center

Medical 
information of 
3,100 on lost flash 
drive

MED, NAA

902 2008-02-01 4000 Marine Corps 
Bases Japan

Social Security 
numbers, names, 
and other 
information of 
4,000 on stolen 
laptop

SSN, NAA

903 2008-02-02 5000 Diocese of 
Providence

Names, 
addresses, and 
Social Security 
numbers of 5,000 
on stolen 
computers

SSN, NAA

904 2008-02-07 4300 Memorial Hospital South Bend, IN SSN, NAA

905 2008-02-08 ? ?
MLSGear.com

Names, 
addresses, credit 
and debit card 
information on 
compromised 
servers

CCN, NAA

906 2008-02-11 2900 Jefferson County 
Colorado Public 
Schools

CO NAA, DOB

907 2008-02-12 40000 Systematic 
Automation Inc
Modesto California 
City Schools
Clovis Unified
Los Angeles 
Department of 
Water and Power
Torrance Unified 
School District
Nestle Waters 
North America

Stolen hard drive 
holds names, 
addresses, birth 
dates and Social 
Security numbers 
of over 15,000

SSN, NAA
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908 2008-02-12 30000 Long Island 
University

Up to 30,000 
notified about 
potentially 
compromised 
letters containing 
names and Social 
Security numbers

SSN, NAA

909 2008-02-13 321000 Lifeblood Missing laptops 
contain personal 
information 
including dates of 
birth and some 
Social Security 
numbers of 
321,000

SSN, NAA

910 2008-02-13 1500 Middle Tennessee 
State University

Names and Social 
Security numbers 
of about 1,500 on 
compromised 
computer

SSN, NAA

911 2008-02-14 37000 Tenet Healthcare 
Corporation

Former employee 
convicted of 
identity theft had 
access to records 
of 37,000

SSN, NAA

912 2008-02-14 5123 Russells Hall 
Hospital

Medical records of 
5,123 on stolen 
laptop

MED

913 2008-02-15 ? Lexmark 
International

Undisclosed 
number of names, 
addresses and 
Social Security 
numbers disclosed 
on file-sharing site

SSN, NAA

914 2008-02-15 2000 Crosslines 
Ministries of 
Carthage

Social Security 
numbers, names, 
and addresses of 
2,000 in stolen files

SSN, NAA

915 2008-02-15 ? First Magnus 
Financial

Thousands of 
documents 
containing Social 
Security numbers, 
credit card 
information, 
addresses 
recovered from 
trash

SSN, NAA

916 2008-02-16 3000 Texas A&M 
University

Names and Social 
Security numbers 
of 3,000 
inadvertantly 
posted online

SSN, NAA
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917 2008-02-21 28000 Newfoundland 
Eastern School 
District

Medicare 
numbers, names, 
and addresses of 
28,000 students on 
stolen laptop

MED, NAA

918 2008-02-25 400 Mecklenburg 
County North 
Carolina

NC ACC

919 2008-02-25 1400 LGT Bank ACC, FIN

920 2008-02-27 103000 Health Net Federal 
Services

Social Security 
numbers for 
103,000 posted on 
web

SSN

921 2008-02-29 480 Wellesley Health 
Department

Social Security 
numbers, names, 
addresses, and 
dates of birth for 
about 480 lost 
from open 
envelope

SSN, NAA

922 2008-03-03 20000 Kraft Foods Missing laptop 
contains names 
and possibly 
Social Security 
numbers of 20,000

SSN, NAA

923 2008-03-05 238 Madeley Health 
Center

UK NAA, MED

924 2008-03-05 109 Crown Stanley and 
Silverman
Nevada 
Department of 
Public Safety

Social Security 
numbers and 
addresses of 109 
on lost thumb drive

SSN, NAA

925 2008-03-06 11500 Cascade 
Healthcare 
Community

Computer virus 
exposes credit 
card information, 
names, and 
addresses of more 
than 11,500

CCN, NAA

926 2008-03-08 5000 MTV Networks External breach 
exposes about 
5,000 names and 
Social Security 
numbers

SSN, NAA

927 2008-03-10 40000 Blue Cross Blue 
Shield of Western 
New York

Missing laptop 
contains "vital 
information" of an 
estimated 40,000

SSN, NAA
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928 2008-03-12 10000 Harvard University Personal 
information of 
10,000 including 
6,500 Social 
Security numbers 
possibly 
compromised from 
hack

SSN

929 2008-03-13 4800 University Health 
Care

Utah SSN, NAA

930 2008-03-15 500 Utah Division of 
Finance

Personal 
information of 
about 500 possibly 
accessed by 
unauthorized 
persons

MISC

931 2008-03-15 38000 Broward County 
School District

SSN, NAA

932 2008-03-17 4200000 Hannaford 4.2 million credit 
card and debit 
card numbers 
exposed in breach

CCN

933 2008-03-17 300 Binghamton 
University

Names, grade 
point averages and 
Social Security 
numbers of over 
300 accidentally e-
mailed

SSN, NAA

934 2008-03-19 ? Affordable Realty Financial 
information and 
Social Security 
numbers of 
"hundreds" found 
in dumpster

SSN, FIN

935 2008-03-20 20000 Lasell College Names and Social 
Security numbers 
of 20,000 
accessed by 
hacker

SSN, NAA

936 2008-03-21 1400 Rhode Island 
Department of 
Administration

Missing disk 
contains Social 
Security numbers 
of almost 1,400

SSN

937 2008-03-21 1000000 Compass Bank ACC, NAA

938 2008-03-22 51000 Stock & Option 
Solutions
Agilent 
Technologies

Social Security 
numbers, names, 
and financial 
information of 
51,000 on stolen 
laptop

SSN, NAA, FIN
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